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Chapter 1

GNU/Linux #&

BAR , BRBE—EERAL , GEEPIFNNE. BARBIERRENN , BROMABCHE. RTEE
RIEFIEIBALR | FREFARRR B — LB AR R,

Debian GNU Linux 838 KHEZAET R B UniXfEX R , — B2 A Z TREXRS. (RVVASEFIFRELAFM AR Unix
F0 GNU/Linux BIAE{EMHE .

BEBEL Unix g930HE , RERZKREHR GNULInuX ST , B ME $IE1Reess £ 4 A&,

)z
NRARFE(EMER Unix R ERIB— BRI GSS TE , (RARECAEE T ERXHETHRRE. IEIEEEM
— (A E BRI,

1.1 HEHER

1.1.1 shell I£2/~RF T (prompt)

BENRGZ1E , NRARR AR GUI (IZ1GNOME 33 KDE) , IR BT ITEANT. BERAMIHEL A
foo , EBENIRRFFAFN T AR,

WRRLET —E GUI IS |, ARERR{NREESA R Ctr-Alt-F3 B AERZITHRENE R |, REFREEEB Ctrl-Alt-F2
[2) GUI IRIE (BEZHIEm2E TXXHE 1.1.6),

foo login:

FEESFRRTILT , (RMARKERE S | 6120 penguin , A4&IR Enter §¢ , & T RM AR EASILH XK Enter
i,

)
& Unix {84 , Debian A& THERAEZMEBE X/ NSBUEK. FRELBEHR/NSTRAEAMK. B—EERE
IRITIE R FERRIAHEIEITAE. ERSMNKEAFIRITER root £ % A adduser(8) AlE.

RARTEAE"/etc/motd” FRENID A (Message Of The Day) XBfE , RIFFRER— BTSSR T IT.
Debian GNU/Linux 12 foo tty3

foo login: penguin
Password:
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Linux foo 6.5.0-0.deb12.4-amd64 #1 SMP PREEMPT_DYNAMIC Debian 6.5.10-1~bpol2+1 (2023-11-23) <«
X86_64

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Wed Dec 20 09:39:00 JST 2023 on tty3
foo:~$

IRTE , 1RRFE shell &, shell fi#AT{REIFES .

1.1.2 GUI T shell 2/R%F

WRARIER S Debian IBFEF , TR T —@ GUIIRIR , BEFRERB ARG EZEFERBESANT. WMARKERSE
ﬁ%?ﬁ*ﬂ%ﬁ?gl&%)@ﬂ#ﬁ*ﬁﬁﬁﬁ% MRIR. 1M Tab §# (BkA&ER) ATALEF B R BAEE MRE) , el MERR
RETRENE,

B1E GUI(BITEEREN )RR T#13 shel 387”7 , RIVEREI—E x #umtsfitasfEz , a0 gnome-terminal(l),
rxvt(l) 8k xterm(l), £ GNOME £HIRIR T , ROJAREBARSE (Windows §#) , EE SRR A "terminal” K5
Riak iR,

AHE—LREAL (2 fluxbox) Tl , AIRERBHENFMEEEAND. MREEREER , A TARRAAFLR
EREA L IRE,

1.1.3 root IR3E
root IRSF A FEIER R E AL SEHEERE. BEMAIIRS , REEFBIT FENASKEIRTS.

< BH. RAMIERARS LRI RETEPIRSCHHER
© SERG HEAAHTR B TER

© BB ARG EAEMARRARGE BN

© RERBEBRIEESEZEMERE

root IRSHHEAESE LR  REHENEFANER.

HEAE

PERAFIE M ALLE root 248,

)d

—EX (BIEREREEH , 40 CD-ROM %5 | 15LE% Debian R AP AR —MEX ) MR ATBEE FZIE root
FRHEEAEARERE. HRAEEREERT , £/ root IR FE—EHREMFTIE , (BIERRERATEEZEH
THERAEMEAENREETAENRE (2RE 1.23).



https://zh.wikipedia.org/wiki/Shell_(computing)
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1.1.4 root shell I2/RFIT
A —EARFIETREERIER A root WHE1ETES root i shell I27RF T,

s AFITCENREEA root ERFERAELBEN.
« FEEEFEREN shell iI27RFT FMA“su -1,

- ERGREFENEAENIRERE.
« EEEFEREN shell IZRFIT TN SU”,

- EgRGFEIEREN—LIRITRE.

1.1.5 GUIA4EIETHR

MRFNEEEERFEREETTIHEBE GUI (BIRFERENT) NEEMEETR | RATAEAIRIERES (520
gnome-terminal(l). rxvt(1l) 8 xterm(l)) & root i shell I2REF FREIE. 2RE 1.1.48& 7.9,

wis
AERBAEROREIES (BI3 gdn3(1)) BOSETRAE T root K(EM root BSHE GUI B/ @b EsE

AR
FKEABAERURER A X Window TEITAZEEMNIETRE GUI F2fF , AR ERREGEIRIR X &HHE.

1.1.6 EHEHTHIE

FEFALM Debian R&EF , H 6 ERTYHRIIE VT100FTiEHE , ATABE AR Linux EH#E EZE) shell, FBRIEREEZH
GUIIRIRT , REMRATARIFHR T2 Alt 0 F1—F6 ¥ —AREERITHIIERIYIR. 8—EFTEREE A
MBI R MSERERR., EEZERERREEAM Unix REHE , RES LR,

IRIREET GUI IRIREF |, fRATLAEIB Ctr1-Alt-F3 AT TEHiE 3, AMEREHRTA Ctrl . & Alt
$BA F3 $. MRATRURT Alt-F2 [I3] GUIIRIE , B©—RBITIEREIEHIE 2.

PR AT RAE R a4 VIR %I F—E RIS |, flanYiRsishiiE 3,
# chvt 3

1.1.7 ERIRHGLIHRRFIT

ESIIEMA Ctr1-D, BIRIRHE FZ{f-Ctr1-$8H d-$2 , BIWIBARA shell j&Eh. NRIRERIRFITIEHIE , 7RI
BEHERIESEIR R T, MEIELIEHF I control D" AT KEF & , RURNFEIRE Shift-4#, Ctr1-D HAlPIAR
R AD, B , RILATRAS N exit” IR 65431,

IARMRGIE x #ptBfiEss (1) F , RATAMERAEMERIE x AuntifisiiiE.

1.1.8 ‘EHEAARS

BT HARRIRARIEXE RSB —1K , Debian EIEBACIEIET WIRIBUBEITUHRELUR SMERE , B ERK T
BN F R EENEIRATE , BB LRI MBI R R AR IAMIF TN, NREKIE BIREHIA]
R, BEEMARET e BRARREIR. (BRI, (REFRARMBREZ RIR BRI, )

HEEBELERERTEAT , TUERGSIBIMASR.



https://zh.wikipedia.org/wiki/VT100
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# shutdown -h now

EEERERT , TAMERA® LSS BIMARS.

# poweroff -i -f

2 R85 638,

1.1.9 RE—EIEFE KiTHitE

BT —LBRENE (flanicat TENXM) &, BREBIE , R UEG ST reset”, {RAJREMEIAERR L
BERMARTES . IREATRMRA c lear BIFHEHE.

1.1.10 EERHFHERSMRES A

AEEASERE , FBEPIT Debian MR/INREF , BEREMEA me 1 vim §£F apt-get(8) , HHBHMS |
MZEBRN.

# apt-get update

# apt-get install mc vim sudo aptitude

WMRMRELRET BLEHREA , BELEEFNETRAH T,

EICELD) ATE KN | ERER

mc V:44,1:184 | 1590 | XABRHNERE X HETE s

sudo V:739,1:866 | 6773 | A BEREERTEH root FERAKFEF

vim V:87. 1:347 | 4089 F;%ﬁ?ﬁﬁiﬁ%% Vi FBCERR , —EFEERE TRPARI X A At 25

vim-tiny V:58. 1:978 | 1877 &Qgﬁﬁfﬁﬁiﬁﬁﬁ Vi KECERR , —EFEEATRAPE S A 4mts 25
Bl=

emacs-nox V4, 1113 46536 | GNU THH M) Emacs , Ei? Lisp RIERE X A 4ntE a5

w3m V:11, 1:1145 2853 | M AEH www BIE S

gpm V:9.1,1:9.9 [526 | XAEFE Unix RARAEEEH (&)

Table 1.1: HHHXAEAIEFFBS IR

BIRE— LS R —EFNEE.

EIGE] TE AN | EREAR

doc-debian 1:883 187 Debian JAE X 1& , (Debian & RE&) MHEEXIE
debian-policy [:8.2 5061 | Debian =R A IS
developers-refereage, 107 | 2601 | Debian BE& 3| EF4HILN

debmake-doc 1:0.42 11807 | Debian EEEF

debian-history [:0.57 6251 | Debian JEHES

debian-fagq 1:881 791 Debian % B A&

Table 1.2: #x3246 & HEF R

RATUA T ERTES RiRELE,

# apt-get install package_name



http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
https://tracker.debian.org/pkg/mc
http://packages.debian.org/sid/sudo
http://qa.debian.org/popcon-graph.php?packages=sudo
https://tracker.debian.org/pkg/sudo
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
https://tracker.debian.org/pkg/vim
http://packages.debian.org/sid/vim-tiny
http://qa.debian.org/popcon-graph.php?packages=vim-tiny
https://tracker.debian.org/pkg/vim-tiny
http://packages.debian.org/sid/emacs-nox
http://qa.debian.org/popcon-graph.php?packages=emacs-nox
https://tracker.debian.org/pkg/emacs-nox
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
https://tracker.debian.org/pkg/w3m
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
https://tracker.debian.org/pkg/gpm
http://packages.debian.org/sid/doc-debian
http://qa.debian.org/popcon-graph.php?packages=doc-debian
https://tracker.debian.org/pkg/doc-debian
http://packages.debian.org/sid/debian-policy
http://qa.debian.org/popcon-graph.php?packages=debian-policy
https://tracker.debian.org/pkg/debian-policy
http://packages.debian.org/sid/developers-reference
http://qa.debian.org/popcon-graph.php?packages=developers-reference
https://tracker.debian.org/pkg/developers-reference
http://packages.debian.org/sid/debmake-doc
http://qa.debian.org/popcon-graph.php?packages=debmake-doc
https://tracker.debian.org/pkg/debmake-doc
http://packages.debian.org/sid/debian-history
http://qa.debian.org/popcon-graph.php?packages=debian-history
https://tracker.debian.org/pkg/debian-history
http://packages.debian.org/sid/debian-faq
http://qa.debian.org/popcon-graph.php?packages=debian-faq
https://tracker.debian.org/pkg/debian-faq
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1.1.11 XESMERBERR

WMRAEAERREC REEREIRTIEST FEMRERE , R UERTENA AR —EREEAERE , b
B, AE—EERERR fish KARSK.

# adduser fish

[EIEATAFE.

i?i%ﬁ']ﬁ—@%% fish FFMRIE. FEMRRETTAE R UER TEMESMREEERERTMNEXEREER
%,

# deluser --remove-home fish

1£3E Debian F14F51i) Debian &%t , FEMEEN S EFFHKEK useradd(8) #1 userdel(8) TAMRE.

1.1.12 sudo JFfC

BN MBINE B RE TR, , BIANEITEZECA BN LR Debian 24 , 1B% BEMFREC sudo(8) JfE R4
ER%E (FanfEM#E penguin) RFBWMAEREEMSMAE root EREFAEESEIE BHEIR.

# echo "penguin ALL=(ALL) ALL" >> /etc/sudoers

F5h , ATMER TS EARRERE (FIanfEME penguin) EEEEHESEE BHER.

# echo "penguin ALL=(ALL) NOPASSWD:ALL" >> /etc/sudoers

EERTITAHREEREERE TRhP B EE—RERAERA.

O

T

=l
ELZERAE TP ARRILERNEBERERY , ARE@E8EFE BEN AR T 2ME.

EE

E LRI+ EAEF penguin NERERIRIEFEAM root IRIFEEFK S HRE.

HEERERT , B SRR TILERE TR EIT AR EIREBNA, KERZRRNO AT ITHEE
HPIERRIZRIEATEIR (BINAETPIHEIR) | BRIEMITERS T R B IEHRMAEN.

*

BT HZRAGREM AR IR |, RIEZEEER 2RI BRBMARMER root #IR , KE

sudo(8).

& 5 2R AR R B AFARC L sudo(8) AR F—EHZ A& LR EFERER RN EIFHRMAKLZE root 4%,

E;‘Iw\%ﬁh%ﬁ ZEEEENEMETEMER , (R IERAIEHEMAE. H—A| , RUEAEBEMARER
il

1.1.13 Play time

RAERCAERIFER Debian R 7T , AZFERIFHEEREIRTIAGEAR.

I52A R Debian &4 (AMERTARRE) GXEEENXAHERRIILIEERER RARERER. B4, TaE
MRAE—LIRRTUAFIA , BRI ELFMREN AN EZLBIEE—4 , MEZXBEE Debian 2T,

FAMERTEKAT | i€ Debian RAAEE—E 1 Unix RAAKEE,



https://www.debian.org/doc/manuals/securing-debian-manual/
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« B 1.2 (EAHR)
< B 13 &EFAR)
< 81 1.4 (EFAHR)
« & 1.5 (shell #&H1)
« B 1.6 (CAREAR)

1.2 %1 Unix EERA%

£ GNU/Linux FNHAXR UnixfERRGF , SABARSRIB $5F ., BTA XM B S HREL /" RIRKNE R E.
HEHEZRRNMRFELHERASR , CHEELEMNG RS , RECREEEBERN,

BEL B S A BAES BT . mount(8) AIMIERMERMA LIRZINER RAGHIEZIE RN HE . MK
i, umount(8) EE AR NEE. EERIA Linux #%03R mount(8) HELZH | AT DUE AN —HRNSE R HIMA
wrh , REVUEERAGHBEREZN, REN. HaEB. SRTHER., HEEERARGESHER NSRRI

f£/usr/share/doc/linux-doc-*/Documentation/filesystems/$kE|,

Unix & EMME $% , FEHMAG EMMSCHR, BRKEE , 72 Unix R L , IRAMEREISHELE | B2
‘A, BERE—ERERR  LEMEREEHEAEN., EREHR Windows R 2 —EERKERL.

1.2.1 Unix JC4EER

THEHE L Unix SCHEERE,

s YHLR ENK/NEH., HWtEER , "MYFILE” fI"MyFile” B R REIMISCH.
s RESEEREREZAGHR , BENBR /", FEILEIR root FHHEMEKBEE/rootBET.

- SEBHHAE—ELTF , EVUBSEEFEEHERT IUSMOTER. RESEMESS. ENEFE/ (FBE R
“RE)  YEEBEHERS.

« FEXARBEHIRIEE —ELREXMHS  BEXMHS , SRS, RIEFEHLELIBR B R MENEMAEE 8.
E=AATE R R,

s FTARSMREN LAY/ Bi%5Hts , YEASEBSSHE2HMBE—@E /. F—E /" ERIAEBES , K /"
AR aRIRENF B . BRRIESEMAL , DERUHRNLTE. BEseed AER, A THEESREHF
ZYERBIF “/usr/share/keytables/us.map.gz’, A8 , AFIBERE L ‘us.map. gz EBIERH4E.

- REZBRS NI, FlIn/etc/"M/usr/’, BEEFEHFKAXNDHEELHKFEIE, Hlan“/etc/systemd/"
“/usr/local/”, EEREMHCBE S, RO RUE—EEETHEREZ B/ ERENEREES X (—EXH) B
HEERN—RIHRE, FROBEAMZKRESHE  MITFREE—EEEFMFEAZARN REHN—EE , EEE MK
BB (/) R FESBLBS , WH RSN T —ESHFTTEREL., hAREREREMNAREE , ™M
REMRBE SR, RIEZRCISES . . /BRI E k. EEMENIEANEMIAINE $RH04EE | 0 BEIRAEE.

« Bt —EEERE, BIRE—ERENE SR EEKE BRAMRES. EARRMRT-11, CP/M,0OpenVMS,MS-
DOS,Amiga0s, PARME ) Windows , ELRMEFE—ERSEY T —EkaT  thanc:\". (@Emk, KE
HEEEFES| BT YEREERER MIERARN—HS. %6 1.2.2, )

)

HERRAI AFE A B P EREENTHRE TR, BREERER TERME—MREE. sIr R —LEs
LIRAEHRAERNT T, CbanTH, RERF BRITHF MHERS®RTT: {3 () L1 " "\ 7/ ><|
;L #HA Y % @ S WRIFEA—EENERFNG A, LB RIEEF R, EF TN FEIAR. REATUE
fﬁ%ﬂgﬁ?—k% BMAEEEmAIEL, LS LikeThis”. BTG ER Linux EAEG @R REXHETAR
ERTHE.



https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_file
https://zh.wikipedia.org/wiki/Directory_(file_systems)
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https://zh.wikipedia.org/wiki/CP/M
https://zh.wikipedia.org/wiki/OpenVMS
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pad
1E{E"root” ATRERT RN HAR{FE I root” X3RN #RE %" (froot) . EZARIE L T XHEE ERRAIE.

)i
557 path MERRB A LMREXAHE, WATRERTFIESRRNKE. BEREAENERE TR ER L FIOKH#.

RIS RS B RSN E RIS R A% JBAZE ("/usr/share/doc/debian-policy/fhs/fhs-2.3.txt.gz"
M hier (7). RIEZECAETH—LATEERBIREEMLER.

EES EEE3EENS

/ EEES

/etc/ AR s E RIS
/var/log/ R HEX

/home/ FrBIESEERENEREE %

Table 1.3: EEH K AR

1.2.2 (ERRGIRNGEAT

1RIR UNIX RS , Debian GNU / Linux (XA RSB FERE RS BUB 7R , B iracH s £
IEREREE) |, a09EHI A MR FFY iR iR UG — WA X EIRAE"/ dev /" F@E.

BEER. Bik. H2FE (—EMERXBEZERAIL) 3 Debian GNU/Linux A% _ER4IE S & #H —EY
i inodefERIAEHE | R T HARRSM , AIANBACRERE (FTEH)  EERNEAE , RE—XEIEH |, &%
% BT RIS RIS R RGP AR IR 2 BB Unix |, IRAAH Linux A2 O RIS EEESKETTIER. BE  2£E
BRFTEM _ EIE DI TR EME T AITERE R ARG HRE.

EEEYIERRMNEMTRNE — MR EIEEBAN , REAFEKMBREKIESHIZ T2 N ERREETH
FRiiRiE. EEFPUEIBM SEEEI T TR A R A BB R S &% OB T AR

N
IRRFBEHRISCAAYIRE RS 2 M BRIR , THEZ2EUEST mount(8).

1.2.3 FEHRAGAMHEIR
AR Unix R R AGIR I R B = R R B,

- BHEEXHRERE (u)
« BEEXATBANEAERE (9)
- IEHBRERE (o) , AEBRHEMHFEN

B , A EHIR 2T T3 EME,

« TR (r) HRAFTBAEREHNARE.
< IR (w) HEIRAFEEERLHNE.



https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/File_system_permissions
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« ATHIT (x) HRASIIEZEEXHEM—EIESET.
HIRB SRS  SEYBER AT TIEME.

« WRE (r) HERAFTEEIILBENNNE.
< ATR (w) HERAIFHTEERMSMIGRE $FREM .
« ATHAT (x) HRAFETEEFIRE SR,

FEER , —EB SN HITHIRSKENMEAEB $FRNM | B AFFRURMBPIKEN | B0/ BB,
Us(1) AREURAFIE SFMIR A (EL). BETREHE - UVRIE , B RaENEFRR FFIER.

« XHRRE (B—ETH)

« XHNFERER (9 EFT , ZEFTAR—ARIRRERE. A, HtbIEFRR)
o SEERBICARORESE IR

« XA ERERES

o EEXHATEKIAR S

« WFIT (FH) BB

« CAFRB MR (mtime)

© XHHET

T At
=B
H$x
FFRaE%
FIL B BDRh
R EEE
A el

EET

b

0T |ITIO|— Q!

Table 1.4: “1s - Uit 5% —EFITIIR

chown(1) FIH4 root BRSBHCAFHIFTAE. chgrp(l) MIRXAFHIETEET root IRIEKSCIAFHTERIAE. chmod(1)
FARSCAFR AT B B root BRIFASBICHFISC A RINFFEEIR . #R1F—E foo XAFMEAFEZIT.,

# chown newowner foo
# chgrp newgroup foo
# chmod [ugoa][+-=][rwxXst][,...] foo

Bian , ¢RATRURIR T E(E—E B S EAE foo FiA , WHZF4040 bar.

# cd /some/location/
# chown -R foo:bar .
# chmod -R ug+rwX,o=rXx .

B = A BN IRROHERR (L.

 Set_User_ID {7 (s E{ S Zi{EHEM x)
+ Set_Group_ID {i; (s gk S 40 x)
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« WEM (tELT BAHAMEREN x)

ERls -UVHELUMmEEARN , RELHERERT BT , IERRE.

w—E AT BITX R E Set-User-ID (i foaF—EEREUMEC K ID BITIEETHATCH (5120 root) . XA
AR BITXHERET Set-Group-ID {ui§ AFF—EEAESHFRIAR 1D BITa230fF. (5120 root ) . FATRISLE
AREFRES T2 A , FREEPINIHRFERSNEE.

FE—fE R $% L& "Set-Group-ID"§1THXA BSD WX HHAIEETE] , FrA71ER SR M AR KIS HH1§ B B AT 4.

1B B S5 MBAL 1 RERZ B SN RN H T A & 2SN — B REMIER. 27 RE—EER"/ tmp Gtk
BN BB RMB S TIERNANT L , MERXRMRAIR TR  BRAHMER SRS M. TR, &
BRI UBEEHH A B 858 R T HE RERIR A2 —EE 2R,

ERAVEFTEBRRHHEIRGIT.
$ ls -1 /etc/passwd /etc/shadow /dev/ppp /usr/sbin/exim4

Crw------ T 1 root root 108, 0 Oct 16 20:57 /dev/ppp
-rw-r--r-- 1 root root 2761 Aug 30 10:38 /etc/passwd
-rW-r----- 1 root shadow 1695 Aug 30 10:38 /etc/shadow

-rwsr-xr-x 1 root root 973824 Sep 23 20:04 /usr/sbin/exim4
$ ls -1d /tmp /var/tmp /usr/local /var/mail /usr/src
drwxrwxrwt 14 root root 20480 Oct 16 21:25 /tmp

drwxrwsr-x 10 root staff 4096 Sep 29 22:50 /usr/local
drwxr-xr-x 10 root root 4096 Oct 11 00:28 /usr/src
drwxrwsr-x 2 root mail 4096 Oct 15 21:40 /var/mail
drwxrwxrwt 3 root root 4096 Oct 16 21:20 /var/tmp

chmod(1) A A—EHEEAFMBRFERT . ERHFHENER 32 4 /B (K% 8) #.

BT S

F—ETEHT set user ID (=4), set group ID (=2) #1 sticky bit (=1) Z Fl

E_HHEE read (=4), write (=2), #1 execute (=1) #&[RZF1 , user FHE
B=EEF [E_E , group

S EE T [@_L , other

Table 1.5: chmod(1) T§43CHHHERR B TEAE R

ERRFRERER LAAEME. MRFIE s - UESMBMaT%s) (2-10) , R TERNSH) (KA 2) RRER
MIEFRTHE (B O WX B/ 1) , RIEZAT IR ABFIEAENRE 3 BT HERT AR U HIFRR.

B TIIBIT

$ touch foo bar

$ chmod u=rw,go=r foo

$ chmod 644 bar

$ 1s -1 foo bar

-rw-r--r-- 1 penguin penguin © Oct 16 21:39 bar
-rw-r--r-- 1 penguin penguin 0 Oct 16 21:35 foo

£
MRIRFLELE shell FaLSEFRFW1ls -UVERKNENR , RTEFEHAMEETES , 4 test(l), stat(l)
readlink(1). shell RE+E4 , 0°["2 test”, AJREM &M,

1.2.4 FHIFEERKF T © umask

BRI HES EREIFEERR shell W24 umask KRB, 2R dash(1), bash(l) , MRE®HS (7).



https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
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umask & BRI BB A%
0022 “rw-r--r-- S TrWXT - XTI -X EEFERETS
0002 “rwW-rw-r-- S TWXTWXI - X EEATS

Table 1.6: umask {E£24)

(file permissions) = (requested file permissions) & ~(umask value)

Debian TAREBEMAEMAL (UPG), BE—EHEREMLRAKNIREEZL—E UPG, UPG A& FME
MeRERERR , EEEAERERE UPG HE—KE. BRSEERAZEEAECHNMALEZE | I umask :RE K
0002 BGERELT. (FEXL Unix B8+ , IEFTA S EEAERER—EM users ARZIEEE RMIL , 18
RERT BN RLEREIE umask 5% % 0022 E—EiIFEE)

SN
Eifit“umask 002"E A\ ~/.bashrc {5ZEI8k UPG,

1.2.5 —4{FFAEMNETIHE (40)

D ss

EMEREE AT AR, BRFFRBHEFNEBY.

fREESIEN—{E{E A penguin 2 bird 48 , ZEMELEN :
s ERATETR—ERZEECE

- ${T"’sudo usermod -aG bird penguin”,

- $fT"sudo adduser penguin bird", (RIEHEIH Debian F#%k)

- BT"sudo vigr” 4F#E /etc/group M"sudo vigr -s”4EEE /etc/gshadow ZKIENM penguin F bird 17,
- FATETHN—EXRERLE :

- RERBEAN. (REH®IH)

- B8 GUI (BEFERENE) BESAMEY (EsEiEREEmRE FIE.)

fReEFATE bird sERBIR{ERAE penguin , AMELER :
s FRATHPH—ENREARE

- H{T"sudo usermod -rG bird penguin”,

- $ifT"sudo deluser penguin bird”, (RIEHEIH Debian F4k)

- ¥{T"sudo vigr 4wl /etc/group #’sudo vigr -s”#wiE /etc/gshadow K#kk bird {T#EMEA penguin,
s FRATEHHN—ERERLE :

- REHBEAN. (R{EHEIA)

- $IT'kill -TERM -1" W{h—L481E174 , bk’ systemctl restart NetworkManager.service”,

- &8 GUI (BEFERE TE) BEEL , 72 Gnome ZEA—ERERIA.




Debian 2% 11/ 247

ERAREARS , AIREREARRENERRSZEA.

£
& , YRE]LLIE I8 ¥ 3% — 1T “auth optional pam_group.so”%|“/etc/pam.d/common-auth” I & &
“/etc/security/group.conf’, FIFESHEGEREHEMNEREIE. (B2RE 4.)

1f Debian R#H , WREEEF —EHER. MRER—EFABRPHBIELEFTHIRME , 20 USB £
CD-ROM , REE(FIEEFEAE R AMREAR R E.

—E LRSI EREARTE root I E LS ENERNEE.

41 A FRERMEENER

dialout TEREFERNGFREINIFIE (/dev/ttyS[0-3]")

dip BIRAEIEI PR | B EHSTEEAETR IP EAR
cdrom CD-ROM, DVD+/-RW E&Ehz%

audio BiRE

video e

scanner TR

adm AHEITH

staff — AR ETE LERES% - /usr/local”,"/home”

Table 1.7: BERERFE B ARG HINE £ 4T IR

HeN

HREEER dialout AAEFATIERARALMBAS , BRINEEMT , FF. (BOR root ERFAL
“/etc/ppp/peers/ ARASEREN T FARBAAEIERIGE  RATEER dip 48, MATRUEBRMERA pppd(8).
pon(1) , AR poff(1) 15 EILHER IP BAERIELLRE(EMES,

FLE L NEARR AR EFIRMRERT root FFAHBITIENTES.

4 AJFRTES
sudo AR ERAEF I TEM SRS
Lpadmin PATIE S DI ENRBERIEFIE, B, BIRENFRH

Table 1.8: #F &K AFIR ARG ETESBITHIARS R
ARSI AI{E B AR RS R , 2 R A base-passwd A3t /usr/share/doc/base-passwd/users-and-g

F, EBRTARARERERA"

FHREMBARGENEIEIES , 28 passwd(5), group(5) , shadow(5) , newgrp(1) , vipw(8) , vigr(8) , AKX
pam_group(8),

1.2.6 BFHEE

GNU/Linux 3B =fEaRY KA.

E
ctime A~ 2 X HAIERFH.,
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Lyl &% (FE L Unix ER)
mtime BB (1s-1)

ctime XHHREEB R (Is - 1c)
atime XHFRERFRHERRE (s -1u)

Table 1.9: BB ERTLYI3R

pad
atime 7£ GNU/Linux A%t LA BEETEEFES _E Unix KEZRE AR,

- BE—EXH , BEUEZHFTER mtime, ctime, 1 atime B,
o WERHRTEERERIR , 3SR ctime 1 atime B4,
o FEFES LR Unix A&, B EREREREHERKN atime B,

o E—EREER , SBEEERK atime B ; £ GNU/Linux &% L, EEBREEHEZAG ERA strictatime’3| 8
HERIERT.

* TR GNU/Linux RAMIER RS E R relatime” BIAHE , F—IKGERER B EERER  SREZERDN
atime EM. (1¢ Linux 2.6.30 BAIAMITARRITA)

» 20K GNU/Linux AGHIER ARG ER noatime” #&L , AFE—EEXR , FEYZEEERMN atime B,

E

AT ELE NERSE PR THER RGHEEER |, FIB T noatime” M'relatime” EMMEHRNIRIA, wE
AT strictatime” 1A , RME B HERFRIEHAHEE EH atime BMEISEFIKRIRIE. B2 atime Bt
BT mbox(5) R ASMIRDBE|, E:RE mount(8).

£/ touch(l) FESEMEHFAEARR MIFREL.
HTARSHIER , EIFSEREEIR (‘Fr_FR.UTF-8) , 1s <SSttt .

$ LANG=C 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0@ Oct 16 21:35 foo
$ LANG=en_US.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo
$ LANG=fr_FR.UTF-8 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0@ oct. 16 21:35 foo

N
2% 934 BER1s -V,

1.2.7 E4E
BmEN AR —EEER oo EsLR|—ERRNESL bar,

. BEEAE
- HIAEREELT

- “ln foo bar”



https://zh.wikipedia.org/wiki/Hard_link
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* FFERIEAEEL symlink
- BB 4 FHER H—EERARRER

- “ln -s foo bar”

B SR THERIRG] , rm f5SAERTIELER LM ZER .

$ umask 002

$ echo "Original Content" > foo

$ 1ls -1i foo

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 foo

$ 1ln foo bar # hard link

$ ln -s foo baz # symlink

$ 1ls -1i foo bar baz

1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 bar
1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> foo
1449840 -rw-rw-r-- 2 penguin penguin 17 Oct 16 21:42 foo

$ rm foo

$ echo "New Content" > foo

$ 1ls -1i foo bar baz

1449840 -rw-rw-r-- 1 penguin penguin 17 Oct 16 21:42 bar
1450180 lrwxrwxrwx 1 penguin penguin 3 Oct 16 21:47 baz -> foo
1450183 -rw-rw-r-- 1 penguin penguin 12 Oct 16 21:48 foo

$ cat bar

Original Content

$ cat baz

New Content

WAL AFE R —ERER AN , WA AR —E inode 3 , B 1s(1) % - 1" EIEETR.

E%ﬁﬁ%&%&% L AE rwxrwxrwHRIIERFEGT A | a0 LEFIFFUR , BB SEIGT A HRE Brism fE
RHETE.

( ) EE
BRIEFAIEE FER , FAAERT —ERBNFFREATIREAE T BEIFEE. FRELANERAS
AR EHE R R ES A IR T,

)i
BEEERREAERREAEESE | RIFRE—EFEREREEA.

*CESEAFITFEN RS , RITTHE B SAOEAR 2 Bith. *. B EATIN B , FILE SIS REE
FHTF B SEAORIT,

HNEARENE Windows BESE] Linux , #RIBHIGER Unix R4 BASARER Windows BARIEMIHIER R B2 BB
&ﬁm%EME%Eﬁﬁ%ﬁ¢§ﬁm,E%ﬁﬁﬁﬂﬁ%ﬁﬁﬁE%%$ZﬁMEmoE@ﬁ%ﬁ@%ﬁ,ﬁﬁm
EEmET,

1.2.8 @&EE (FHEELE)

AT E— AR EE—IEONE. RENERETHE TR AR, FIt , SHMEA FIFO, B4 : 1R
BRI ER MR T A Bt 5K,
NRH—EHRTHETRARE , RANBRARMAL | BERAR ML S PRI, FBRE A
FELREAMTUAR AL, SENANGEET | TR, CREEGMEBTE , 4 shel ;4" 1] 2728
SEINBE—HE. AT, —ERERT 4 , EMERFRTURAER 4], EEEA—EEBENT, SEL
UNIX f— (B3 R AL,

A T35
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$ cd; mkfifo mypipe

$ echo "hello" >mypipe & # put into background

[1] 8022

$ 1ls -1 mypipe

prw-rw-r-- 1 penguin penguin @ Oct 16 21:49 mypipe
$ cat mypipe

hello

[1]+ Done echo "hello" >mypipe
$ 1s mypipe

mypipe

$ rm mypipe

1.29 EFEF

EETHE EARITARNASEREN , BRENEERGAS. ©EMRGLEE (FIFO) W H AKFRERFZHE
ERERTEM METENSR, HREET , BERFASEAR BT , A FEERA—BRXBEFNFRERF.
TEEFEER (IPC) M—EEEE. FMNATHRATAEEERMESEREERNRERZ . & ENMER FSE%E
BT UNIX SEET

N
Bi# netstat -an” 5L AR ERAGHRARCAITH T PLEET.

1.2.10 &

RIENHEEASNYIEREMERRE , ER, W, SRR 8RR EHREN—EGFERGHE, B
“/dev/console” KAk,

RAESHE B MTEREEY,

© PR
- BIEFR—EFT
- —EFTER—EFEH
- s, &0
 BRER
- BBERHNETIR , EITHFR
- —{ER > —{EFE
- INRERREE -
RATDGERRSHA ST | BEZST A REE S EMBIE | SEBVRRURE MORIEARHBLAS, mXRARE , B

DA BhE(E AL RS, Lhan , (RO DA SIS ST B AF TR A/ dev/ 1p0”, BiE G TARURTTE S 3 X3 & 1B
BH“/dev/ttysSe”, BR , BIFELIRMEENIVOTERR , BRITTREGER—IG AKX B, FTLAE4SR/ VD,

)
EREBITTH , R p).

ARBHERREEATUBIB BT 1s(1) 153 , T RI7R.



https://zh.wikipedia.org/wiki/Inter-process_communication
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$ 1ls -1 /dev/sda /dev/sr0 /dev/ttySO /dev/zero
brw-rw---T 1 root disk 8, O Oct 16 20:57 /dev/sda
brw-rw---T+ 1 root cdrom 11, 0O Oct 16 21:53 /dev/sro
crw-rw---T 1 root dialout 4, 64 Oct 16 20:57 /dev/ttyS0
crw-rw-rw- 1 root root 1, 5 Oct 16 20:57 /dev/zero

« "/dev/sda” (ERGIRE 8 , WERHHRE 0. BT disk ZHKEAEER.

« "/dev/sro” EREIRE 11 , KRERE 0. EFJUH cdrom ZARRIEFREER.

« "/dev/ttySe” HEREIE 4 , KREIRRE 64. BT dailout BAAKEFREER.
« "/dev/zero” (MERMBIE 1, KaREIRE 5. EUBEEFRAEER.

FEIRA Linux R4, B2/ dev’ X TR ARG BB udev() MHPAR.

1.2.11 45RERIBXXH
BT — A R ER A SC

ARSI PRE EERA

/dev/null AEHX Bl{E X H4EEFIT (EOF) -

/dev/null BA EOE (—EERENEBIESE M)

/dev/zero ABAR EH% \0 7‘:E—T—Tl: Eﬁi ASCH EF'E‘]%I—T— NG
/dev/random BN RED e BEERET I , IR EW (AB1E)
/dev/urandom AEHX ﬁéﬁ'é?iitéhﬂ%ﬂ*ﬁ% %%EE%IEHEBL@—T—E
/dev/full =A [E[EWEEm (ENOSPC) 3&;

Table 1.10: $FRIFRIEHFSFR

ELF RIS AHEE N shel BIBERMISSER (2% 158).

1.2.12 procfs 1 sysfs

procfsilsysfsiEBIER R , 5 BRI /proc” A /sys” Z b MR OT NBIEER R BARAE M. BE
B, BLR B RERK , PR T IRABRIEX AR E TR L.

H$%"/proc” REEIEAETHTIERMT —EFE , BENATFTHETIEN PID, FREBITRENNAKLA
20 ps() , ATAREIEME B st te s A,

"/proc/sys” Z THB % , B8 T UUERFE L OBITSHNED. (FRIOTTMERZEMM sysctl() 3548,
s EF R H A NSRS 4 /etc/sysct1.d/* . conf”,)

EAMBZE AR KX /proc/keore” B, BH GRS, EEHFRFNNERGIER K IMEELRZ. B
WRIRTIA . © BB | 50 RGEehE | TR B LT RN,

"/sys” MFHIB B8 T O NEUgLE |, EfNEN DR EMzMfiEE. ERGNAE T @iz (8
TR B BRI,

Z#Eproc.txt(.gz)”, "sysfs.txt(.gz)”, AREMMEIN Linux 4% (>3CH& ("/usr/share/doc/ linux-doc-*/Doc
ELSCHE linux-doc-* SREMIR{HE,



https://zh.wikipedia.org/wiki/Procfs
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1.2.13 tmpfs
tmpfs@ —EGRHER AR , ENSUFRMRFEERGCIERT . VER , RGBS ERIN tmpfs BUETTREH TR
FE R AT IS

ARG REENEHAPEEL , "/run” BERHER tmpfs, BAENME/ B RE , EMETUHEAN. ©EBIERESHFIZ
ST FNEESR |, Rt BT Filesystem Hierarchy Standar2.3 JRHPEREAE R E -

* "/var/run” - "/run”
e "/var/lock” - "/run/lock”

e "/dev/shm” = "/run/shm”

2% tmpfs. txt(.9z)”, XA Linux #0334 ("/usr/share/doc/ linux-doc-*/Documentation/filesystem:
Héx2z T , HEEEE linux-doc-* 12,

1.3 Midnight Commander (MC)

Midnight Commander (MC) &—1@ Linux #43nps L E4IRIRIE TH GNU R Bt J]” . EARFMHRMT —EEEX
BREOA i {E FRREER | EFE SN R E RAZLEM Unix $54.

RATBE R EIRIBR T HATES KL EITZE A" mc " f8 Midnight Commander 3.

$ sudo apt-get install mc

R mc(1) 154 ABERZIE Debian R4, EEFFNBE AN, B ERIFERF Enter #REE —LBERBRINES.
« "/etc” REFHE%

«” /var/log” RETH%

«” /usr/share/doc” REHFHS%

«” /usr/sbin” 1" /usr/bin”

1.3.1 HiE#x MC

A7 ERE MC HIFHEE R B %Y cd BIHE Bk , FERMBY~/ . bashrc” A& —EH mc BIRERIELSHE,
. /usr/1lib/mc/mc.sh

AR me(1) (1E7-P" BIAHE) WIRE. NRAFFREERIKEERITEN , R UHERIZERE)

1.3.2 EiEjMC
MC ATRUEHRRRENZ K.

$ mc

MC BBREES T TANIERRE , AMREREEACEN. RFER FL AT USERIAE. RRFT
Rt MINAER AT UER MC,

i
Heskupbban gnome-terminal(l) , THAESR IR IE A S FTRE S AR URFETNAEER,. 7€ gnome-terminal #2
ATRUER” EERIA” - B> " RER IR BRI KA IS B

WMRIRBEFTTARIERIE |, BRI REDRRLES , BIBHIY-a” B MC 1545 IS A BN S KR
FARIEHRABERRIR MC PERAEIE , AT %H 9.5.6.



https://zh.wikipedia.org/wiki/Tmpfs#Linux
https://zh.wikipedia.org/wiki/Virtual_memory
https://zh.wikipedia.org/wiki/Page_cache
https://zh.wikipedia.org/wiki/Paging
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1.3.3 MC X {#&1E

TERRAME B S EIREE A THERSIR, F—EARANEXEREAERER S FEBERFRTIHER, &
TERE-LNBHRIER. FREN gpm(8) BUTHIEHE , RATIAEF TTIESIHERBRAIRME. (75 MC 21718
BIFIRE L IRVERBSHR—E TIR(E shift 2. )

TRIERE AP ETIRE

F1 HOEE

F3 REEES

F4 P BB AmEE

F9 A FROEE

F10 R Midnight Commander

Tab EMEREEZE

Insert 8 Ctri-T AR ZEERERNITa e , EA

Del MRiER (FE---8E MC BAREMHRER)
i BIRfERE

Table 1.11: MC HiEsg4tE

1.3.4 MCF52FI535

* cd fETERPNARBTHER .

* Ctrl-Enter or Alt-Enter #EEZEFESF., £ cp(l) M mv(l) METES R EITRIE,
* Alt-Tab BRIEZ BEMfH2IER.

« EIBFIE MC 152 HATATEERMAE % ; 6120, "'mc /etc /root”,

e Esc +n-key - Fn (i.e.,Esc+1 - F1,etc.; Esc +0 - F10)

« 5% Esc SERIARHR ALt £—4% ; BI0, 8 Esc + c FIFIF ALt-C £—H5i. Esc A meta it , HHEL
BLEM-",

1.3.5 MC NEf4wEE2S

EENEmE A —EE BN LR, 18 F3 BGRERIARE , B8 F3 RIBRYSRIRERE, KRR
BEMRNIEAS | £/ F6 REBBRIERET , FS A REEREMET. F2 @FFER. Flo BH. %
B LB B A TIE,

MC #tE 25 7] AEIZ A FEITE S 72N REN.

$ mc -e filename_to_edit
$ mcedit filename_to_edit

EAR—EZ A EMmiER , (BERBE AR EDIRENSR. EMEREMER , FEMAZ A-F < n > KY)iHk
A& E {3 A File - Insert file” 83 "File — Copy to file” R ENLF,

POERAmEE 2% AT ARSI M A 2 L.

Bl#% , AL FEE AIRIFEE SEDITOR 8% $VISUAL IR EAREEZSAER. dRREMER vim(l) ZkF nano(l)
KEAIA , REGFRER FTENFEREMAN"~/ .bashrc” K¥ mcedit EITRE.

export EDITOR=mcedit

export VISUAL=mcedit

BNR AT REMIGEIRIE RS A vim”,

WMRRER vim(1) EARNETF , FRATAERERSY RGP ABAEER mcedit(l) RETIAE,
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1.3.6 MC NEafRas

MC BB BRI EE. SR —MEXMTRRT TR, HERWHELE/usr/share/doc B+ EH
R, ERBEAR Linux SMSHRATR. EERARTUER TIHESRHEM—EREERE.
$ mc

-v path/to/filename_to_view

$ mcview path/to/filename_to_view

1.3.7 BERE) MC
EERTHARE , BEENEAREEERNAS B1RE 9.4.11), ER MC —EIFEFTENAE.

(EESA H Enter 2B JE
ATHITRER PITIES
BB EERATRRARE
html 53 BENTHETER
"*.tar.gz" #1"* . deb” XfF BEENTABRRT B

Table 1.12: MC ¥ Enter $#p02EfE

Zjﬁﬁ%ﬁ?ﬁgﬁmﬁﬁiﬁ%ﬁ@iﬂ , ATRIRAIFE RN RESAER E AP BT, (€ chmod(1) B8 MC FEREE K
LABPIRIIARE.

1.3.8 MC FHIERIER RS

MC BEgmFE RAFABEARIFE R AEIR B4R FO, "Enter” F1"h” 3R BXFH Shell #£3R A% .3&"sh: // [user@]machine[ :options]/]|
KIEREA URL, i@ FRKGAHER ssh —BRKigRRmHE &%,

1.4 %7 Unix L{EIRss Bk

BESR MC ZARZ AT RGRRIEAENE , B2 S shel AR TEATESIH TANEIETEEN , TRERREERT
Unix T{EIRIE.

1.4.1 % shell

RN shell ATA— LRGN AEER | FERERHEEA shell fR1F4 bash(l) , WERIECEIRA chsh(l),

WMRAFAEE AR shell EEHRRT , # GUI (BIBEFERENMT) HAHERZSKEE ; B\ HR ~/ .bashrc B& ,
tbanzt , EEEKE exec /usr/bin/zsh -i -1" j?,exec /usr/bin/fish -i -17,

R
%i*ﬁ POSIX HEZEEAZEL , {BMFILE shell ZEM glob WMAFEAREE L , ITATUARE. AMEEERHMh I
1

EAHED |, BEHT(M) shell 4215 bash.
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POSIX

i/ Bk 4= =
$)\EEE /)lb'fTJ_‘E_ k/J\ She" ﬂﬁaﬂ
bash Y9%794 7277 | Yes Bash: GNU Bourne Again SHell (F & _ER1Z%E)
bash-completion |, o5 1954 | 1952 | N/A bash shell FERz85HH4

Vo12, : . . 5
dash 1-998 207 Yes Debian Almquist Shell, & shell 15415
zsh V41, .71 2509 | Yes Z shell: BFZIEBHFZZE shell
tcsh V4, 1:16 1366 | No TENEX C Shell: —{& Berkeley csh FIgs@EiR 4
mksh V:5.6,1:83 | 7713 | Yes Korn shell f—{@E k7~
csh V:1.1,1:5.7 | 348 No OpenBSD C Shell, Berkeley csh B—1{ERR 4~

1= - A= k= FEY
sash V:0.4,1:5.3 | 1335 | Yes ANEFE<H) Stand-alone shell QLA ERFHE
H"/usr/bin/sh”)

ksh V:0.4,1:8.7 | 65 Yes Korn shell R 1EH] AT&T IRA
rc ?(60'7%8’ 182 | No AT&T Plan 9 rc shell f—{EEIE

V:0.01, Policy-compliant Ordinary SHell RE& A K= 8
posh :0.24 187 | Yes shell(pdksh #TATTIR)

1.4.2 FH bash

&R R bash(1) 174 , £/A"~/ .bashrc”,
EAXTIIBIF,

# enable bash-completion
if ! shopt -oq posix; then
if [ -f /usr/share/bash-completion/bash_completion ]; then

. /usr/share/bash-completion/bash_completion
elif [ -f /etc/bash_completion ]; then

. /etc/bash_completion

fi
fi

# CD upon exiting MC
. /usr/1lib/mc/mc.sh

# set CDPATH to a good one

CDPATH=. :/usr/share/doc:~:~/Desktop:~
export CDPATH

Table 1.13: shell #2=(%13&

PATH="${PATH+$PATH: }/usr/sbin:/sbhin"

# set PATH so it includes user's private bin if it exists

if [ -d ~/bin ] ; then
PATH="~/bin${PATH+:$PATH}"

fi

export PATH

EDITOR=vim
export EDITOR

L)

ATRATREHEAD bash BRAETT , FEMEH 9.3.6 , 7£E 9ZW.
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https://zh.wikipedia.org/wiki/Plan_9_from_Bell_Labs
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N

bash-completion $kIEMAESE bash EITHES L.

1.4.3 HFkIRSE

13 UnidRIR , B— LA S RNIRE.
PUER EtE, HPHREESCERRE.

B2
AR

AR, TEH Linux FICIEHIE

RBEAFER CtrLF Alt fga]

TREESR H5& key binding

Ctrl-u Wik erZm 2 T E T

Ctrl-H Wik eizaT e — 1B+t

Ctril-D ZIEg N (ZNRARTEER shell, RIRE shell)
Ctrl-C & IE—EIEESITHRFER

Ctrl-z BB REFSHEEE R ST

ctri-s EIEE S

Ctri-Q B RS

Ctrl-Alt-Del

EEEAAS , B8R inittab(b)

Left-Alt-key (8k Windows-key)

Emacs A48 Ul K558 (meta-key)

Up-arrow Fla7E bash FRFESRETIER

Ctrl-R FiiA7E bash FRIEERESETER

Tab 7£ bash H &3 FHEF4

Ctrl-V Tab 1 bash &3 F&#E Tab MAEETRE
Table 1.14: bash fRIFREREFES 3R

SN

Ctrl-S A iRTNRERTREH stty(1) ZXA.

1.4.4 7ERIERE

Debian A& 4T HFHERIEERES 2 R , SMN—LHK AL -

* EAR Unix BRRIRIETI
- {EF 3 ERSE (BE)
- EREER

- {FRABFAIERRERGE xterm F text FEFAFEH Linux console
« A GUI (BIEEAENTE) BRIEEAR :

- HERIALER
- & PRIMARY HIBJALE

- {FHAIRA GUI FERFEREZE gnome-terminal

R, 1 terminal FEREBRAXFHIER , A shift-ctri-c XER , R IEAESITIIFREN

EIRAIRMIE R LN RIRS , BRARTHR , WA DSREMTHERER. 72 fBERARNERT , RRpRLR

MARHAETIRT SR,

&7 1E Linux FITiEH) S E AR | fRUZEE gpm(8) EERBIT.



https://zh.wikipedia.org/wiki/Unix-like
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BRE o] &

- BRI FTERNEREARERE
HETR FTERNVEEAEERENGA

FELRE (BRAXN) FERNNEEAEEFRERGERE

HERG RAAK) RIEXHMKIEE (cut/copy/paste)
FLEPEEkE Shift-Ins EhzE e\ T 2R REE
ctri-X B N F R E R LS
Ctrl-C (E&&ip 2 Shift-Cctri-C) ERFEROEEEANE
Ctri-v A EB RN B RS

Table 1.15: JF1ZE4 $1R/E R MEIREIRIES R Debian

145 XHANBEER

less(l) 42— EHGRRM S BFEX (HERNBRAER) . ERBIEEMH LS BEURER L KEDER, €8
less SR MRANEHZ R SEEHB TR, BHRIThEELL more(l) 4 EEE , BBEFESBANBIsEMIT eval
$(lesspipe)’g’eval $(lessfile)” BRITIEEIRREEAS B INSAK . FF4Hz52%"/usr/share/doc/less/LESSOPEN",
"-R" EIA AT IAEIR FIAR 7 o I8 7T ARR A ANSI BEEEERFS. Hlia 2% less(l).

N
£ less @ , MIA'h FKIRREPER , N/ 802" KESFE , A" -1" KRER/ NS U,

1.4.6 X FHwpEEaS

TE{F %A Unix ZR&IBFES |, SFEEELRVIM 3 EmacsiI TR |, (RIEZFEEEFHK—E.

BRAEERER Vim 1542 —ERENEE , B4 Linux/Unix ZEE—REMS T Vi fitEs, ERELRON vi
URAZRM nvi B TARARE R, RAE Vim £R4%7T F1EBR , ERETATERNIREERK , FTIABE
#EVimMAZHERHW—LTA, )

RER AR 22 F§ Emacs 2 FAXEmacs {EARAAREE S  HERA BFMNEE , THEEREIGREHORZR. Emacs &
BIRSHAGFEE , BIEHFEE , BimiEss , BUR Pin%EE. BEmRs oz NneHz , BREEEiRIERT
THEBEXETE AR |, SR EREIER., —LAEZERRFRA Linux RGERFTERARFEZ Emacs, BT08EK
S8 Emacs AJAAREM TR T RS 0. FEHaUHEREEER Emacs BHERE#ER GNU Emacs 2% .

EEBEAFMAELEREEHE —EHE , A\ vim’ § F1 T ARKES Vim, R R FRIRE— T RImEM 35 17.
BENFARE" | tutor |” Wik Ctr -] MATARRIAR EHEE,

)

IFIAmEEES , % Vim M Emacs , AJAGIE UTF-8 R HEARE AMmiSE M T, BEERNEE GUl (BRER
FE) BIFTER UTF-8 4t , W RBRZRMFEAMFRY, MmiEsEr DUREAI GUI (BIRERE M) IR
BAREEAE . BT 2 ATAR S T AT A BRI S E 3044,

1.4.7 RETAR XA 4mtEzs

Debian B & ARIMNAREE AT, FFBERRE EHREIN vim 840,

Debian BiB354“/usr/bin/editor’if 7 H R4 Fa:amiE SN —FE , KL ETRERF (#1420 reportbug(l))
ATPFERAE. KTUEB TIFESHEE.

$ sudo update-alternatives --config editor
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WREHF  RESHFEA/usr/bin/vim. basic™£&“/usr/bin/vim. tiny”, BT X1EEIAZREA (syntax high-

lighting),

N

20 % 78 {3 FRTRUTAM SEDITOR TR "SVISUAL SR e 1 FRIMEARHE % (SR8 L35FE 9.4.11), 58 Debian

REH—HMERE |, BMEETES*/usr/bin/editor”, (fEE$_L “SEDITOR’Z“ed”,“$VISUAL"E“vi”,)

1.4.8 {#/ vim

BIFf vim(l) FAE2 i nocompatible” BIAREIE T , BT L@, 1

[EESN Rie BRI

NORMAL thelp|only #a7K help file

NORMAL re filename.ext BRGTH4E @1l K AwEE T1ilename.ext

NORMAL W EER L G e

NORMAL ‘w filename.ext BAE 4 EmE] Tilename.ext

NORMAL i R vim

NORMAL iq! AHNIRE vim

NORMAL ronly BAPAT A %Eﬁ%jfaﬁﬁ&ﬂ*]ﬁ?ﬁ

NORMAL :set nocompatible? i‘giﬁt vim EAFEST2K) nocompatible

NORMAL :set nocompatible 2%5E vim 25T 2K nocompatible &5

NORMAL i EN BAER

NORMAL R EAN ZREK

NORMAL v EN AJRIRTC

NORMAL vV EN AIRITER

NORMAL Ctrl-v EN ATRIRER

&7 TERMINAL-JOB &F ESC-5g ' ZEEK

NORMAL (term 1 )\ TERMINAL-JOB f&=

TERMINAL-NORMAL i Y&\ TERMINAL-JOB &=

TERMINAL-JOB Ctrl-W N (83 Ctrl-\ Ctrl-N) YE N\ TERMINAL-NORMAL &=

TERMINAL-JOB Ctrl-W : 4 TERMINAL-NORMAL fRAFEIEN
Ex-fE

FEA vimtutor” FEREKEYE vim , BB —EE NS EEFRE.

vim FEREG XA RIRERIH T TR, £ BAEKMN BAAEXT |, SARRERBIBNT ZEFE. B3)
TARKENE BB TRM. BENREE TRAEX TR, AEEEXTHA"  FEK EEAT Ex-18

. Ex-&Rdn4.

Table 1.16: EZAH] Vim =853k

R

Vim #1 Netrw #EEE AT A—{2fE M. Netrw RIS SUEAAMMABMERESR , BIERE. B'vin " (—ERVES

5180 KEM Netrw , 7£”:help netrw’ EEREMRIH.

vim HSMEECE , 2R 9.2,

1BD{EEER vim thEESIRREN T2 M nocompatible” #x , EIBFEA"-N" EIAREN.
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1.4.9 ;c§% shell jEE)

shell 154 fEH B A REIRENE TR , WAIREESRIUEAFERZIE. 1 shel FEBELSEEIXH+HER O L Z2ER
SEINEE. BERBITERMAREIEAKE , BRIV IMN,

R
HThRAE Vim (version>=8.2) RESA# FIAIEMIEKIECER shell /&) , £ TERMINAL-JOB-#53(. 2 RE 1.4.8,

acs% shell JFENMEARAILRETE script(l) TE4T shell,
ERXTI6EIF

$ script
Script started, file is typescript

1£ script TER{ET shell 154,
& Ctrl-D FKIRHE script.

$ vim typescript

2R 9.1.1,

1.4.10 EAK Unix 54

HEBAPIRBEEARN Unix 154, EIER , EIEMNE—RER LI UNIX, (2 UNIX ERFITERNRRIBE &2 4
FHEKTE4S. Debian ZFMAGISN, MR —LIELSNEARABIEIER | SBHAEIC. R shell PERT HI4 |
HEBRE LM aRRE. ELFIFIRNERER UEREIEFEDIT.

HREAERAMFREAEIRRREATIINES.

£

Unix B—EIEH] , DA, "BISERI USRI, EM—MREBAE T AREMFERE S EIANIH.

Hid cdFES , 2R builtins(7),

A Debian RGHTFER S BRIRFEIUE more(l) , EMIAEEIRE). @54 apt-get install less” &
4% less #&i8A1% , less(l) EMBTARMNN BRI RER |, BV UBIB A M #1EEIEE).

" A] FEIERFERps aux | grep -e "[e]xim4*"" 5L AT SR grep EAERFHIKREBD | IE
RRERTR4 ERETHFITA” , BERFTRGE grep RiFkE " exim” hikE"exima”, #ER"" A LRIRTES %
FBILACAERFKERF , BREEMINERES K. AFHEIBRMERFKEXTUZE grep(l).

{ERAIAR , A LRMIRS SRR SRR RS, R ETEREHIESR MR | L aiTETR.
I

man man
man bash

man builtins
man grep

man 1ls

B BB P

FREEALTTREEAGRBEUEE  AREMSBEEDR  TARIREZE. FEERNBLFMH. B2 , —BRE
BTE  REREEMNEIEZ.

RRIEE , AT Unix 154 (BEE GNU 1 BSD ) BT ARIZRERIEBIE , #RATAER FIIKE+ —ER
AREERE (AEHRFTEMBHBATN).

$ commandname --help
$ commandname -h
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84 A

pwd BRNE A/ LIEBHFNETE

whoami BURNERERER

id HRER{ERENSH (£, uid, gid FIAEEHAR)
file foo BE7R oo RO RAEY

type -p commandname

B~ commandname™E S TR A B

which commandname

FE

type commandname

BA7R“commandname™§4 HIMEET &N

apropos key-word

B key -wor d BRIRTES

man -k key-word

[EE

whatis commandname

FA— 17 "commandname™¥g4

man -a commandname

wE/~ commandname™fELS FIfERE (Unix EAE )

info commandname

B~ ‘commandname™fESME RIMERE (GNU EAR)

Ts BIREHEANS (AEEIL EEEEARXEFME %)
Ts -a RNBHEANE (BAFAXHMNESR)

s -A RRNBBANR (BARTHAXHENEE, KT . .F)
Ts -la RNTBRNB AR | FFESFMRER

Ts -lai BNTBREHAR |, FFES inode FIEFANR A
Ts -d N TEEAGEIEES

tree {F AETRERA R B AR

Tsof foo S AR R RERFE R "fo0”

lsof -p pid FIEW R FRIRAER: "pid’

mkdir foo EEESEFELHESR Foo”

rmdir foo WiErErI B %P foo Bk

cd foo VIR ETE R B % [ akar = SCOPATH R “foo H 5%
cd / DIREIRE §%

cd PIRETER{E BB NZKE 8%

cd /foo TIREREH R ER"/ foo B §%

cd .. Uliez] E—2k Bi%

cd ~foo PIREERE foo X B %

cd - PIREIZ TR B £%

</etc/motd pager

{ERTERR Iy BRANE R BN /etc/motd" RS

touch junkfile

B —EEXXH Junkfile”

cp foo bar

M — BB X Foo B RE—{EF X bar”

rm junkfile

MIERSL A" junk file”

mv foo bar

—EIR A X Foo &2 Ak bar” (bar" IARTFAE)

mv foo bar

— IR X foo BB ENEFNALE bar/foo” (W BT E bar”
B$%)

mv foo bar/baz

BE—ERE XA Too B B Edn & B bar/baz” (787
fe'bar’B5% , BAR7E1E bar>/baz’ B$%)

chmod 600 foo

FHMAR AR A X foo” (X H A AEBIIEDI T2 1)

chmod 644 foo

FHEBAHEE XA fooTEERTR (LHMA ABEERT
RA3LIF)

chmod 755 foo

FEEMAE Foo fRAMAN R (HTA AZBRESITAXT)

find . -name pattern

{£H shell “patternEFRILACHI R (RERE)

locate -d . pattern

fEH shell “pat ternEFXILACAIS S CRERR , FRERE
REIEIEE )

grep -e "pattern" *.html

AERES TR htmUVEERTB X AT , EFXLAC pattern”
ARSI RR

top

SEBHNMTIEAN , MAQRE

ps aux | pager

RURPTA IEAE BT TAE A RAl (BSD E%)

ps -ef | pager

RURPTA IEFEIE 1T TAE AR (Unix system-V AR )

ps aux | grep -e "[e]xim4*"

RUURFTA IETEETT exim Ml eximd KA TAE

ps axf | pager

RMURPTA LEFE B TATAEER (ASCI ER%)

kill 1234

BEFRNTP IEERRAS 1D B 12347 Ti:

gzip foo

& H Lempel-Ziv Zh& (LZ77) B foo B4a"foo.9z”

gunzip foo.gz

1 “foo.gz"fRR & “fo0”

bzip2 foo

{&H Burrows-Wheeter IR HEFR4EE A Huffman 4iERS foo”
[B4a 5 “Foo . bz2” (B4R gzip E4F)

bunzip2 foo.bz2

H%“ foo. bZZ”ﬁ@@“fOO”

xz foo

{EH Lempel-Ziv-Markov §88 %5 Ffoo B4 = “Foo . xz” (R4
REb bzip2 EF)

unxz foo.xz

foo. xR "fo0”

+Aar vwvwv¥fF FAANn +Aarv

7R~ + o olbgs ETHHy o /A
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1.5 f8E shell ¥§4

RAE |, RENTEA Debian RREAH—LRET . HKFIERNBHZ Debian ZFHIELBITHS]. EER , T
RHFM—RER. HRNBEZR bash().

— RS A SRR AR,
1. DA TR (TR)

2. 144

3. BY (TH)

4 FHE (AR :>,>>, <, << %%)

5. RHEHT (T#:a& ||, BOGHE ., ()

151 FESHITHMIRITEEN

— RN A @ RS Unix 1591017 R.
RIS TERER PAM ZAZNAL , AP — e EREXERHE.

o PAM (AR SO EREE4R ) R4 AE4R |, bban pam_env #2840 , ATPLEIR /etc/pam.conf”.”/etc/environment”
F»/etc/default/locale” ;R EIRIEAEAEL,

- BRI (B gdn3) AILUER"-/.profile’ 4 GUI (BRERENT) SEEMLTIEIEY,

- EAERERREANIALE | TTNEREAE -/ profile’, "~/ .bash_profile” #I'-/.bashrc HiEMHIR
sy,

1.5.2 “$LANG" &=

AR S IR R SLANG IRIR B B | EE??%%E‘]H#@EEE% LANG=XX_YY. , BT HRK GUI

-8"
(BIEFERENT) FEE , #2017 GNOME 2 , "58E” - "B & B - EEE 7F%‘t‘.

*
B RTERRT REHSLANG” RELERRIRIEEY , AFHEENFEMIER TA R $LC_*" FIsAEAH.

“SLANG BN ST ME S IRIBEMR 3 N4 “xx_YY.Zz227",

m:l = iﬁiﬂlﬁ Eﬁﬂﬂ

XX ISO 639 FES & (/N&) Blzan“en”
YY ISO 3166 BIZ X% (KE) $lzi“US”
2777 Awns |, AR ERUTF-8

Table 1.18: ;ESIRIZ(EMK 3 EH 9

5/ shell 5 &FPRIAFHAT FHIHTIKTES

$ echo $LANG

en_US.UTF-8

$ date -u

Wed 19 May 2021 03:18:43 PM UTC
$ LANG=fr_FR.UTF-8 date -u

mer. 19 mai 2021 15:19:02 UTC
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locale & B (M=
en_US.UTF-8 BN ES
en_GB.UTF-8 e (KR B?IJEE
fr_FR.UTF-8 Then (5B
de_DE.UTF-8 B5E (1BR)

it _IT.UTF-8 ERFIGE (ikﬂ
es_ES.UTF-8 POEES e (PREECT)
ca_ES.UTF-8 NZRFERE (FPET)
Ssv_SE.UTF-8 IndZE (Tnik)
pt_BR.UTF-8 mEdss (BER)
ru_RU.UTF-8 REE (&E)
zh_CN.UTF-8 EqE (PEARLE)
zh_TW.UTF-8 EE (FEIEE)
ja_JP.UTF-8 Higx (HE)
ko_KR.UTF-8 7Ene (F2E)

vi_ VN.UTF-8 WrEss ()

Table 1.19: locale #EKFFR

EH , date(l) BABITIRER T ARIKESIRR(E.

F—EFES “SLANGZR EARA N FELE S IRIE{E en_US .UTF-8",
o BT{EFES “SLANGEXE B JAEEM UTF-8 locale {E“fr_FR.UTF-8,

REBHIESAEPITIIIR BT RIVZEH. HR LA , RATUE =N TR,

$ LANG=fr_FR.UTF-8
$ date -u
mer. 19 mai 2021 15:19:24 UTC

N
1RZ—1E BUG MR , 20R(EAMNZIERENIRIE | 7£'LANG=en_US.UTF-8" A IRIFIRIE T H & S E1T
BITHARE & 7L,

HRFESRIEHRINMES , 2R 8.1,

1.5.3 "$PATH” %8

E{RTE Shell ¥y \54HIRFHE , Shell @ 72"$SPATH” ST B A KB 3R EEITIES | "SPATH” ZENEHIY/E
Shell i Z 1K,

TETEZR I Debian RAEBFEF |, A FAE AEIRIEHSPATH” IRIZ B0 fEARBIE"/usr/sbin” #1”/usr/sbin” B
$%. 540 , ifconfig Téé\?tﬁﬁ%?ﬁ%m HIEE1E”/usr/sbin/ifconfig”, (RAMMME , ip F&LELE"/usr/bin” B
$%°F)

AT PAFE Bash F545&#+EE"~/ .bash_profile” 8{"~/.bashrc” h¥A&"$PATH" IRIZ SN NHE.

1.5.4 "SHOME” %%

REFES Tﬁﬁﬁ%aﬁqﬂﬁﬁﬁﬁﬂﬁﬁﬁ% THFIAC , AEZBEBRALKABSRKAZEEHWBITAN , FHEEKEE
FA"$SHOME” S8 5KFEE
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"$HOME” 28 K{E ERPITIRE

/ IEFERHOITRAEN (T R=F2E\ daemon)

/root root {(FREFTAIAE Shell BITHIFER
/home/normal_user TR {F FAEFT M Shell BATHIFER
/home/normal_user TBFAE GUI KEEEHITRFER
/home/normal_user H root FFE I ERITIEE, sudo program”
/root i root {F FEFF A #EHfTHE= sudo -H program”

Table 1.20: "$HOME” &8h{E %3k

LN
Shell #%"~/" ZBAENERENEE 8, hHLE"SHOME/". Shell #FE'~foo/” % foo WH %, ML

£"/home/foo/",

NR $HOME HRMFERATT A , 2RE 12.1.5,

1.5.5 #54%#IE

—HIESMW R, BLBH - - - 5, BEB ARIE , AEFTESHBITAR,

$ date

Thu 20 May 2021 01:08:08 AM JST
$ date -R

Thu, 20 May 2021 01:08:12 +0900

EENIES S8 -R B date(l) 1594t & RFC2822 IRAEK BT T,

1.5.6 Shell ZEFF T

KEREREAFERES NP EBPITMATRIREMA , HIELFRA glob , (BRZHAA BRFIT) , Y
KimEEAHRFR.

shell glob &5, ULECH A iR

* AL, FisERIfE & (ER)

L . FisERtE R (D)

? —EFT

[] B ERRPRNEEFLE e A —EF T

[a-Zz] "a" B'z" Z RIS —EF o B DA —EF T

[Ar] T RIERRFRIETFT (7 10 27RSN , KEFTAAT
ERA—EFIT

Table 1.21: Shell glob &=

Bl TIIBIT

$ mkdir junk; cd junk; touch 1.txt 2.txt 3.c 4.h .5.txt ..6.txt
$ echo *.txt

1.txt 2.txt

$ echo *

1.txt 2.txt 3.c 4.h

$ echo *.[hc]

3.c 4.h
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$ echo .*

. .5.txt ..6.txt
$ echo .*[A.]*
.5.txt ..6.txt
$ echo [~r1-3]*

4.h
$cd ..; rm -rf junk

28/ glob(7).

P2
B shell @AKERLECARARE , /8" -name " RIAK find (1), Hshell #£X" * ", DLECRL . " BASAK
FE&. (FPOSIX HtFE)

x
BASH a] A& FI3 ) shopt #IAZN” dotglob ”,” noglob ”” nocaseglob " nullglob " extglob ~
EREWHITA, E/A bash (1) RIFZHAHRA.

1.5.7 154 HIEHEE
FEFEAEGEMETHIRHHREE (8 “$?) {EBENSME.

FESHIIR E ARRE HFEHEE TeE [0 {E{E
success zero, 0 TRUE
error non-zero, -1 FALSE

Table 1.22: $5§4-HIRH A5

B TIBIT,

$[1=11]; echo $?
0
$[1=21]; echo $?
1

)
FA7EE , success 21##E TRUE , 0 (zero) RIRENME. ERYUAEE , FEAEER—T.

1.5.8 HAI)EFEHELFN shell EE

HEBAAERCE T H Shell 154427801843 BTEAITES ERE.

Debian A4 E—EZ THEXRG. BETBEEREEIE—E shell FHITZERER. BSTEMNEES K shell
HINETES : jobs, fg. bg A kill, F5BHE bash(l) FHIZEHD “SIGNALS”, “JOB CONTROL"#1“builtins(1)”,

SR
$ </etc/motd pager

$ pager </etc/motd



https://zh.wikipedia.org/wiki/POSIX
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BSE RRE A EH
command & £+ shell &= 84T command
=] & I = 7 I
commandl | command2 ﬁ@ﬁ%ﬁ% commandl IR AER, command2 MIERAERA
(MATEIT)
BBEER commandl RZZEe E FEZESE R ER command2
commandl 2>&1 | command2 AR A (XATHIT)
commandl ; command2 #fT commandl Ed command2 G ETT
BT commandl ; EATN , AIEEHIT command2 fEFF-HETT (&
commandl && command2 command1 82 command2 ZBAEDN , B ERDIHES)
AT commandl ; EAREN , #EEPIT command2 fEFFHEL G5
commandl || command2 command1 5% command2 5 , BIEEKDIHERS)
command > foo 1§ command FIZZEHEEEREH foo (Bx)
command 2> foo 1§ command FIZESEREEMEIX A foo (B=)
command >> foo 1§ command FIZZERE EE M ESCA foo (FFAN)
command 2>> foo 1§ command FIZZESEREE W EAF foo (FFMN)
command > foo 2>&1 & command FFZZEH, A2 HESE R = S 23 fF foo
command < foo 1§ command FIZZEE AEEE M E{F foo
TS
command << delimiter il%cqmn!and,[,ﬂ%mﬁ%]\ S MEEKa<S] BRI
delimiter” (here document)
1% command KfZZEM AEEMZ] T AR HLSI] , BEREE
command <<- delimiter “‘delimiter” (here document , Fp4% AN KRGS 2D
9]

Table 1.23: Shell #£4-% B i

$ pager /etc/motd
$ cat /etc/motd | pager

1&E 4 {8 shell EEM I FHERURARINAER | (BRE—EFFSEEIMIEITTEEIMA cat FELHIRET EIR.
shell RFFREF exec BIBEE—ESAHERTFRITRCH.

$ echo Hello >foo

$ exec 3<foo 4>bar # open files

$ cat <&3 >&4 # redirect stdin to 3, stdout to 4
$ exec 3<&- 4>&- # close files

$ cat bar

Hello

FEXEZR (Predefined) FSCHH#RFR 0-2,

By AL aA AR
stdin FEZERG N\ 0
stdout TErER 1
stderr FRAESERER 2

Table 1.24: FEEZ=MCEE AT (file descriptors)

1.5.9 FELHI4&

XTI BB FIOTE SR — BRI
EATHIIF
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$ alias la='ls -1la'

B R 'ls -aUmARE , EREEURSIZFRENS L a1,
RATMER alias R FIAMAIL (2R bash(l) FE“SHELL BUILTIN COMMANDS).,

$ alias

alias la='1ls -1la'

RAJRAMER type RHERTESHNZEMEMRIEHAAR (2R bash(l) FHJ*SHELL BUILTIN COMMANDS?).
BT3B

$ type 1s

1s is hashed (/bin/1s)
$ type la

la is aliased to ls -1la
$ type echo

echo is a shell builtin
$ type file

file is /usr/bin/file

Ls fERIEHEAIB , MfileRF , AL 1s"4F50 A hashed” (HEEAFERR) , B shell E—EREBRELEEARIRE
FEC LS TR B

N
2B E 9.3.6,

1.6 %7 Unix I ANERIH

23R Unix M TAEIRIES |, XARIERIEBEAEEAAMREXARIE T RHTMAN. EEA—MEEEKN Unix AIF

(RETEE).

1.6.1 Unix XATH

It

ERA LR Unix REPERE ERZIIGEAGHETA,

RBEEAERKEN

- cat(l) B L 2FHNE.
- tac(l) EHESUH RMEL .
- cut(l) EEFTHR—EBH AL .
- head(1) &yt STHAAIBEEE.
- tail(l) #WHCHRKRE.
- sort(1) HXAHHITETHEF.
- uniq(l) X EHFRIX PR IRAERIAT.
- tr(1) EnsmiiRr=F T,
- diff(1) HXHRITIEITHTLL.
* THER{FRAEM AR (BRE ) :
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ed(1) B—1B[RIA1TARER 25 .

sed(1) 2 —1ERAwEE 25 .

grep(1) FLAC/HE pattern FISCF.

vim(l) B —EE AR S

emacs(l) E— B F4mEZS. (BL4EEN BRE)

- ERRRENIERKEX (ERE)

awk(1) BT ERISCARRIE,

egrep(l) ILACHE Z 1@ pattern FI3CF,

tc1(3tcl) AT RUEIT R A{RABEEIMIARIE : 27 re_syntax(3) . &FH tk(3tk) —ifEM.

per 1(1) AT AEATIHARIBISEINARIE. 2/ perlre(l).

pcre2-util #&#&A+ pcre2grep(l) AJRAILECIRE Perl iR IEHFIER (PCRE) XKL F.
python(1) %4 re tHAHTT DUSIRGETAHIMSUFESE. R"/usr/share/doc/python/html/index.html”,

WRFEAHEEELIESREMT (HE |, 5(EM man command’RECILEIRBRIE

)z
A RINE AR OR IS B BUR NGB SRS, MRFEEES —EnSNERTH , TTRUER CREFREN
C.UTF-8 B IRIEAEB FKM UTF-8 E5IRIE (B REN 8.1),

*
Perl FiFER (perlre(l)). Perl 3R FAIFKER (PCRE) H Python ] re HEARIZ{HHIE I FRiEX M —MRIY
ERE AtLZ THFZ 1B AR,

1.6.2 1FfFTEN

ERFERBERAEFZXFRIET A+, ©FEEIU shell WERTFIT , (BEMEFEMEK,
ERFTEXIAELALAEX | BE2BXFFILMITFIT (metacharacters) # A,
TFLEERFTRRRARNTIT. EfMEmMETIENER , BRE M ERE |, {§AMREEUAN ERMXATA,

# R emacs RIRAEAM BRE BT 4"+ (172" {74 metacharacters E i ERE. [FIt, , FHFE"\" ZEERK
7~ emacs RFIMABRTIT.

grep(l) ATRAMEAER K EARETIAER.
BT3B

$ egrep 'GNU.*LICENSE|Yoyodyne' /usr/share/common-licenses/GPL

GNU GENERAL PUBLIC LICENSE

GNU GENERAL PUBLIC LICENSE

Yoyodyne, Inc., hereby disclaims all copyright interest in the program

N
28 H 9.3.6,
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https://zh.wikipedia.org/wiki/Perl
https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Python_(programming_language)
https://zh.wikipedia.org/wiki/Regular_expression

Debian 2%

32 /247

BRE ERE 1B FRE SRR
N . [ JTAS* N[ 1TASF BRIt FIT
NYAYEISEYEYEY BRE BAMN "Bkt TTF T
+2 () {3} | ERE BARN TR & \"EBRAITTFIT
c c ILECAETF It (P XXFFIt) °c”
\C \C M —EFmE%&ERF ot e, BIECH
BEILFIT
; ; ILACEEF T , BFERITHR
A A FERARIAE
$ $ FRERGERNVE
\< \< HiARBFAE
\> \> HARAE R B
[abc] [abc-] TR abe . . . PREZSZIT
[Aabc-] [Aabc-] IUECRR T “abc. . . FRTEFIT
r* r* ILACEEEZ A
r\+ r+ LA — A=k Z A r”
r\? r? ILACE Bz —E
ri\[rz2 rirz LB —E“r17sk“r2” S—
MAC—E r1"2k r2°, Y ERTES 5
\(ri\|r2\) (ri|r2) FEst
Table 1.25; BRE 1 ERE FHIITTFIT
FrkER BRREABRNE
& ERREXFLERNAS (7 emacs FFEHA \&)
\n B n EIERAERZREXNLENANE (WEHTF)

Table 1.26: #Z#RiER
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1.6.3 FHRFKEN

HRERRER , —LP AR,
B3 Perl BATRI , FHEASL TR, BEEA S0 TIHE ',
ERTIIHT

$ echo zzzlabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-9]1*\(.*\)$/=&=/"
zzz=labc2efg3hij4=

$ echo zzzlabc2efg3hij4 | \

sed -E -e 's/(1[a-z]*)[0-9]*(.*)$/=&=/"
zzz=labc2efg3hij4=

$ echo zzzilabc2efg3hij4 | \

perl -pe 's/(1[a-z]*)[0-9]*(.*)$/=%&=/"
zzz=labc2efg3hij4=

$ echo zzzlabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-9]1*\(.*\)$/\2===\1/"
zzzefg3hij4===1abc

$ echo zzzlabc2efg3hij4 | \

sed -E -e 's/(1[a-z]*)[0-9]*(.*)$/\2===\1/"
zzzefg3hij4===1abc

$ echo zzzlabc2efg3hij4 | \

perl -pe 's/(1[a-z]*)[0-9]*(.*)$/$2===%1/"
zzzefg3hij4===1abc

AR R R LR IE R R ERAE | DURIEEAR LA AN A BRI AR F R SCA I T A,

IELEIE R AR A — A 25 1 1] AR SRFS BN R B .
1 shell FELIUTRER AR\ EBIR—ERITFIT (ERATEFT)  WHIHEEBEI T —1THTE.
AEPRE TR AR T RSB E LT84

1.6.4 1ERFEANDBMMEER

ed(1) 5§ AT AE File R HE AT A I “FROM_REGEX &4 i “TO_TEXT",

$ ed file <<EOF
, S/FROM_REGEX/TO_TEXT/g
W

q
EOF

sed(1) 35S ATE“File P T B K “FROM_REGEX B AR “TO_TEXT",
$ sed -i -e 's/FROM_REGEX/TO_TEXT/g' file

vim(1) 54T PUEBE R ex(1) 84 File"Fi% AT B I “FROM_REGEX &AL “TO_TEXT",
$ vim '+%s/FROM_REGEX/TO_TEXT/gc' '+update' '+q' file

R
L E IR R AR RIE S IR BRI AP E T T E BN R,

ZEHER (filer’,"file2"M“filed) ALAEA vim(1) Bk per (1) BBIER R EAETRRMNEE,

$ vim '+argdo %s/FROM_REGEX/TO_TEXT/gce|update' '+q' filel file2 file3
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ST ZIN
FHEM e EER AT FE‘No match’$E: R ik,

$ perl -i -p -e 's/FROM_REGEX/TO_TEXT/g;' filel file2 file3

1 perl(1) flF, "-1" RES—EBERERNREMRE  "-p" BRNEE AL

EHIHER.

N

ERBEC-1.bak R -1", ATEREBEINE . bak BT, HREMNER , EEENERTRERERS

£
ed(1) # vim(1) {£F BRE ; per1(1) {#/8 ERE .

1.6.5 RIFIHERHFREFIRIER

THA—EXFHERDPL, HHEH 2004 £FAHT Debian HRMEEE R FMEZIAAN , WATIKIR.

Ian Murdock  August 1993
Bruce Perens April 1996
Ian Jackson January 1998
Wichert Akkerman January 1999
Ben Collins April 2001

Bdale Garbee April 2002
Martin Michlmayr March 2003

ST TN
£ R “Debian fi5” %15 &) Debian 4B EFEERF S,

Awk A58 B R R ERE R AIIERPIREVE
BT3B

$ awk '{ print $3 }' <DPL # month started
August

April

January

January

April

April

March

$ awk '($1=="Ian") { print }' <DPL # DPL called Ian
Ian Murdock  August 1993

Ian Jackson  January 1998

$ awk '($2=="Perens") { print $3,%$4 }' <DPL # When Perens started
April 1996

Shell (#5120 Bash ) tWATRUAERSHTIEREER.
BT3B



https://www.debian.org/doc/manuals/project-history/
https://www.debian.org/doc/manuals/project-history/leaders
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$ while read first last month year; do
echo $month
done <DPL
. same output as the first Awk example

WETE4 read EMA"SIFS” (NBEMENIRAT) FHFITRAATAIRMZ BEER,
WMRARAG STFS"HEER" ", IRAJLARIFHBER shell R4/ etc/passwd’,

$ oldIFS="$IFS" # save old value
$ IFs=':"
$ while read user password uid gid rest_of_line; do
if [ "$user" = "bozo" ]; then
echo "$user's ID is $uid"
fi
done < /etc/passwd
bozo's ID is 1000
$ IFS="$0ldIFS" # restore old value

(RER Awk HEMERINE | ERAFS=": "HKREBIIRTTT. )

IFS 13 shell RN EIZEIREE. 5 BRNEMEXTEGNGER. ERGLIRASES9RRES|SFP. IFS NTER{E
2 K. tab FIRITEIT.

REREIRMEM shell i) IFS T3, & shell 15015 — SN RREAH MR | 34— LaENE.

$ IFS=":," # use ":" and "," as IFS

$ echo IFS=$IFS, IFS="$IFS" # echo is a Bash builtin

IFS= , IFS=:,

$ date -R # just a command output

Sat, 23 Aug 2003 08:30:15 +0200

$ echo $(date -R) # sub shell --> input to main shell
Sat 23 Aug 2003 08 30 36 +0200

$ unset IFS # reset IFS to the default

$ echo $(date -R)
Sat, 23 Aug 2003 08:30:50 +0200

1.6.6 FMREEIESH/NTETELHS

THEHRIESIBERBTER—IS , AT — LS.

1;% find(1) M xargs(1) , B4T shell F5LM5RESE L MEER LIEBER |, FTBTHERMNES. 2R 10.1.5
N&y 9.4.9.

E{E M shell EEMER T KARIERIIHZ |, 55Z B R —1E shell WA (2RE 12.1).
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TEOWFE (FF—1TR#A)

TESWR

find /usr -print

R /usr” TRFTEER

seq 1 100

#A7R 1 2] 100

xargs -n 1 command

EREEBRNG—IAFAZE , ERPITES

xargs -n 1 echo

EREEREKR , A=RIRFNIE , SiREZ3]

xargs echo

EREEREKAAAIEHA—I]

grep -e regex_pattern

HEEBXR , BAEA regex_pattern B3 , FeBUH K

grep -v -e regex_pattern

EREEERR , AMIFE regex_pattern 157, FTEEE K

cut -d: -f3 -

EREEBXE , A" ARNFE=1TRILE XK (passwd fEEZ. )

awk '{ print $3 }'

IERAERIEFRR S =TI AU K

awk -F'\t' '{ print $3 }'

JEF tab $EFRBEAISE —1THe B 2K

col -bx

MIERIRARSE | % tab AT

expand - R tab AT
sort| uniq HEF A MIERERS

tr 'A-Z2' 'a-z'

AT RER A/ NS T

tr -d "\n' 25 EsR 23 (BIFRITFIT)
tr -d '\r' MifR#%1T CR FiT

sed 's/A/# /" TR —E#* &

sed 's/\.ext//g"’ W& ext”

sed -n -e 2p e el

head -n 2 - BATREX B 5]

tail -n 2 - S bl

Table 1.27: FiETESH/NERTESIET R
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Chapter 2

Debian #3808 &1E

7

E—ERBRERHMNEBERMARA : trixie,

EARAXHF APT REMER KRBT ARSI R, BE# 7 /etc/apt/sources. list” #& F,
"/etc/apt/sources.list.d/*.list” #£Xal"/etc/apt/sources.list.d/*.sources” tEXR{E{TH /T
EEK.

2.1 Debian #3&41 5 TR K BTIE

2.1.1 Debian #i2pEiE

Debian 2 —EERAZEARMS , ©EI—K B BERENTAMmE B LSBT RERET S EEM.
AFE IRIGIREIEIRAL T HTTP M FTP (77K R Debian #%E, tWATRAERA CD-ROM/IDVD .
H# Debian WXIEBEEARE SIEKRIEBTA (APT) , EResERAAELEIR.

Debian HREAERASR , BEERBEER , TRERBERERERER —REN ELHBREAT RSP, BE,
B 74874 {ERT HITA amd64 BtERIEES A,

Debian i BEH ARG SENES , BafL HRENIIRERZERANZREFRAN. RAE , HKHERTIIK

B,

* apt(8) AMATAENEEAGSIIRE , BETRBNRE. BHRIRETR.

» apt-get(8) A MTESEFIENY Debian SRiEAEIE R4, B apt Ao AR A {EA—EHERIE (¥ R
1) Debian 2&%%).

« aptitude(8) EA—EEBAMXFA EREED RN AL S ] ARt a.

21.2 HEAFAR
TR Debian F#HHE @A —LLEL,

- HRIRARMIRERS , ERROEESNHNRIEAT R EZENARERARARREFDITHFEE.
« Debian HEARGEHE BNFEARC. RAFER  KIEBRALARA AT HEMEEIURLFAR.



https://www.debian.org
https://www.debian.org/mirror/
http://deb.debian.org/debian/
https://www.debian.org/CD/
https://en.wikipedia.org/wiki/APT_(software)
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L) AT N
dpkg v 6399 | A Debian MIRESI IR RS (FHMEEL)
Aot V:882, 4670 FEAGSIEHETHIEEN APT iim
P 1:1000 apt/apt-get/apt-cache
aptitude V:35, 11180 | 4622 | FHEFEHEL XN EIREEAN APT Bivg : aptitude(8)
tasksel V:37,1:984 | 349 RARLREFREBR APT fivn: tasksel(8)

unattended-upgrafies os 1g4 | 317 | FIR APT HIGREREEE) | @EBITERATE

gnome-software V:166, 1:274 | 4476 | GNOME &#27.(» (BFEWE APT Rijim)

synaptic V:37,1:304 | 7788 | EEARNEREAESETE (GTK & APT Hiig)
s _ _ APT EFFE% : apt-extracttemplates(l) .

apt-utils V:403,1:998 | 1151 apt-ftparchive(l) #1 apt-sortpkgs(l)

V:385, 1:889 | 547 TS EREREYREE LA

apt-listchanges

apt- listbugs V:5.6,1:7.6 | 514 | fEBX APT REa15E EE/ bug
apt-file V:16, 1:58 89 APT HIEEESETE—F 45|

apt-rdepends V:0.4,1:47 | 39 BEF RIS AR

Table 2.1: Debian #32m&18E T A%k

- HEZRAHTHEBCKFIESN , EERREERENE debconf(7) REBRE AV EKIBT.
« Debian (A% ZFEBRIGAFABCTESNS , FNEREEA —ETEN TSR,

« AREE BT ME RSB TANSEYRE. BEFARNRETEEABLAFRLARN.

« MRGFEHE T —HEARLBENRS , FEETEHIER.

- SRNECETTUEAREEEFEMA. EVRGHARARIENERRITRIEXERTE.

2.1.3 EAWEESEIA

B

%%ﬁéﬁﬂﬂ‘]‘)ﬁéﬁﬁ#*?c%@kﬁi%@o EHREEITRRIE AN —Bt | BREREREMNAREIEME , 4
30 ABI fifa¥es . [ERRAFMEESFEFE.

Debian ZAEIE SHHTFRZRIFERETREEHN stable jRA. HER+2 T ## Debian Z4aT , /REEE
1B T 3IRTER .

o £ RIGHETAREARAS testing Bf unstable ,

« £ FUATEEARELEIRMEN) Debian IR &FAHEE Debian KIFEZRE , #i20 Ubuntu .

o NEI“/etc/apt/preferences’,

s FEREERNESTHE | MATEIBARERE R i E e s TEMTERITA,

« AEEM"dpkg -1 random_package"REATMEHISAL.

o BANFH“dpkg --force-all -i random_package & i {E{Eigf,

« NEMIBFEBZH/var/1ib/dpkg/ " FHIER.

s FEERFIAREERRENBEABERAGER.



http://packages.debian.org/sid/dpkg
http://qa.debian.org/popcon-graph.php?packages=dpkg
http://qa.debian.org/popcon-graph.php?packages=dpkg
https://tracker.debian.org/pkg/dpkg
http://packages.debian.org/sid/apt
http://qa.debian.org/popcon-graph.php?packages=apt
http://qa.debian.org/popcon-graph.php?packages=apt
https://tracker.debian.org/pkg/apt
http://packages.debian.org/sid/aptitude
http://qa.debian.org/popcon-graph.php?packages=aptitude
https://tracker.debian.org/pkg/aptitude
http://packages.debian.org/sid/tasksel
http://qa.debian.org/popcon-graph.php?packages=tasksel
https://tracker.debian.org/pkg/tasksel
http://packages.debian.org/sid/unattended-upgrades
http://qa.debian.org/popcon-graph.php?packages=unattended-upgrades
https://tracker.debian.org/pkg/unattended-upgrades
http://packages.debian.org/sid/gnome-software
http://qa.debian.org/popcon-graph.php?packages=gnome-software
https://tracker.debian.org/pkg/gnome-software
http://packages.debian.org/sid/synaptic
http://qa.debian.org/popcon-graph.php?packages=synaptic
https://tracker.debian.org/pkg/synaptic
http://packages.debian.org/sid/apt-utils
http://qa.debian.org/popcon-graph.php?packages=apt-utils
https://tracker.debian.org/pkg/apt-utils
http://packages.debian.org/sid/apt-listchanges
http://qa.debian.org/popcon-graph.php?packages=apt-listchanges
https://tracker.debian.org/pkg/apt-listchanges
http://packages.debian.org/sid/apt-listbugs
http://qa.debian.org/popcon-graph.php?packages=apt-listbugs
https://tracker.debian.org/pkg/apt-listbugs
http://packages.debian.org/sid/apt-file
http://qa.debian.org/popcon-graph.php?packages=apt-file
https://tracker.debian.org/pkg/apt-file
http://packages.debian.org/sid/apt-rdepends
http://qa.debian.org/popcon-graph.php?packages=apt-rdepends
https://tracker.debian.org/pkg/apt-rdepends
https://zh.wikipedia.org/wiki/應用二進位接口
https://zh.wikipedia.org/wiki/Library_(computing)
https://zh.wikipedia.org/wiki/Newbie
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- IIRFTENRE , S EMREE)/usr/local’s"/opt 4,

¥ Debian RILBEE AR , BE LENTADIERE , @SS MTLE | RS ERNAREIAER.
AEARREBNARSNEREN Debian ZAREIEE , BZEMESMOTEDIEIE.
« BREEREMGGTMERIRSERNRECETRURARL , SIAZEH Debian TRAMKEE (BERLEM).

- IMEARGER AR RO R BRI,
- Debian R4 RAMEE EL KR,

2.1.4 FHEABRNER

( ) EE
ﬁﬁﬁ{ﬁﬂﬂiéﬁﬂ&% , ERERATARLEITN stable B, HWiMRAEITAREEMEE PC LE Rk
e,

BERELMETTES | RNEAHFRTZEEH BT UBITERNMK testing 3¢ unstable kR,

EFER TERABIEKE—ELA | EE SR FFEF R R R EFRE |, WrEhiZE] Debian FARLET R

EESIRER B0 EENEmRE.

« (M testing kR , B L , EREFNREMEL M , B Debian #5REMK QA EELHEREIE |, bbin : Debian 1545
B2E, R EERIBEER M EERIRE. £ testing PSS EHE S RIS KIS TR AAFE.

o EFSFREMELE testing RABERFERBELZ AEHSL (7 trixie-fEA-stable L B , B forky”),

o KFEFIRARE —EAE , ZEERECTETESE , AFEHFH RISEENEERSL2IMmKmAE.
FIEMEEFH , Debian {# &ML HEHTIR M2 IFHRENKIER.

£/ unstable IRENHREN. unstable [REBAEE HRETREASE  EHTENEACERANS , FHERRE
ERDERBEIRT AR, 5% Debian R4 unstable REARZ BHRAERKEIEFIETE , AGH —LKiIGAH
B, W HEMPR—HSERBAMIRN.

B AT . | RE(RM BRI Debian S35 bug FHE.

- FATHENE 3.2 ERSMIERY.

« JB)BH§ Debian R#H stable EHLERIF—ENEWE , 7T LUMERGRESIEITEERE)

o ZRERE apt-listbugs , ERJAEFER Z AT#RE Debian Bug IRt A% (BTS) HIE:
« HEES A RGN EEER IS B SR BRAR R iR IR

S} =z
=

ARRETEMENE LTAFHET RET—E , AMRATRERIRMUF(EM testing # unstable hREZEMH.



https://zh.wikipedia.org/wiki/Bodhi
https://zh.wikipedia.org/wiki/Naraka
https://zh.wikipedia.org/wiki/Karma
https://zh.wikipedia.org/wiki/Nirvana
https://ci.debian.net/
https://ci.debian.net/
https://wiki.debian.org/SourceOnlyUpload
https://wiki.debian.org/Teams/ReleaseTeam/TransitionTracker
https://www.debian.org/Bugs/
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2.1.5 Debian tERERM

N
Debian f£REE ABURKIE RS R Debian BURI 4 , 58 2 & Debian &R [E,

RPN ARG BB R ERER Debian HERE,
HR ARG ERE , BEFA APT ZRH KA Debian #ERE,
APT AR ERERNERKIBFEAIFYFR , 7€ sources. list(5) MR,

A BB HTTP AN trixie &% , RSIFREE"/etc/apt/sources. list.d/debian.sources” F g
IRARIANT Y deb822 AR

Types: deb deb-src

URIs: http://deb.debian.org/debian/

Suites: trixie

Components: main non-free-firmware contrib non-free

Types: deb deb-src

URIs: http://security.debian.org/debian-security/
Suites: trixie-security

Components: main non-free-firmware contrib non-free

EF YN
MR IRIIREFE"/etc/apt/sources. list” 8"/etc/apt/sources. list.d/*. list” fERFIZ MK EERE
1k, EREMER

$ sudo apt modernize-sources

deb822 A KA RIATENBISZENT .

. BIESRIERI"/etc/apt/sources. list.d/*.sources” {5& 4,

BT EHNEEZITIR , €& 7T APT RERNERIKIR.

« "Types:” ZEIEZRIIRELF] , B"deb” F"deb-src”,

» "URIs:” EHixEFe Debian #£3E URI HIRHE,

« "Suites:” BEIER T BITREEI &R , BEITLUMEREH LTSN,

* "Components:” E&IFEF Debian &R EFHHHERELTESIK.

MRAZA aptitude , EARHREFIAREMEINELEKR “deb-src”E R ALLHERE, B AMREREER
BRI R,

URL A]RLR https://", "http://", "Ftp://", "File:// -

"#" FAEARATEATRE | 1A,

B, EMWNERRKE trixie"sk forky” RREBEH L stable’s"testing” , A& T —1@ stable AR
HERFHIRESN.

EF N

MBEEERNGE Fb, FHT sid £ & “trixie” , BERINKXKF B R T L F H M “deb:
http://security.debian.org/ " EE{TEKE K deb822 FERNBEMAFTET ARABER®
“sid” (unstable) WERLEHMIERE.



https://www.debian.org/doc/debian-policy/ch-archive
http://deb.debian.org/debian/
http://deb.debian.org/debian/
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R URL Bfhs | | AERR

http:/7deb.debian.orgr (- trixie EEZTEMRERE , JAFFHEN stable B

debian/

PUP7/eD.debanorof toseing | forky | #REMEAGHIHHEMIE testing F
RUDJIdeb deblanorell nstable | sid | EMAMKRERRSMSHBAL unstable Fit
h : ' . ' 1 7 3 = 5 s Iy
RUPIAED.AebianOf0/} experimentalia | BRRATARRLEIANA (T  ROMRIEH)

: - 1 AR — = £ 3
gggigg/eb.deblan.org/ stable-propd:sédia@b?eséi’ﬁﬁ%@etsable FIRERRAS (/NAR) BEEERVER (7]
http://deb.debian.org/ ) s "St?}b]tg‘i; roposed-updates EFHNITE , T E =20 ,
debian/ stable-updatesxie l:llj:% alee (RTER)

http://deb.debian.org/+
debian/
http://security.debian.(
debian-security/

http://security.debian.org/- . P PR S Ty A
dobian-securiy! Pésting- sectiviky ; SEGEERTAIBKIE | iR LB {EA

stable-backporkde Fabipirtasting R REMKEMERMmENEIE (TE)

"9t able - seci titixie -seahird LT 2EH (EE)

Table 2.2: Debian §&REiLELY|FR

£ trixie BHiZ , TEHZAREHERHTE MK Debian HEREVLIHN URL MEMHASARMIIR.

EE

@ ABETEREEHNMAFH stable release RANT] IR EERAENIEEM. T KL E stable release i
AR E T PIRE— LK E testing 5k unstable release A EE B ELBHITAIEM unstable
release [RANE B AKEN , EERAERAKALEESK., R/ stable release IRA T RENFE
;‘%ﬁiiﬁﬂ‘]ﬂ?ﬁﬁﬁﬁzﬁ , 55{# A B stable-updates#ll backports (2R E0 2.7.4) pEkisq, {# S IEAm
BEAZEERSIM IV

B

@ fEdeb” f74 , tRAEFIH stable , testing 5% unstable E R g —(EEITT , A BARAE"deb” 3o
JBAT stable , testing Al unstable £ , APT R HIBTE E IS & 218 B NG BRI R R
FBf. AT /etc/apt/preferences” R HIIREEBNIHE  RAMSIRA LSRN, MAH
2.7.7).

7R
HiMER stable EH K Debian RZEME | £ BIRFPEEHFHFhttp://security.debian.org/’BINEE
TEMEE., ELRAREEHN.

7E

Debian ®2EREI B IE stable IERENLT LG, EETARTHBREITEM, testing FEREFHIGREG ,
A—TE &% Debian AL LEEBIE. AR—LER , EL&T7AMYE stable IERERBIBEEG, EoJaETE
%2 81FM unstable BXBLARIES] testing, unstable #ERERGE , XHEELAESRBY. KEHEEW
unstable #HEAEE ERMAEFHHRR , RATCHBT LREFNTLBIE. F# Debian EHXRIETLREG ,
a2 R Debian T2 F & .



http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
http://security.debian.org/debian-security/
https://wiki.debian.org/StableUpdates
https://backports.debian.org
https://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
https://lists.debian.org/debian-testing-security-announce/2010/01/msg00000.html
https://www.debian.org/security/faq
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357 SIS AEE RS E TR .
B 14 i RG] \[l7 AN A
main 73397 ]ri{f-[;ig:n BE®IES[EAET (DFSG) , I HAKFER

54 Debian BERIZFEE ST (DFSG) , IF R A LIl
P AEERTINEE

non-free-firmware 64

contrib 378 B Debian BER#FFES[EF5T (DFSG) , {HKFHL non-free
non-free 1035 AEHE Debian BEEKIETEEA$T (DFSG) , WHAE

non-free-firmware

Table 2.3: Debian §#tE%13&

e sEmsE R amd64 22HEH), main &R Debian R4 (B2 RE 2.1.6),

ﬁﬂ?&ﬁﬁ‘]ﬁﬂ%%ﬁﬁﬁﬁ?ﬁﬁﬁ URL , J5£% URL 7£ dists 8k pool Z &2 & A HHFIR , Debian {43k EaEFaH B R &)
BRI4B 45 .

BATIRFTAAEAHSRRRIEE. BITHRETFZ X G HEREEHNRRA. EFMRENEFRELENT.
B3 suite = stable

suite = unstable

suite = testing

1E trixie X6t

codename = trixie

codename = forky

codename = sid

1E forky EMiE

codename = forky

codename = duke

codename = sid

Table 2.4: EHFAIRABIR

REEMIFESR £ B, Debian FAQ: 6.2.1 Which other codenames have been used in the past?

TEE BEAR ) Debian fERATRE | “Bh4 section™E —FAF e iR EAAAB AR N FENE e a AR, (B2 , EEH 4 ("main
section”) iz —:AB & AR Debian IEEES |, £ A main TE" K=, )

Debian fi%¢# (DD) ®X _L{E##2aZ) unstable #£XE (@B incoming RIF) , ApV/AMER L {ERERIE B AR
B unstable EXEFHRFEHEGSHAE.

2R DD MEITHERNEFHRFMERARM , EBF @7 Debian B EFEMHSIRFETAE.

1 Debian &R EAEETEOIEIGEAE MK unstable #ERERENE testing FERERT , IEREMAETESENERST
B (9 2-10 X) FEREEMA RC bug IMEHIHRRE , BEFNBR M TUMRIN testing FEREFHERERE.
EEBFFES testing FEREIEFE IEHET .

BBHEEEFEENE D RS RERIRE |, WET—LFETIE , & testing RETL—3 , EiklG. R1E
YEM testing ERERFERIBABOEL TN stable tERE |, fAHMN testing HERERE L HINAERIELTE.
) testing IERERVNABHHFBEAK stable ERERRA TSR,

unstable 1 testing fEREHF]BES AT % (B R R E AR/ NGE.
- RIBREREEH LEREERE (LR unstable)

o IEBEEZMNERIEAIMEERE (2R unstable)

- ERERLRSME (testing M unstable)

« FETEEEE , SlNBREEE (ZRM testing ) %,

R, ARIRREEAELAERE |, (RIEZAESBR RIS LAY B/ NG,

AE

TEFH stable RARBLEEZNLER  XASBEAFHERZERATEREENN stable fEXE , Bi{E
fh{FE % f# f unstable 3 testing fEXE. EEMEBERF , unstable M testing ERELAEE
RZEA. KEM unstable ERXEENRAERERIFRINIERER , AT SEZZOEKEAHN
RKEFETH. testing EREARAKER , AAECBEEMERERLTIEN stable FXEEMRIMAR
(Debian testing & /N4 2008-12), —{A B ZAMNERIE |, NRIR(FAHELMEE , unstable 5 testing 1%
RESFFTMER.
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ET VN
IRHE testing FERER , B—ECBMENEIZASRAMEER 7T ZHE unstable IEREFHEENEEE (B
&8 bug ) KAER.

FEREME RS R Debian BUEES .

. 4
SN
S

- BEEKIE

2.1.6 Debian £ 100% & HR#xke
Debian & 100% B HEEE , A4 :

* Debian AR AREEEHEGE , EEETHFHAENER.

« Debian 7 main 7 RigH B BE#HEE.

« Debian Ei#HRABITRE main B,

o 7£ main FREIEHE |, IRBIKEEHESE non-free @ non-free-firmware g% contrib FKERiEM,

BNEMEFIINMESEESEMAFTE.

+ “Debian #§144%:E 100% B HEHE". (Debian L HRLTHFE—F)

» Debian fAlfR#E_ LB —L non-free-firmware. non-free # contrib #§%f,
HATIER , EXARFE.

+ Debian Z#%EH 100% KEH , I BEREIEEA54 Debian {AARZSH) main &1,
 Debian &%z SMpEk 3L a4 Debian EIRZEM non-free, non-free-firmware 1 contrib &g,

1£ Debian #2249 4 {5158 5 EIEERIT T BIRENAREE -

BB EE BBAMINERE R BREKE

- HABEZRANERELBBERIE RTINS R, KA ERAEBOMNTIE. RS ES BT ERIETHE
HPIRERBERIRIERE ., AR REIE Debian 24 LERIFERKEE , AN GER @ EILAE RIS
RIENERBRNER. KFIATHOA  EREEMNESHBIT |, RIEBIE Debian UK EEBISHILEE
T;ITO ;.T;iﬁzfj%ﬁ#? , PRI B AN, SEEN. 100% BENEEE , MAKMIEM TR L FEE LA E
E FARREIR.

o LRSI B RERIE R

- RVEE , FLRMNEREETEFAISTS Debian BHEEILIEEF 4 MESR. RMABLESR , ERMM
FEREFEE T 'non-free”, "non-free-firmware” fl'contrib” B$%. 7EELEHETHIER , YALER
Debian A& EET IS HAECE BT ATE Debian NER., FKPISENCHERIEHEREE L E $% N RERIEMFT]RE |
PAFIBIfF 2 B 0] DAFEYE R P 8T iIE Lo ds, AT , REIEE BEEEIIE Debian ARG —E49 , KFMNZEE
PIRMER | W B IR AIEE RIS T A EIR GEINIRPITRIGIRHE R AR ERFS13KR). Debian B AT
LEIEENRE | BIREARE Debian RGN —HEBS , ER—EHIS , GEFNGE Debian A FEIELHNIEMIFEE L,
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yd
TEE AT Debian #1#£324 (Debian Social Contract) 1.2 hRA<3E 5 &N E R X FH _LEMCF A FEMAE.
ERY# Debian HFRABEBEND T , EEXFHEESERECHEESE LA,

{EFE EEZEAR{EFH non-free . non-free-firmware # contrib e M T EE T KA

« FRAEMURBEEAEREERA

* kK Debian HEIGAME (ELRISEMEFIURLA , Debian NEEEITTTLMIZIE. )

o TR 100% E K Debian F4%t

Debian EE# #8538 7744 Debian 3831 T B HEEEIEAE, Debian HEkiSAHREIEM T REZNME , B3,
. BRMEIEER. 1E#1S Debian B HEESIZEIEE B .

HAH) non-free, non-free-firmware # contrib #EEAEE T TR FIK BB EMNEILE

+ ZEGNU Free Documentation License FRIX B , BEREME 49 , tban GCC 1 Make H. (KZEH T IATE
non-free/doc %%

o AEIRE RGN & H BRI IE M, |, FIANTEED 9.10.5 F{EA non-free-firmware 54 KERIEH, (£

B4 non-free-firmware/kernel Ei4y.)
o BEAFRIERIEE , HEEERMERABEETT RS,
#EEE | non-free.non-free-firmware  contrib #3EAMEE /DT main BEEAMK 2%, 50 non-free

non-free-firmware 1 contrib WA @tEMEIE @A KIR, £ aptitude(8) Eﬁé)ﬁﬁi)ﬁtﬁ@ﬂ%&ﬁt%ﬁ
e MR 2iiEs) , ITREERRE RRRBEEI L REEE , RERKAGLRIFER.

2.1.7 FHEEBMKHER A
Debian ZR47 18 18 FAZHIRE ARG T AR A (b &R FIREE SHEI R RE— RN ZEuhkigats. TR L
EFREEER.
. KR8
- BRI, TR TEE RS e RS B AR LA R R AT R .
" TR
- ¥A{X3% Depends , {B3H KIS B AR BITE R R 5.
o TR
- EERT—ER , ARREHNKEMG. AEBERELSEEERE , RIEEEEENAHEAIHERARE.
- BESKH. EESBANAZBERETESRRENIINKIEAT IR , BRFEM T AT EERNTNEE.
" e
- BERP—EGERNSHKERNR  NRiREHA.
. " REIR
- RE—EEHEARMEE—LRARE. —RAEFRFIEMEFRS LN FTEERIEA.

S



https://www.debian.org/social_contract
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- ERPTREOTME, AT RS EKIANESRITEFIE K,
. TR

- ERPE AR REAORR S AN BNHE.
- R

- RO AR AR I AT B B T TR R AR,

)z
sREE , RIS Provides”, “Conflicts”#1“Replaces” e Z& 5! — B RE#t ek 88 A 2 —ERAZWAES. EREMR T E(EM
— AR R AER K —EREZER BN R EERE A,

A5 RIATEKHEENAINE 7 2= the Policy Manual: Chapter 7 - Declaring relationships between packages.

2.1.8 AEIBEREHER
B2 APT 12k s m SR i B EATNE,

« BH (‘apt update”, “aptitude update’=z{‘apt-get update’) :
1. R SRR AT Ok
2. ERMEH APT ERHATT N
» F4k (‘apt upgrade”fl“apt full-upgrade”, 2k“aptitude safe-upgrade’fl“aptitude full-upgrade”,
m“apt-get upgrade’fl“apt-get dist-upgrade”) :
BEERERA , EENERaEE BERMNTTBRE (FIS2RE 2.7.7)
PN AN AT EAE
MREERAE D LEARAARR , S RGHEREEEMEEN & HEREa
R ETREIS N B e
BT preinst 15415
TR TEMHIESR
AT postinst 5415
o H (‘apt install ...” “aptitude install ...” zk#&"apt-get install ---"):

g3 e R d| L eb et SR

iR e KRR &

iR RRAFESEE T ENSIE

R BTSN B HEIE

T preinst 15445

TR TIEUHIESR

BT postinst F515

« #%F& ("apt remove ---”, “aptitude remove ---"B{“apt-get remove -+’ :

1. EEG4LIPIIERE

2. fRRER ALK AR %

3. AT prerm 15415

4. BIREREMMER  FRTAIBER

N o gk wDhe

N o gk wDd e
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5. BT postrm F545%
. 7B ("apt purge’‘aptitude purge --"Z{‘apt-get purge - :

EEG4SIRIIEME

. fRRERIE K RERAA

. BT prerm 15415

. BIRERERER , A5ARER
. BT postrm F5445%

=

a b W N

B, ATKRF , TEFEAR T RATAHE.

2.1.9 HEEHEMENSE—EDE
PRIEZBIRER R B 7 . 5 —ERREM 42 Debian 455EH“/usr/share/doc/package_name/README .Debian”,
R ERZ &R /usr/share/doc/package_name/"FHIHEE . MRFELAE shell AE 1.4.2 , A TIFES.

$ cd package_name
$ pager README.Debian
$ mc

RATREB R R R - doc™F B dn 4 I RS RIS B AT HARIN & AT
IRMFFEE R — A E RIS BRHIR T HE , —EEE5HIRE Debian bug IRHERHE (BTS) 484,

A 154

Debian bug tracking system . ) " . . "

(BTS) & sensible-browser "https://bugs.debian.org/

O E IS TN bug ;E | sensible-browser "https://bugs.debian.org/package_name"
K& bug ARIRE bug HE sensible-browser "https://bugs.debian.org/bug_number"

Table 2.5: fi# 45 EE AL E R K = E 48,

{#F Google 15 , fERFH MY “site:debian.org”,“site:wiki.debian.org”,“site: lists.debian.org”
FZE,

BERRBIE—4 bug #ERs , 55EM reportbug(l) 154

2.1.10 #N{AHkiE Debian RS F)

BB 2 A EREACERIS AR , EANRARREBENER | RAMEREM—EMRR , BZAEHRFR. X
A AT 220 RN A EZRA A R,

cEEZMH I E>B

BRI : main > contrib > non-free

- BENEF  FE > BR > 1578 > N > Fhh

< 1% - BB TRERRAMNIIRER , Sl SRR

- RRAORER BRBEFFNKIEEOMEER (120 goc #K# gcc-10)

cTITE  ERESRERREH LEEESHIH

« BHTAG  MERSE MR
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https://www.google.com
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« BTS (BRIGIRHEARL): 128 RC AHIEIE (RBREIKR. EXREENERE)
« BTS (FRFEIRHMERAR): AAEEEHRIGRE IR

* BTS (BRIGIRHEARL): BEE L HIEHIBER bug BE

* BTS (GRIGIRHEARLE): BMEEARKE (non-wishlist) RIGEER D

.'ijegan %ﬁ;ﬁlﬁﬁﬁﬁﬁ&iﬁﬁaﬁ%ﬁiﬁﬂﬂ%ﬁﬁ%% , ENEEERE THZ AR ARAEENTIEE. RVAM
CHIEE,

2111 ERMA—ZREKRIRE

R RIRE (EFFE Debian ZEEM , RINAFBBITEREEHENFAENERRA, BMEARERE Debian £t
#l , BEEHEF Debian MEFIREHE , IREEERXN TEMFIEERE , EFNESKAREMRE R Debian &
BA—H.

FEER 2.7.7 #4HAK apt-pinning FHEAT , HEAIRIES AT SRR HIS O S AR REKER R RN " FEKiE
B, BEFRNRBTIERAARNERZR , RATFRReBIRABLr RN RS,

EERTRERIRLSNEIREZA , (REREANBFAENIIRE AT Debian RAREEN L LBHERFE.

- ERMEEMDEAN D TP BRRERNER (BRE 7.7).

- FEE R GUI (BRMEAENE) 230, thin LibreOffice #1 GNOME FEFS , &% Flatpak, Snap 5% Appimage
HHLBFE.

* #37—1& chroot BAEMIRIER AR EPITERNAER (BRE 9.11).

- CLI &4 8EAIEMTEMAR chroot FEEEHIT (2EE 9.11.4),
- RERHE | SEERNER S ETENEmMIRE (B2R8 9.11.5).

- BOHBETEN _ECHBEEAREA , FHRE T Debian ARG .
- ER—E FERNER (BRE 2.7.13),

2.2 HitSignsEiEeE

1£ Debian R&HF AL ER APT HEiE 518 T A0 PAE Debian A% EHEITEN & EERIEaEIRIRME, £EHE ,
KPS N4BmERANEEaAEIET A : apt. apt-get/apt-cache #l aptitude,

HRIPEEE AT RRENRIEEITERNSISBEIRIE , #RIUZAH root FFATHE.

2.21 aptvs. apt-get/apt-cache vs. aptitude

#%E aptitude REEETRERAN—EFFFNITEHTE , BIREZME TIER

« NERIEHIRARELZIE stable Debian A% LA aptitude 154 REITEIRAM ARG,

- BRfEAapt full-upgrade” 5“apt-get dist-upgrade’ZK#E{TIEEZREME. &R Bug #411280,
« aptitude 54 BIHEE€ AT testing & unstable Debian AGFAEERABEILMA,

- BEEERE T ZRNAREIRE, FAREN.

- EMFRZHE B TEEE SRR ESHBREE BRAREE KN , 6120 gnome-core,



https://zh.wikipedia.org/wiki/Flatpak
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- BEREMEME , TT/E aptitude &R ER BB THERTHOEE , BE aptitude , WA apt
full-upgrade’,

apt-get # apt-cache EREMMNER APT RikitaEIET A,

« apt-get #l apt-cache RIZ(HESINEFRENME.

. apt-get BETERANERG AR FIRENREELA.

« apt-get 14t 7T —EsR KRR IS IR FEMEATES .

 apt-get HIFHWEHFNERNS. BEIHEEDHNERY BSITREFIR,

 apt-cache JR47 —{B 12 IE I RIEARIE SERLE L BAFEAR,

« apt-get #l apt-cache A[R{#f /etc/apt/preferences KEFHILAMZ ERA , (BEIETE EI4,

apt FELR—ESMRNGLSIINEANREMLSIE, AL , ©F apt-get. apt-cache RHEABLIESHFHE, &E
A—ERERENT , BFESGI—LES LB A GHEIA,

« apt TRAEMERM apt install REEISBEHRHE T —EZIFHEE k.
« ERINRE THNEAEEE , apt HTERMIBRRENK . deb #E2AL.

2%
EUMEAE LA apt(®) S MR EMRMEFIHE , TE shell 1545 {E apt -get(8) F apt-cache(s)
4.

aptitude f54ERIBRAMNER APT WBREBEETH,

« aptitude &t 7T —ELZ BN EBX L FEAENE.

« aptitude EERMIRMHT —EFEHERENE.

- aptitude EFARABFHKIEEEE (SligECRENERANEITHNGKER) NREEIA.
« aptitude HIFIREFRNERES. EIFEEZHNIERL BB TREEE.

« aptitude fRt—EIGERMEMR R IEXFILB B RRIEEITTER.

« aptitude TJABIREIL MM Z EMA , WHAR{FH /etc/apt/preferences , E€+HEHE.

222 1E4F|PRERERISEETERME

THEHZFEM apt(8), aptitude(8) #l apt -get(8) / apt-cache(8) Kifn ¥R Ak ie a1k,

apt / apt-get # aptitude BEFIRA , IRBKFHIE.

“aptitude why regex’®[IA&EB“aptitude -v why regex’¥|HELZHRER BN ERTAER apt rdepends
package” 8k“apt-cache rdepends package fEHX,

& aptitude 154EFESIMEN T RAENMZIBE] T —LERE (FIANEESEER) , RATMEZ ERIRRTIR T e g Yk
IR BNEEMER.

yas

BESR aptitude fy4RME T = MTHEE | Bl RMERS BT , BERERREEERT (TS —LR
5 , 540 Bug #411123, Bug #514930 & Bug #570377, #iB%Ef , 55{EF apt,apt-get #1 apt-cache 4K
M aptitude 4.

PRI IAE “aptitude B HE{FE AKTESEIA,
BZNAS R aptitude(8) FfijA“/usr/share/doc/aptitude/README’ K “aptitude {F A& FM,



https://bugs.debian.org/411123
https://bugs.debian.org/514930
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apt-get
sgs aptitude I e
apt afik AEiE apt _cadhd’
ALiA
aptitude | apt-get B o e e g
apt update update updaté BB A RETTER

aptitude apt-get
apt install foo | install instal Beik“foo B BRIRBRA AR ERIKEE

foo foo
apt upgrade | o e oG R M BRI MR RN BRI THE KR
apt aptitude | apt-getZECTRATBENEERE , ¥ HEERNEEBGREEREK
full-upgrade full-upgraddist-ugErade

aptitude apt-get
apt remove foo remove remove R ‘foo#iita , (BB T4HREIESR

foo foo
apt autoremove | N/A apt'ge& BABEENABTENKIES

P autore 6V% =
. apt-get

apt purge foo aptitude purge | JEfR“foo kS BANAEREIE S

purge foo £00
apt clean apritude | apt-0ete oA MR M AR

apt autoclean | APPLTUCS T APY-OfCapoun o men BRI MAV R D ALK

autoclean | autoc]

aptitude apt-cache
Bl — neh B = R

apt show foo show foo iggw BER T oo SRS BN &

aot search aptitude apt-cache

rg ox search search ##EILAC regex RIEIEH,

g regex regex

aptitude 4 0

N/A why regex N/A | fi#FE0LAC regex AIBRES EAAZAME T de R
aptitude

N/A why-not N/A fifFEILAC regex MIERIE BN NLEKIRE
regex

. aptitude
apt list apt—magﬁ . , gy
--manual-installeafiffn, showma Jﬁigﬁkgm@\ﬁﬂ@’

Table 2.6: {£/8 apt(8), aptitude(8) #1 apt-get(8) / apt-cache(8) Hdr 45| E AT i EIRIRE

FE&EIR AR
-s ERTESRAER
-d BT, NETTEEN
D BB MGG , BN a5

Table 2.7: aptitude(8) P EEMFIELSRIE
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2.2.3 aptitude EEFNX{FH

ZEAEHANBEEAERE , RATUMG T EA

$ sudo aptitude
Password:

-u

s

B

ge oo

1 EHERE AN AEIA | I PUR B

DL E EtEpkE) aptitude ,

AeBRFRIRKIE

N

FARARAEF root RBECTIIEEMEM , FTAE LEAKHIFHEM sudo -H aptitude -

{&F“sudo aptitude

feR

& aptitude AE EMEX BN , @ BERYE

BATHENMEREUHEE.

FFRITHEME, WREREE, BTLUEBIREE “BifF - “BUBRF

2.2.4 aptitude RIREEE4LE

ELBFEATRIEERE SRR E BERNIR

AT,

RiESR

seEtETNRE

F10 8 Ctrl-t

EE

RUNRSRER) (EMTBRIFE)

Fio - B8 - BREEH

WURE A F

u

BT RE BIERE AN

+

FrCaz ke BLMEFHAR BRI e

Fniaena BLAMERRR (REMHEREER)

ks BMERRR (BIRAERERER)

TSR e BER A TRITHARE
eI A Rl AR R (EhfEZN[A] full-upgrade)

FIA TR TifTEFR

BERZA AN EEEE

REZAENIEGREE

nter

BRI EREN

E AN TN E T

SR RIS B AR RR I

RELACHSE —EEEEE

1IN ~om X|lQjaic| il

BRI —EE=

Table 2.8: aptitude fiRsBE4E

BB G SITEEIELTE , AT UERIR U/ 2 R ER BRI T\ T FIATIR A aptitude TERIZFRIR.

aptitude

IERIFRAAT A A~ FSAfER e e AL A TBIN 7 S RS HEIL A e B 4 78,

SN

RBBEREBUNE TR T UREMA N T RKS

FARA AR ’@Z' ETHARE ] FRRAS.

@

BIHRETRRA, BRIREEFRREEMN—LRY HK

B33 . aptitude #§'E KFARCHAE~/ . aptitude/confic
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2.2.5 aptitude EFLEAIRTR

aptitude(8) @B E L EMEX T , SRS ESIRIEMEIL B R T EAIBIFAMARRETR.
idA libsmbclient -2220kB 3.0.25a-1 3.0.25a-2

AT R AN SR T,

- HRAEHEE (B—ETR)
CEEER (BETS)
CEBER (FSETS)
. BAALTE

. BRI SR L,
. A AENIARA

. GELETTBIRA

JeN
BRI FER BNR B RE e BHIRES R | 117 RV Al R BR B REAUR.,

A FRRARIEERKIBERINAMEIEIR (257 apt_preferences(5) f# 2.7.7).
WS EARTR AR AR AT ATE IR IR "I B T IKE,

18R [

Package View 2B XK 2.10 FE:R)

Audit Recommendations FEERTRERRARENTER
Flat Package List ARSI TEEFRERE FARERKER)
Debtags Browser FE A debtags E1TH IAEIEE
Source Package View S BB R IAREE RS B ) AH RO AS

Table 2.9: aptitude #:17

E
sH e NIRPIEE R debtags AZECAIERES AL |

BREE R AR N IRERR AN TAR S —LERSMNAREN dselect BRME.

N
YIS SRR A IR A RIS E L SENSISE.

2.2.6 aptitude #EZHRIE

aptitude $2 {7 28 7] LAE A IER REA KL SRIEAARIA,

o shell ¥84%)) :



https://debtags.debian.org/
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B O

Upgradable Packages jZH8 section - area - IS BHIEFEIRI L EFEA,
New Packages mE

Installed Packages mE

Not Installed Packages mE

Obsolete and Locally Created —

Packages AL

Virtual Packages S E RIBThREREEE &

Tasks I — S E 15 T % A RIZRER RS

Table 2.10: {Z7EERE AR IR N A

- “aptitude search 'aptitude_regex' ¥ RIIRAE, IS EBBMILEES BN EifA
- “aptitude show 'package_name "' 5| Ex3LMEEEAMIE A
o BT EHERK:
- 1" AT AR UL ACEk A E AAe 4R,
/" HFR ISR
- "\ &2 S LACRERIEa
'n” BT —1&
N" &5h)_E—1@

N
F & package_name #WAIFHEEBATEANEIET RILA , [RIEE ERU~" BEARIEMR FEK.

2.2.7 aptitude I[F}FRER,

aptitude % ZFEERE mutt )#A/R ERE (2 RE 1.6.2) , aptitude RESHIRFFAILECAR RIRFTINT

« IBRFEAEANR ERE , FER egrep(1). awk(1) # per 1(1) ELARHIE Unix XFTAF AR 8
FRMAFK.

o (KHERIZ type B—TBFENEREAMERIZ (depends. predepends, recommends, suggests. conflicts, replaces.,
provides),

 TEERE type {K#ERA{ZZ depends”,

$2R
¥ regex_pattern AZZFEREs | BT ST -T",

THE—LHERR.

e "~Pterm” =="~Dprovides:term”
e "~Cterm” =="~Dconflicts: term”
o Teee~W term”=="(--|term)”

FRBEAE mutt MIRREE | B4 mutt KERRIFRRRARGEA.2 R EREFM™/usr/share/doc/aptitude/REAL
FF{“SEARCHING, LIMITING, AND EXPRESSIONS”,




Debian 2%

53 /247

PRI ROPLE R A A IERFER

ULACR S B2 TR ~nregex_name

ULACHEA ~dregex_description

UG ~tregex_task

ULPL debtag ~Gregex_debtag

ULACAER ~mregex_maintainer

ULAECEREE AR section ~sregex_section

ULAcEk RS BRR A ~Vregex_version

U ESE ~A{trixie, forky, sid}

ULACHKIR ~0{debian, -}

ULACESEaF ~p{extra, important,optional, required, standard}
U TSE IR D) ~E

LR ERER ISR ~V

ULACHTERBS B ~N

ULACAFBITHOENE ~a{instaltl, upgrade, downgrade, remove, purge, hold, keep}
ULACE & A<iS ~1

LS A RBRETREER (BFK

AR ) M
AR A BRRCRERES (B2 | ., .,
BB a) -
RO R B a TR e =y
e EE ST =
TRECBR , CER BRI 9
T L A e %) b
“TCRCAEEE type KA ke “BEype

ULEC pattern EXFS B type KFEFEZ

~D[type:]pattern

ULAC pattern EREEBIEIER) type KIARIZ

~DB[type: ]pattern

ULACIKFEDR pattern BASEMH type KFEH
LGyl

~R[type:]pattern

DLACAGERL pattern EXEERAEIBH type &
RIS A

~RB[ type: ]pattern

ILACH © B RS BT AR IS

~R~1

%Hd‘/ﬁ’ﬁ WHE CRRRIEBATHRRNRE

I~R~1

LA EC T REEEIRBESERREN
LNy

~R~i|~Rrecommends:~i

ILAC pattern BIRIRA 2 ZHEXIEE

~S filter pattern

LECHARIER (H)

~T

ALECEREE (R)

~F

Table 2.11: aptitude 1F3iFRiER
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lennymizlsﬂq aptitude(8) # , FHIRAENGEL , Flan“?broken”, I T EFEARF T AR EH AT ENEIE
;th}b RETHET WRARR T HRET SR —BERRERRILTT, FoRmAEES B A%

2.2.8 aptitude fRI{KFAERRIR

MREBEEFL0 - HEIF - HEIA - EERIPKRBEEZR EITHERERE , AIfE aptitude FIEEZE—(EESELE
REEHH Depends "FIRF R IEFE L ,“Recommends : "I R )k @mﬁr%ﬁiﬁii 7E£ aptitude T , 5%t
HEI RN AENB T RN BB,

aptitude 54 EH B BRI ITARURE M AT LUEIR apt SESEFH apt -mark(8) TESHEE.

229 #HigEEEIHE
R A E B E R B E AR L A EBN RS,

/var/Tlog/dpkg. log dpkg RS BIEENHE
/var/log/apt/term. log B APT ZENH:E
/var/log/aptitude aptitude ¥4 7EEIHE

Table 2.12: #&ISAIEBNHEER

EEL, RERELAZ LREESHERANER. BHENAEZRE 939,

2.3 aptitude 1E{EEE{I

T2 aptitude(8) KHRIEEEHAI.

2.3.1 EBEBRHEIEE
YRATARE aptitude EEMEIE T AP MEILaMATE 2IBER FTHFIREN , REARIT RSN,

2.3.2 BIBIERFEAXLEERIEBA MBS IHTiE R
THRFESYIE T EBIERFEA LA E A BRI LB,

$ aptitude search '~n(pam|nss).*ldap'
p libnss-1ldap - NSS module for using LDAP as a naming service
p libpam-ldap - Pluggable Authentication Module allowing LDAP interfaces

EREAAEASHERNRIEBATBRAE.

2.3.3 {FRIERFRIEAXILADSE

1B FRFEEEasR PER"T AR , ERFEN~dipve” Af IR ILACE SR | ¥ B B tRRE
i
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2.3.4 TEMBFECDMIREIER

EREBIR TR CRMREGEBRRIERAAEIER.
BEUTHESHIAER.

# aptitude search '~c'

WMREHER I B B EE WM |, BT TS,

# aptitude purge '~c'

AR REAR R AR B ENME A P AR M TARRL R AT 1.

1 PR aMet (A1 IRRUM A ERILEK ~c” |, EHELARHEEE , than , " BIRMERNBETREC . IE™E
LAk BB AT ATETR BRI B [ BiUR.

ELETABSEM ARENA RN, EiiRdE TRREBRELEENRA S8R, KErER="RKEEH
A HERRER S BRUE SR M.

EFERATAES R BB AN 2 HNTER.

2.3.5 FAREENFEIRTEARRE
TSRS AN A B TR R Rk E (FEEFIE aptitude #BEEBIRR T 1%).

1. A root LE EMEHHIT aptitude,

2. Aru” 15 R AR ASIER |, U IE AR TR A THRNB B BLIBIT IR |, " 154 ARFEEE AR
"g" TESBITETA A FHR RIS B LABITIHR .

3. ?f"F“I;L,%IE%)\‘*iPRﬂ | ~Rrecommends : ~1 )" FKRFIFAEBRHUR , 1T W EREREE KIKES A
BERE.

4. FTFU, A \“~prequired |~pimportant |~pstandard | ~E"ZK[R&|E L MAERETR , IR T m" i B itk
A MREER ATFEIRE,

5 j’ff; AW\~ !~ IRGER B BMNEER | 7B TREREA HE T RS ERNEEE , BT -8E
PIF% % .

BTV, WA ~1HREERIS BTN , 2B RIEE LT m st aiFc AT EIR .
BE aptitude,

F root fE & HIT apt-get -s autoremove|less” 54 , KIRRAPLELEVEFCHTEN.
HEEEMEXTER aptitude 230 , A M5 C TR B ER IS AL,

10. Fi root ff EEH#ITapt-get -s autoremove|less” EEIESKETHENBFEARESEETH
FEBRNEEE A,

11. A root {FAEHIT apt -get autoremove|less” 154K BEM KA B HENEKISA.

© ©® N o

ERFIREBIT Tasks” £, BUTm" 1542 —ERNIRE , BRMER TP XERR BEMHRENER L
.
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2.3.6 Z£HKAGFHER

)i

ERBHBEIFBITHRAR , MEAIEM TEATRKANE , Debian 2RI FHRK , (BRIRIEE BZE EAIFNT
RFHNARR, ST RMEXBHREZNKIE RS I DURSRIRFREaNTREalE. 54 EHEB
BT, ROERZEHRN AR T B NES , YIEEBIIRLMAER (IR1RE 10.2). ‘B HERRTERNS EHEHR S
Sh—{ERRENE , REIRFIBHTHAR.

RAT OB B % RS RN BE Z FEm T B TARATE I T IR IE T AR L E TR , AEBIT apt update;

apt dist-upgrade” 454,

1 trixie-fEA-stable BEHEE T, # stable 74k % testing (¥ unstable , fRIEZ A forky” 8% sid”
BRI RAEEEM trixie” ;"I , 2% 2.1.5,

EE L, AR -SREARAZBHRE , RUEER - LR , TEEHRKEANKEHEE, ARz ENE
A, (REATRERZIRIA. EFRARITR , AR ER stable BERIFK stable , fRATURTR Release
Notes AEZIRRIEMAIDEREM , IR RERIRD KA.

HFEIEREEZR] , IRRCER AR stable BEHGERELEM testing , E#IRE Release Notes AJPAEZ
R, #E8I—1E stable EHPAE , stable BIThRIBHEREHK testing BThRZ M ZE R 0] BE1SHE KR
MAF ISR RIS FMRNESE.

gigﬂ?&?ﬁ%ﬂ‘]ﬂ%ﬁ , IRIEZEEEANIRAE | ERHRLIEZIEER S RP R RN ERRBARIB RS M ERE
BRSNS TAR A",

HHEERS THEERMFAECER).

& bootloader 7 HIRFR , FIBEZH TS| R EMBEMNHENE.

FRBMAK LNERE.

A script(l) ResFHARRIBAE.

F“unmarkauto”354 KR B /RABE e iL 4 , FlaN"aptitude unmarkauto vim” E{ETE4 BRI
vim 15 {EERAER)

7. ATHORBEZ MRS RANER  BEZEEROBERENKIEANKE | 612 , BEEmREIEEGRE
8,

8. B[4 /etc/apt/preferences” f5% ({=F apt-pinning).

@ a0 & 0w NP

9. AE—SHMF4R : oldstable - stable - testing - unstable.

10. FHR IRFIFRAESR | FHIERFREREREHIT aptitude update” 4.

11. ARNTEIRIA |, B2 5 core packages , fliN“aptitude install perl”,
12. $fT"apt-get -s dist-upgrade” JE&HKFHEFHARIE MR E.

13. &P IT apt-get dist-upgrade” 54

Sy
TE

£ stable EAFRMEHE , BB F A Debian TR ZRNEAEHK.,



https://www.debian.org/releases/stable/releasenotes
https://www.debian.org/releases/stable/releasenotes
https://www.debian.org/releases/stable/releasenotes
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( ) E
TESCHT“S4TFM#8 , GCC, Linux Kernel, initrd-tools, Glibc, Perl, APT tool chain &% |, 5 —LEFiA R4k
SEFHRNEETEEIE,

( ) EE
BITARAWA—EEHEA TR, WRFBRTRKERE , T—XRFARTREERA"... FHREKNERSE
ax.. TERE K.

B unstable [RAKBE A , w17E 2.4.3,

2.4 SIS EIRERE

241 FELI|F RS IEEE B ETEIRE

TwFE T —EHENEESEEERRE , ELIREHT aptitude BRESMEEEKFTHHITIRE.

7
R —EXEZEENERE, RUETEA —LHESHEERLELW. A, £ /8 dpkg -L
libglib2.0-0:amd64"K% |4 amd64 ZE#EM) 1ibglib2.0-0 HEAKRNA.

*E

RAETE B e INOME AR e aE e T A (Hlan“dpkg -i ---"Fl“debi --) , BEMAEBEEIETEN
WA AR, dpkg IFESFIIRIA"- - force-alUMMAMKIRIE (2R dpkg(1)) REMRESF. RARTE
IR E MRS RANME AT MR RAERE R,

RIS T %3,

« FIARNARRARCA T RTESEFRELL root BT,

« RAREAERFENN aptitude (B2RE 1.6.2) , HENKISBEERIESERRMUI shell glob MERTIT
(BRE 1.5.6).

« apt-file(l) A apt-file JigEsRMt , W HFEESLHITapt-file update’,
« configure-debian(8) B configure-debian k&R , BT dpkg-reconfigure(8) fE41&in.
« dpkg-reconfigure(8) £/ debconf(1) fEA&in KB THRE BIE 8.,

« "apt-get build-dep”. "apt-get source” #l"apt-cache showsrc” 454 FE JR3|FKRP1EIE"deb-src” &
H.

« dget(l) . debuild(1) 1 debi(1) &% devscripts i,

- 288 2.7.13 ¥{EM"apt-get source” KIFTR (EITR) BiE.
» make-kpkg 54 EE kernel-package &%/ (28& 9.10),
- BRITEZ2RE 129



https://bugs.debian.org/1112535
https://bugs.debian.org/1112535
https://wiki.debian.org/Multiarch
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54 $RIE
COLUMNS=120 dpkg -1 v
package name_pattern FI B RS AT RARERRE
dpkg -L package_name Hr—ECZRERRENRE
dpkg -L package_name | egrep _ "
'/usr/share/man/man.*/ . +" PIH—EEREREL man FHE
dpkg -S file_name_pattern FIELEREZ N E R RRER
apt-file search " " A
File name pattern FIE SR E ILACHE 2 ek IS
apt-file list 7S
package name_pattern SRR ER LA BMAS
dpkg-reconfigure package_name E RIS
iy o gdure ~plo BB R TR E R
configure-debian UEBEEFENERE s
dpkg --audit AT RIS BT AR
dpkg --configure -a FRCAT B BR Y K I= B RS
e e SR — (A I BT R, ST

apt-cache madison package_name

B B e ] PO R SR P,

apt-cache showsrc
binary_package_name

RER—{E U HIEGe B RIaiSEe B A

ﬁ

apt-get build-dep package_name TR BRI EENEE

aptitude build-dep package_name | TEIEEHEAMEERERIE

apt-get source package_name (RIEEREERE) T BJRIAE

dget URL for dsc file (REERERRE) THRIRGEEGE
dpkg-source -x KRB IEEES (F.orig.tar.gz’M

package_name_version-debian.revig

ionogbdan.tar.gz’/"* .diff.gz") PiEEFEREE

debuild binary

RAHR ISR T R EE

make-kpkg kernel_image

Rz ORISR T R E —ER OERE A

make-kpkg --initrd kernel_image

BT initramfs R DRERESETIBE — i DR

dpkg -1
package_name_version-debian.revis

BRI BB R

apt install
/path/to/package_filename.deb

RR—EAAMKIERZIASRT , R, Bl Et TR

debi
package_name_version-debian.revig

BRI

dpkg --get-selections '*'
>selection. txt

f#fF dpkg 4 B HER S BIRIERRE AN

dpkg --set-selections
<selection.txt

{£ dpkg ;R T AL A RIFRGE

echo package_name hold | dpkg fEH dpkg B—EEIEERNEEFEREREA hold (FHE
--set-selections jA"aptitude hold < E% >
Table 2.13: S fEEkid A EIRIR/E
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242 EGRTipEiEarER

48 debsums EEEAH) , AE{FF debsums(1) 54 18i8”/var/1ib/dpkg/info/* .md5sums” ¥ =¥ MD5sum
B, BB R EMIEE. 2R 8 10.3.55%#%F MD5sum Z2/EfTIERE.

E
KA MD5sum E¥IERJREHZ AEZEEY , debsums(l) AT T EFEHAAIR. EETAEAMRESEIEEERKAE
Hfs i ER AR AR B IR AN,

2.4.3 TEREREEBME

e 2 (65 FE F AR (5 M Debian 4G testing (% unstable) [RA , FATEFHIARKIG, SR EERGE
RS EBREOBILERIE.

THREILA apt-1list bugs TUEALER AL EIBRERE bugs , EIRIB APT RGETFHRE , © &€ BE#E Debian
BTS #HEE bug,

L apt- listchanges 888 , #E{EH APT R TFHRRFE @ 1ENEWS . Debian 2 EEHHE.

244 #E=ETIEEITTER
BT HRIEE Debian 48 https://packages.debian.org/ S8 BERILMAIRER EMBERN % , BRIMKEREE
E{EGTE.

grep-dctrl(l) . grep-status(l) ¥l grep-available(l) 54 #FKiEF AH Debian #iaizHiER & NTE
fTHEE.

“‘dpkg -S file_name_patternBESHARXEBSAEZERNEROLT , HILEKNATEEH dpkg Tk, B
BB 2R ENTE SRR R,

ANRIRFEH dpkg TTEREITEEMNIES | (REEE/var/lib/dpkg/info/"B# TFHITgrep -e regex_patter
4, BEEFERERIEAIESENRETAN TP SRR R MNER.

MRORABIE L E RS AR , (RIEZER apt-rdepends(8) .

2.5 Debian LA NEREE

FRIRPIR LY Debian #IEAEIRNNE LIERIE, 1B EZAEMEBRBEI AR — Lo s ARIE.
25.1 RERETER

FE B TIRNTTE RHE R EBATEAE Debian L& ub“dist/codename” N , #la0“http://deb.debian.org/debian/”
FERERAETT IR R BIE R KZE. HPH 6 mERMNITER.

AT BOERRE  ERENERETD , BLTERMEFEARET NENER.

2.5.2 TJH/E‘Release’iER R EHEM

EFTIN
TAJZ‘ReleasetE X IR %: % secure APT A4 FEFIEFESR.



https://packages.debian.org/
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BE i E e

Release BITIRETEJE RBRERAMTEE S

Release.gpg BEITHRTAE ﬁR;ﬂ%}’%age BENGZEER  ERERE

Contents-architecture FITRTEJE FIL AR T AR AN ERREE

Release BEEBTIREE/EBHENIE | BiEmaEH apt_preferences(5) i
P HA

Packages E{Eﬁégiﬁﬁlgﬁl_ﬁmﬂ%% 4% debian/control 5 #AHM4D

Sources %L%&ﬁﬁﬁ/lnﬁuﬁi/ﬁ?ﬁﬁéﬂém 457 debian/control %15 EAEA

Table 2.14: Debian t§RETERHAR

#5E Debian ¥ 3 ERABILEIE — BBk ‘Re lease’tE3 |, Flan“http://deb.debian.org/debian/dists/unstabl
AT,

Origin: Debian

Label: Debian

Suite: unstable

Codename: sid

Date: Sat, 14 May 2011 08:20:50 UTC

Valid-Until: Sat, 21 May 2011 08:20:50 UTC

Architectures: alpha amd64 armel hppa hurd-i386 1386 ia64 kfreebsd-amd64 kfreebsd-i386 mips <«

mipsel powerpc s390 sparc

Components: main contrib non-free

Description: Debian x.y Unstable - Not Released

MD5Sum:
bdc8fa4b3f5e4a715ddod56d176fc789 18876880 Contents-alpha.gz
9469a03c94b85e010d116aeeab9614cO 19441880 Contents-amd64.gz
3d68e206d7faa3aded660dc0996054fe 19203165 Contents-armel.gz

7E
fEE 2.1.5 4 , {REEFAEEIRIKME R suite” F1"codename” H)&EE, “3¢1ThR "4 FA &K [RBF5% & "suite” F"codename”. fiif
HHERERMNGEE area” £ , @#3#£"Components” .

JEfEtE3Release” e EM , £HNY secure apt NEERHERERTE , 7€ apt - secure(8) FEITHIA,

s INEEZBIERRelease. gpg” EHTAEIRZEIER Re lease” FMEEH] Debian HERE/AME .
« /\BAM Debian fERE/NGREMEIB L debian-archive-keyring Eiim K LiEE A,

+ secure APT Z# B ENERE FEMTAEIEZR Re lease” T EME., MEEEBFEAE| T "Release. gpg” HER A
LHEY) Debian FERE/NS.

* fiF"Packages” #M"Sources” tERHITTEME HTETAE Re lease” FE3 42K MD5sum ERESTE . FTAERESEIESR
MM "Packages” #1"Sources” t&X¥EM MD5sum EXRERE. 2 K debsums(1) FI85 2.4.2.

« FMEZAEEILATE MDSsum EiHFEE /) CPU , (/] MDSsum {ERESRE G —E#e R , ERAMERE KR
ETAJEMRelease” 18R , EREARM B emMER , ATLEIFMAE (B RE 10.3).

MR IRIRIGEFFRIFEE 7 "signed-by” BIH , ©THMIAE Re lease” IERFEMEMEIEEMAIRKEE. BHEE

83k A 5B IE Debian FERERFFA.



https://wiki.debian.org/SecureApt
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ET VN
NEREA apt -key(8) 4 KEIE APT &4,

B, Rees(EF gpg FLERE Release” TEEM | {F"Release. gpg” #EERF1E ftp-master.debian.org 43
] Debian FERE/\8.,

2.5.3 tEX[EER ‘Release’tEx

SN
EREER‘ReleasetERIGF{E apt_preferences(5) f3RAI,

FRAEJEIR K" Re lease” 1R , HET S B2 IRFIFRPIEE , A THhttp://deb.debian.org/debian/dists/u
Z"http://deb.debian.org/debian/dists/sid/main/binary-amd64/Release”,

Archive: unstable
Origin: Debian
Label: Debian
Component: main
Architecture: amd64

( ) EE
HiA"Archive:” Z§) , &%I4%8 ("stable”, "testing”, "unstable”, ---) F§jA Debian archive , M{X
8% ("trusty”, "xenial”, "artful”, ---) i Ubuntu archive,

HWENTERE, bk experimental # trixie-backports, EfiBEEREEELASHETRE  EERAT
EBAMNRTT , BlANfE"http://deb.debian.org/debian/dists/experimental/main/binary-amd64/Release”
HEA LT EESME—1T.

Archive: experimental
Origin: Debian

Label: Debian
NotAutomatic: yes
Component: main
Architecture: amd64

S TEMEERERA NotAutomatic: yes”, TEERHK Pin-Priority {2 500, M i4A "NotAutomatic: yes”
HUSIRFEERE, TEER M Pin-Priority {2 1 (2R apt_preferences(5) #&f 2.7.7).

254 EEARKECKITER

E{F A APT T AR, 20 aptitude, apt-get, synaptic, apt-file, auto-apt , FKMEEE FHHE S Debian
EEEEMERENNAMER, EEXAMBERAOERT, ME RINKEEEEM distribution, area,
architecture fELFE —=. (BRE 2.1.5).

* "/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_Release”

* "/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_Release.gpg”

» "/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_area_binary-architecture_Pac



https://ftp-master.debian.org
http://deb.debian.org/debian/
http://archive.ubuntu.com/ubuntu/
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e "/var/lib/apt/lists/deb.debian.org_debian_dists_distribution_area_source_Sources”

e "/var/cache/apt/apt-file/deb.debian.org_debian_dists_distribution_Contents-architecture.g
(apt-file)

B 4 FEERNER A MK APT oS HZH , WHTE@ “apt-get update’z“‘aptitude update’#Edy
LI EITEN. MRERIIRPEHEN deb™sT , RSB ER S EITEH. WRE RIRFEHEN
“deb-src™{T , R RIARE &R BRI & EITEH.

"Packages” #"Sources” T ERHER B EH ‘Filename "z , Fem T MBI FSAERNME. BRT, B
LeEr 38 B AL — A poo L/” BERET , EAKTT ABCE S AR AR AR {55%0 .

RISE TTERNAEIAR UER aptitude KETEEAKIES ., FFIRESTES grep-detr1(1) AJRURS &
BEA AN FRUAHS" ST E RN A BRI AR

"Contents-architecture” TTEKRINAHILR |, ot apt -file update” B , B EMNET 4 BERR. 2
H apt-file(l). (auto-apt fJ"Contents-architecture.gz’ t&X A Bt EFERARNAE. )

2.5.5 APT HEIZEMRE

BT RIGEFITTER , lenny ZERAPT TRESCEAMELENRIMELENHFE/var/1ib/apt/extended_st
&+, APT & REMFER BEIR M TEEREE.

2.5.6 aptitude FHEXEEAIARE

BT BRSNS | aptitude S5 E S EAREEME MG/ var /1ib/aptitude/pkgstates’
o B R AEY aptitude (.

2.5.7 EREHNEHEBENAHMEIA
FTEIEIR APT ¥ St e S B AL BB (1215 /var /cache/apt/archives™® , HEICMHIEHk.

aptitude WIS EMREUIE R EIRKERE , BEFMFE"Options” —~ "Preferences” TFGE , WA NEBREMREE ,
"Actions” FfJ'Clean package cache” zk’Clean obsolete files” KHITiHHIEIE,

2.5.8 Debian B BIELTE

Debian SIS AERBHIE B TBAEHE.

asmAl 1 HFBAE
—EFEREE, (JFFE deb) package-name_upstream-version-debian.revision_architec
‘A = = — \; [_,,El,g . . . . .
(Fgl;\ﬁdjgﬁ)n) installer (1T {u/ H#HE R package-name_upstream-version-debian.revision_architec
FIRHEEAE R (LFIRIaS) package-name_upstream-version-debian.revision.orig.tar
1.0 [RIGAEEFE4 (Debian %5&) package-name_upstream-version-debian.revision.diff.gz
: = LTl i
% ?Dégi::rt lajtzé;ﬁT BILR) RIS package-name_upstream-version-debian.revision.debian. t:
- RIGTREREE R (GREH) package-name_upstream-version-debian.revision.dsc

Table 2.15; Debian Er32 G & FB45HE
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AREILIF ATRKFT (ERIFRRR) FIEIARE
package-name [a-z0-9][-a-z0-9.+]+ hE
epoch: [0-9]+: Bp:
upstream-version [-a-zZA-Z0-9.+: ]+ JREE
debian.revision [a-zA-Z0-9.+~]+ E

Table 2.16: Debian #8614 FE~H&—E T MERRFIT

2N
EEENR T ERNFRGREER. EZRNAHSE dpkg-source(l).

E
RO LB dpkg(l) IREMTES T EREEM IR A, #/20., "dpkg --compare-versions 7.0 gt 7.~prel ;
echo $?".

*

debian-installer (d-i) £/ udeb {EAE K _EMHKRIBEANRIES , TMIFLIEK deb, —{E udeb HIZEREK deb
REIGBPZIEE T —ERBERNS (B4 |, RMEETHRR IR REREAERKWEK. deb # udeb #iE
AEHEMERRIGBLERE. URRMN.

2.5.9 dpkg1E4S

dpkg(1) & Debian s EEEPRKEN TR, BIFFERK , WA/IVMER.
ERE L & package_name’(EESENF , dpkg BB TIIRIEFREE.
1. f#40 deb £ (¥R ar -x)
2. {# debconf(l) B\iT‘package_name.preinst”
3. MEIEARERART (FER tar -X)
4. {3 debconf(1) BT package_name.postinst”
debconf ZALIRMHEHEE 118N #1 LION (F 8) HIBMIEEMW(FRELE.

“status”tER ML FIAN dpkg(l). “dselect update’fl“apt-get -u dselect-upgrade”%T B FF.
HFYREEFE4 grep-detr(1) IfA¥E “status”M“available’ T AR AL EIAS,

R
fedebian T ReARIRIE T, udpkg 154 FTABARL udeb #ESE , udpkg 1542 dpkg T5LH—EXSERRA.

2.5.10 update-alternatives 54

Debian A#i{f A update-alternatives(l) ;EFEABITUAZ TEMLTRZBEENEN. FI20 , NRFAFRE
T vim 0 nvi #&EEE , RETRAE vi 5B EFEHAT vim,



https://www.debian.org/devel/debian-installer/
https://www.debian.org/devel/debian-installer/
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[ES N
/var/1ib/dpkg/info/package_name.copffsAEdE3E. (FRABTEHHN)
/var/1ib/dpkg/info/package_name. 1@'&@%?@?%5‘]@?’5@?%@5%%
/var/1ib/dpkg/info/package_name . mBRHMEIZ A% e FFE 2 () MD5 Mo 8
/var/1ib/dpkg/info/package_name . rEiB <o 2 BloITHRIER L Al 6 S5
/var/1ib/dpkg/info/package_name . joBBEmBE = 2 Z O THIEX 1L B TE i
/var/1ib/dpkg/info/package_name . jrivi EEI& 2 BIH THIE B Bie >0
/var/1ib/dpkg/info/package_name . oBGEMmSIE Z ZBITHRETEBTESTH
/var/1ib/dpkg/info/package_name.doffitglebcont A& e T ATESTE
/var/1ib/dpkg/alternatives/packadeupdaee -alternatives FESFERHRNEREN

Qlolololol 3~ 0

/var/1ib/dpkg/available FrASRE BRI o] FTEER
/var/1ib/dpkg/diversions dpkg(l) FFAREEZENEAN , F dpkg-divert(8) ;X E

45? BE - ]
/var/1lib/dpkg/statoverride Sé)kg(l){iﬂ%ﬂ*]if* RARERZHAN | 6 dpkg-statoverride(s)
/var/1ib/dpkg/status R RS
/var/1ib/dpkg/status-old “var/1ib/dpkg/status’fe=E—RKER
/var/backups/dpkg.status* F_REH , DAk var/1ib/dpkg/status™tEx £ ERNER

Table 2.17: dpkg B HEEER

$ 1s -1 $(type -p vi)
lrwxrwxrwx 1 root root 20 2007-03-24 19:05 /usr/bin/vi -> /etc/alternatives/vi
$ sudo update-alternatives --display vi

$ sudo update-alternatives --config vi

Selection Command
1 /usr/bin/vim
*+ 2 /usr/bin/nvi

Enter to keep the default[*], or type selection number: 1

Debian EIZ AL /etc/alternatives/” B4R 1E I8 R B 4L AT E IR E B IFFEFF{E " /var/1lib/dpkg/alter
B R mAAE FERE SR,

2.5.11 dpkg-statoverride 54

RE—EZAEEN , B dpkg-statoverride(8) Fa1R M) IRREMS R , BEFF dpkg(l) ¥ HERERARNEE
ﬁntF—HEE*] BFi%, MREAT"--update” BIA , WHERFAE , MZERSWLAIE AN EEMEN,

EE
@ i%%;gg\ﬁﬁﬁ chmod & chown 154 EER E AR AERNBEESTH# , HEETRKEBEAR
B, % .

ZISA"EIHZ{EH%T#:E BEE EHWATAR dpkg FTRIBRIHTIERAGYIS , BEEE , REF.
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2.5.12 dpkg-divert 5%

dpkg-divert(8) fES 1R HANIER RS , FIAME dpkg(l) BERAREIHIARNE , MERKIWBHNE.
dpkg-divert BIEEAMERESNS, MERARREEBEREMEIES.

2.6 RIBBRARETRE

EPIT MR AMEERASR , A ETE B2 BRI SERNHIS B EIRETIRRNIEE.

3} =z
=

THEHR—LFEARRSNERK. FEHEERETES !

2.6.1 FAARENEREMR

R—ERE GUI BRXAEERHW LFRATHREZSISIEE , REZRRERENAMEEER (REEILN) iE
%‘iﬂ‘]oﬁﬁn%EE%EEE‘]@EFH%&E%T%??%E , MEEEERMGETEE. (ER—EITEN bug WHITAEER
SWRE.)

ATIKETERE | RIEZASIRAE B A AR RERE SR A B HTRNE) GUI 72X, RA]REBRRIEERAABERN A UEZ &K
EHRECER. AIEPMEKIRT.)

2.6.2 #HitEERIREREER

RS S RMRERSEER | AEFIE AATIRMOSEER |, Eban APT () "GPG error: ... invalid: BADSIG ...",

{RIEFZ BB sudo rm -rf /var/lib/apt/* "MIERFAEHRIRKER , AEEHER.(ANRERT apt-cacher-ng,
{RIBFEHIT sudo rm -rf /var/cache/apt-cacher-ng/* ”,)

2.6.3 {£H dpkg F5SEITRUR

dpkg BIFF KENEREATE , CREiR AEIKERIFIIT,
REBAPIBRER foo MESBIRIRT , FRWBE.

{RA] ATEER RS BREX B $% :“/var/cache/apt/archives/ " EIEH foo BESBHE bug IRA. (FNRIXAEF,
PRI AR AEZRE https:/snapshot.debian.org/ FTFEE , St A EIGARIRINEERKZRPERITE. )

WMRIRBEFARBN AL , RATUBIB FIFES K LEE.
# dpkg -i /path/to/foo_old version_arch.deb

REAFMREEE , TERERARRRRIEE , YW EREMMARBM , 7R EA dpkg - -ignore-depends”*- -1
AMHERIERBAURE, WRFEBMT , K BIRWVERES B EKERR. ELMEHS R dpkg(8).

)
MRFHARRERIRT , REZE AR TRERD —ET2MMT (BRE 102) IEITREHHRE. B
R D HBMRBIFIHE.

N
MRIFERIRRBN | RATMERE SN APT AR EERS , MERE 2.7.10 PHEHAOAE.



https://bugs.debian.org/1003865
https://snapshot.debian.org/
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2.6.4 FRKBIEEMRERM

WMRAREB sudo dpkg -i ..." BHTE—(ELKEGRAL , MARREMKERTEERES , EEKESIISE
BRI TRK.
PRIEEREMAKENERIEE , EREHA sudo dpkg -i ..."KBEBFEA :

# apt --fix-broken install

RiE , ERATIGSRKRE BN R,

# dpkg --configure -a

2.6.5 AAMEHERNAERIES

MRS BEIE AL , TLalR aptitude(8) Bk apt-get(1), EREMEAKE , EHIRMARERE , F€E8AX
TR, BRE 2.1.7).

RS AR ENER  IERRBHEERAR T A—BWERERER , (BRE 2.7.6) , HELIRAEHMNEIE LK
BN ﬁu%‘(‘tﬂiﬁ*ﬁﬂ#fw M, RBIB aptitude(8) 3 apt-get (1) Tik#kiea |, dpkg(l) TEHEILAHME
B HEE R AT FRREESET | AR BB B AR,

TE
@ ERAE=AHRREOEEHRERNAGAR , RAHIEBER root Al EBTAHEZ E S SISEME RN AL
TS, dpkg(1) L RBILMBERNEZTA.

ATASEIE IBMIFRER S AT BRNERIEH |, old-package , KARRIERESE RN HERE
$ sudo dpkg -P old-package

2.6.6 BRIBRNHISEIESIS

AL ARSI — BT SN R EIFER | IR ASIIFERMN SRR IR BRSAEE AR 2K EMNIT
7, WEBMARENBIEA. E—ARESET MRS ST HHEERE , 2RI AT T REMRr e
B, RIEELHE , HELEHEERT.

¥t package_name MR BEEITESMEMIE | RIEZMRIR T IIRERS 15405,
« "/var/lib/dpkg/info/package_name.preinst”

« "/var/lib/dpkg/info/package_name.postinst”

» "/var/lib/dpkg/info/package_name.prerm”

» "/var/lib/dpkg/info/package_name.postrm’

EATIIRKZAIE , B root AmiBHRIRINERIS BITE S8,
« FEATEFIE AT A L $ARAT

o FEHEEITIITENIE | | true” ] AstbIE1SEALTh
Ri& , ERATIGSKEE BN ikt s

# dpkg --configure -a
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2.6.7 WKEWEEEZESR

WR“/var/lib/dpkg/status’HAEERRLIREER | Debian RS RRBREARZFENUY ZRNEELE. S
{ijA“/var/1lib/dpkg/status-old”’sl“/var/backups/dpkg.status.*"EHK“/var/1ib/dpkg/status’tg

e

#8"/var/backups/"NE—EEERHENERZ —EIFEE , RAEEBHEE THZERNARER.

WABREMIEE , RERHDRREBENE, IMELERY/var//FHRAEER , (RKERTRAR“/usr/share/doc/”
B $% K 1B — L &K S| BREI TN RS,

EFRERN (RE) AR,
# mkdir -p /path/to/old/system

YEE R HIEE /path/to/old/system/”,

cd /path/to/old/system/usr/share/doc
ls -1 >~/1s1.txt

cd /usr/share/doc

1ls -1 >>~/1sl.txt

cd

sort lsil.txt | uniq | less

H HOH K HH

REFAATUMRIBHISBEAWIETRET . (TREEF— LIRS aRTE , flin texmf”,)

2.7 HISEERTT

EREW , £ trixie BHE  EEEEHRIESIREIF , (FRETARIE/etc/apt/sources. list” #3&kIR,

271 _H{EHEEKENHK?

{&%&“/var/1ib/dpkg/available”#1“/usr/share/doc/package_name/changelog” ¥ 48 & i & 18
HT R KIEEEENEEE SR E—MEN—LER , BRIEONER LEEKEARY., devscripts &g+
B who-uploads(1) AJRA:# 5! Debian JR# S BN ER _LEH.

2.7.2 [R%) APT I THIAR

ANRARABIRS) APT BT #SERZ 800Kib/sec (=100KiB/sec) , {RIEZE T HEABKE APT WHFARZH.
APT: :Acquire::http::Dl-Limit "800";

2.7.3 BHEITEMALRKES

apt i AABET K cronFELSHE /etc/cron.daily/apt”, EXEBA T F kLA, 7T %% unattended-upgrades
LA KGR IE (ETE RS |, [FE Rt B BT HRE L E,. ATRUBIB /etc/apt/apt . conf . d/02backup’fl“/etc/apt/apt.
BB ETEES , MHEIRAAAIA“/usr/share/doc/unattended-upgrades/README 1,

unattended-upgrades ®ESAIF R stable RAEMNLLEH. WREBFALIRE stable REAIER/ N
AREFRAERZLETBENT2IRR , REZEEERBEEN , FAiisI BT,

APT: :Periodic: :Update-Package-Lists "1";

APT: :Periodic: :Download-Upgradeable-Packages "1";

APT: :Periodic::Unattended-Upgrade "1";
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MRMFBITHIE testing 3k unstable R4 , RIEZASREFAEHEN , RACBECEEXXIBERS. BE
IFAEARA) testing 3k unstable 15T , #ROJAEKEABIR BT FEE 2 A S B E B AR MR , HALES &
mr.

APT: :Periodic: :Update-Package-Lists "1";
APT: :Periodic: :Download-Upgradeable-Packages "1";
APT: :Periodic::Unattended-Upgrade "0";

2.7.4 FHHFMM@EIE

stable-updates ("trixie-updates”, £ trixie-fE#-stable FE ) #1 backports.debian.org fEEERH T
stable hRERIEEEH.

AT RERELERE , {REEM"/etc/apt/sources. list” FEREB A T HRKERES R,

deb http://deb.debian.org/debian/ trixie main non-free-firmware contrib non-free

deb http://security.debian.org/debian-security trixie-security main non-free-firmware <
contrib non-free

deb http://deb.debian.org/debian/ trixie-updates main non-free-firmware contrib non-free

deb http://deb.debian.org/debian/ trixie-backports main non-free-firmware contrib non-free

WARFEL"/etc/apt/preferences” {ERFPRAERE Pin-Priority {H. EFAE R , TARABCRME T FEEN

BH GERE 2.5.3).

s B RENESEAZTIIER trixie-updates IR EFREFE LM,

« REHR trixie-backports FEXREFFELTRMERE LA @EIR trixie-backports &R EFRE|FiEkiE
4,

E{RAEELY trixie-backports #EREFFEMRIE—ER I package - name” HIERIE K HAK I BHIHE | /RIEZ
EREREREZRIIN—E -t 28,

$ sudo apt-get install -t trixie-backports package-name

( ) &
ARE1# backports.debian.org fERERE KL HILE, TREME REEAKMEER., BRBRARTZEEH
2.1.11,

2.7.5 SNEERBEBIERE

o=
=B

g\,%%?dvl} , SNERER RS B FEER AR IR AL root ZF R AR, 1RIEE RE AN IEEERE. BRAR
2B 2.1.11,

REES{E RS APT (¥ Debian A KSMIRIEEEERE , KEMAR FIIR , YIEENEEESRK
N'/etc/apt/trusted.gpg.d/” B$%, 2R sources.list(5). apt-secure(8) #1 apt-key(8).



https://wiki.debian.org/StableUpdates
https://backports.debian.org
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2.7.6 MEM apt-pinning RIE & SR EERIER

HE
@ WRIBREREREST T EREQEALY Debian BEARITIRFIXIEN , IRT BAXIERERERSIRAEES A
46, B30 stable f security updates 1 stable-updates,

EEAE—EST , ERAEIRA testing KGR , IRIEAATE unstable EEINAHN LA AARA.

FRlFSE " /etc/apt/sources. list” #83% , {F2FERE—K unstable” #EIThREIE,
. ¥\fT"aptitude update” 54

KB RIE"/etc/apt/sources. list” #X |, {F2F5M testing KL,

1.
2
3. YT aptitude install package-name” 154 .
4.
5. $ifT"aptitude update” 34

FREBAFIAE , FAREEEN/etc/apt/preferences” HEX , i AREEIE( apt-pinning, {BEEFIENA
EAEE RRXEM),

=

EERRESERIRNER , A& Debian S EHEREIEZ MKAAY , FTAMRNABC EMABSMIERE.
WMRMIE HF AR | AR TRESIRR. (RUARAFINELARERT BRI E K. EREERAH
ERBERT2WRNERME , RUASEMREERE.

RA RIS E T BB BN — BRI T,

» FTERBIKIE (Architecture: all) RZIEREIRIGH.
- SO SRR ER
- WRERMIALE | ARRAEEE AR T
« ZHAHIBEE (non"Architecture: all’) B GTIMRSIN , BHRERERN.
- FREIRAMMANE (25E Libc")
- B2 BRI A AR
- Ha> ABI ORI
- C++ ABI IRAREHE

%Tﬁﬁ)\%ﬁ@ﬂ‘]kzﬁz SEMRR , —LRENFERN " EAHREAA TSR TRNFEELE, REREZ
RE ABI RS MREEE.

)
FRIEA T SRR S BORRBS A , 3F Debian HEEERE _EAHKBEES E—ERNEE. RHEEANEGH
FERAIYRE BT Debian RFEMBNLZERHAERAR. (BRE 2.1.11),



https://www.debian.org/security/
https://wiki.debian.org/StableUpdates
https://zh.wikipedia.org/wiki/應用二進位接口
https://zh.wikipedia.org/wiki/應用二進位接口
https://zh.wikipedia.org/wiki/應用二進位接口
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2.7.7 £/ apt-pinning FEEIRRA

B
HF A apt-pinning 45 ERERILBANIE, (RUSBREREERE  RERERES,

18" /etc/apt/preferences” t45€ , APT A#(EAIRATF B R BEZFZHN T BRAER REBRE., ERBEN
TRRE , 12 APT RERHBNERA L. IBEAXEEREES , WAEK /etc/apt/preferences” #53 ,
Rt , —SEREEWIEAEBFEMIFENEREE , WATCA NotAutomatic , I HIEE RIE,

EFZIN
FRANF S p b8 R B AT AR BS 5% |, I F2nF , "dpkg - -compare-versions verl.1 gt verl.1~1; echo
$?" (&R dpkg(2)).

MRLCERREFAEREPREHRILE (B R 2.7.6), (FRATLUEBE"/etc/apt/preferences” #5R HEHF
BARRARZEERAREREEEDRAUNEERE (20 apt_preferences(5) FF/R) KB ENLIE LR FERIRIE,
IE #7854 apt-pinning,

E{£f apt-pinning @y &8 , HA Debian A &HAREGEZ HARME | FTAMRLABCHEHARM. apt-pinning
ETEIEMRE , RUAEREXERE.

TR EER K Release 15X (2 RE 2.5.3) (A8 apt_preferences(5) K Al. 74 Debian & Ft% % E # Debian &
£FERE | apt-pinning R 1E"suite” & T LE. (E25F0 Ubuntu #5=ER[E).) 6N , #R1E"/etc/apt/preferences”
FEREM , TRMEMAPin: release a=unstable” , {BRAEFA"Pin: release a=sid".

E £ A3E Debian (ISR E(E A apt-pinning —E S | (RIEZIRECMIMAEMATSE. 6120 , Ubuntu F1 Debian
ERREIRAE—HH,

%
EDERALL/ete/apt /preferences” fE , 7 apt-pinning &ML T | IROLATLLEFTAREIEREN AL
T (BRE 2.6.3F8 2.7.6).

T 2RI apt-pinning BATHIEHLREA.

B S EIRTE"/etc/apt/sources. list” f#EREMHER , APT A4 0] BNk iS AIRFEEERE Pin-Priority &
RAH , (EATHRERES BREERA. 2R —EERIS A Pin-Priority K74 1000, EERAIRS 2R 88 T4k , BAPAT &
I aEfEARTNEE (2 RE 2.7.11).

SG{EEEE A Pin-Priority {E27E"/etc/apt/preferences” #ERF ) Pin-Priority” 168 &k & £ & A B NTAR
fH.

Pin-Priority apt-pinning HEEBHKTE

1001 TRZEeE , FERE —EERTEENTES

990 REB R ThRIE R ERTARR (R

500 RER RERENTERE

100 FA7A NotAutomatic 1 ButAutomaticUpgrades & X E R TER{E
100 ARERRuER

1 FA7% NotAutomatic 5 &= TR

-1 RIERIHER , RN T E RS

Table 2.18: Fii% apt-pinning FATHHETFEER] Pin-Priority {H%13%.

EHEIRAERATE | SRR SFHRIARRE | HI40: "apt-get install -t testing some-package’



http://deb.debian.org/debian/dists/
http://security.debian.org/debian-security/dists/
http://security.debian.org/debian-security/dists/
https://www.ubuntu.com/
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NotAutomatic 1 ButAutomaticUpgrades [R5 2 s r{7HE%§J:T*§JEi&EQ Release £ R KK E , (B RE
2.5.3) , FEFEE"NotAutomatic: yes” fl"ButAutomaticUpgrades: yes”. M NotAutomatic #fﬁjmﬁa#’f
{7 fR =5 _EAIIE R B K Release fERKERE , (ERBE " NotAutomatic: yes”.

KBRS ERIRNEIEEA apt-pinning 15 FTUE@ apt -cache policy package” 548N

 "Package pin:” BHSERITT , FId TERIEBARAM pin , 20R package FEIR pin 248 XE &, 120, "Package
pin: 0.190".

s /RB"Package pin:” RITFETE , ARIRE package MEIHKTE =
« £ package #EAf Pin-Priority {ESI#EFTERAF R AIE |, bbin , 70.181 700"
« 0" BINVEFBMATRHAE , WRIRE package HEAKIEZR. 40, 0.181 0.

« t4RE (f£"/etc/apt/preferences” fEREA Package: *” {E) i Pin-Priority {8 , FIEFTBHERERISHZE
1% , 640 , "100 http://deb.debian.org/debian/ trixie-backports/main Packages”.

2.7.8 [HILEREHNHIEARNRE

i
#

=l
#FH apt-pinning f 4 HEEEEMRLEARMFE, RO RERSEEN  RIFEES

MRAABT S| AR BEAEE | RNARI"/etc/apt/preferences” R BRI T FURMAMKER IR HMTE
ERAAMES L 15 LR RS .

Package: package-1

Pin: version *

Pin-Priority: -1

Package: package-2

Pin: version *
Pin-Priority: -1

2.7.9 {FHA%A unstable B2 AHK testing hRA

L
#FF apt-pinning 45 E S E MR KR, RNCARRERERBEN , FRIEHETEE

T E—ERIH apt-pinning AT F , EFEA testing MR , IR unstable S R4 E BB FTH_E iR A<k
AENEE R, REZIRINT FI/RNTE /etc/apt/sources. list” #RFIIE A FTERERE,

deb http://deb.debian.org/debian/ testing main contrib non-free
deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://security.debian.org/debian-security testing-security main contrib

RN FTRIIERE /etc/apt/preferences” {8,

Package: *
Pin: release a=unstable
Pin-Priority: 100
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EREENFAR TR unstable #HE Ed kK package-name” B RE KRB AR , (RBITHAE"-t" EIE
(unstable 4 Pin-Priority {652 990) K BRI TIRNTES

$ sudo apt-get install -t unstable package-name

EWFRBCT , B\fT apt-get update”F1"apt-get dist-upgrade’(@i& aptitude safe-upgrade’fl"aptitude
full-upgrade”) 64, €1 testing IEREFHE IR testing EREREMFIEEI HR unstable tERE
FHRABLEAE unstable FERET R iNEGE A,

*E
@ INGRELEBI/etc/apt/sources. list” R testing” HERE, NRERPEH testing” |
APT R &FEAEMHMM unstable FEEEFREIEA,

R

KEEeE ERIRER , EL:HEis/etc/apt/sources. list” #§E P unstable” #ERECs%. EHATH
A BRI /etc/apt/sources. list” HERFP IR L ECERM & A FHRAEIE HESR RIBFHLE L T ALEtE unstable 1%
RESRZHENEIEMER unstable FHR.

EF N

0 R’/etc/apt/preferences” #% F &’Pin-Priority: 17 # { T’Pin-Priority:100”, BJ
{§"/etc/apt/sources. list” #5E P "testing” iR ¥ MIf& T , Pin-Priority {524 100 2 &Kk iE
HAE€EB unstable tEREFR.

RIRFHE B BNIRAE unstable EELAFTKINEREE , MARRKSABERYIANWERIA -t unstable” , fRIAERE
3"/etc/apt/preferences” R , WAEZFERTARNE T HEMAZIEMIKSIH FrA AL LA,

Package: package-1
Pin: release a=unstable
Pin-Priority: 700

Package: package-2
Pin: release a=unstable
Pin-Priority: 700

T EASERENERSERLE Pin-Priority B, #5120 , A7 {FHA&ZHK unstable MBEICAR"Debian Reference” ,
fE:Z1E"/etc/apt/preferences” 8RB AUTIEE.

Package: debian-reference-en
Pin: release a=unstable
Pin-Priority: 700

Package: debian-reference-common
Pin: release a=unstable
Pin-Priority: 700

He/N
B{&¢7fE AfKE stable tE3R[E , apt-pinning BATMNA R B WM. RIBKAATIALES , 1t unstable ERERK
R HE—ERREM.
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2.7.10 {FFH%H experimental E#EfIH unstable fR4A<

s
#

=l
HF M apt-pinning 4B EGE ML ANHIE, ROABRSERSERNA , FIEFEET

52 apt-pinning K5 —ERG , ;ZZRBIEEMFER unstable J7 , BEET experimental Jg, FZFEATBR%E
= L EHNEIEE. FE/BETE/etc/apt/sources. list” #ERPRFIFRNT:
deb http://deb.debian.org/debian/ unstable main contrib non-free

deb http://deb.debian.org/debian/ experimental main contrib non-free
deb http://security.debian.org/ testing-security main contrib

B4 experimentali2 IEEE) (NotAutomatic) iR (2 R EN 2.5.3) , HFALKM Pin-Priority (¥R E 2 1 (<<100)

. WAREEL/etc/apt/preferences” tERFERAE Pin-Priority {8 , REEFEE experimental J& , RIHREE
ETREHR B EF AR R E S Rea.

2.7.11 &R

ESH:_

%ﬁ?ﬁﬁ apt-pinning & 45 € GEMLBRNEE, ROARSEREERA , FIEEES

A=

(&4 1E Debian 385t LA E AR . (EESERIWREBRETFTEMN—HHLTIE, BEILRIEEER

g[&g&f% El]m‘%:;;lf/ﬁ B, HREZEARSG , REEEREBREREBENTBEEEZEN jﬂi@ﬁﬁﬁ“i
RIE—1E ES

PRETRUBIB IR HHR B R AL PSR ER R ERERE (2R 2.7.7) , RMERBNARKE. THE—EHE
A%, AU Z TR “dpkg -1 broken- package_old-version.deb”?‘aé\ (BRE 2.6.3),

1#J"/etc/apt/sources. List"HEEF G N HEABREM unstable 1T,

deb http://deb.debian.org/debian/ sid main contrib non-free

EATERATERE , RMBAER testing,

deb http://deb.debian.org/debian/ forky main contrib non-free

AT HRINERE /etc/apt/preferences” XK.

Package: *
Pin: release a=testing
Pin-Priority: 1010

#HiT apt-get update; apt-get dist-upgrade’{FE{EZRLGHREEEEIAHIIER
EZERRIE , Bl&/etc/apt/preferences” E{EEARKIESR.

LN
BER—EFHIE, B (REERK ) ERESMKIEE , KBMKHEE, RUEREFEBMRMRE— L
BRERGIER. FEFFREE Linux £, AT, udev, PAM, APT AR MBI BE B LK EFIAERER

£
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2.7.12 equivs {5

ANRARGE B IaREARE T —EFE A Debian KIS , RIFHE MR —EEIEAZAM Debian #IEE (*.deb) Y

FRFLNIERE.

N RRIBIBN BB — AR T REE /usr/local”, {REJBEERF M equivs fEARE LB RKIME HREK

LGRS

Package: equivs

Priority: optional
Section: admin

Description: Circumventing Debian package dependencies

This package provides a tool to create trivial Debian packages.
Typically these packages contain only dependency information, but they
can also include normal installed files like other packages do.

One use for this is to create a metapackage: a package whose sole
purpose is to declare dependencies and conflicts on other packages so
that these will be automatically installed, upgraded, or removed.

Another use is to circumvent dependency checking: by letting dpkg
think a particular package name and version is installed when it
isn't, you can work around bugs in other packages' dependencies.
(Please do still file such bugs, though.)

2.7.13 #ZIE—{EEIEEBE stable A%t

Sy =z
==

HRARESR , FEARTEEMRIEBREEATIE , MARTERIMFLEHE,

HREDTHRI stable A% , ERRBEAAEDITIRIETENHSE —EXREORTHNERE, EVIBRLRAKE

FZERAEHIEEAER.
1£ stable &¥i“/etc/apt/sources. list fERPHIETINEE .
deb-src http://deb.debian.org/debian unstable main contrib non-free

T R A BT B E RS ALY T HIRERE R,

apt-get update

apt-get dist-upgrade

apt-get install fakeroot devscripts build-essential
apt-get build-dep foo

apt-get source foo

cd foo*

@ e H HHHR

IRBEMEBA , T backport (LA EH —LT AMIKIE, , 120 dpkg F1 debhelper,
BUT FHIES.
$ dch -i

EHRIEBARA , FA04E"debian/change log i i—1@"+bp1”
BT HBKEETREAT N EMRERRSRT.

$ debuild
$cd ..
# debi foo*.changes
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27.14 FI APT I{UR{AIARE

R %005 248 Debian {5 RENFEEIREFGMNEKIAR , EFEETZ LAN LNASE |, 2 APT $1E—E43
IR EEIFEE. APT AJRUEBFRECHKEAIEA web (http) RIFEARSS , FI20 squid (2 RE 6.5) , A&
£ 8 apt.conf(5) #1“/usr/share/doc/apt/examples/configure-index.gz”, IRIFEE“Shttp_proxy &
BEZ"/etc/apt/apt. confIERFREMAIRFE RS .

5 —L Debian EREMNERRETR, REZEEREMZAIRE BTS.,

) TR *N [ SH
apt-cacher o 267 | # Debian B8R EIATEE G/THRIATE (Perl 1238)
apt-cacher-ng Vi4.1,1:4.3 | 1968 | HEHREAMRINAIE (C++ AR=fE\)

Table 2.19: Debian f5RERZEHANRIET A

TE
2 Debian ESTMISEEAHEN | SHEAMAIET AAG EERRAGE ST RERE | S8
BERIPEA(ERS. 5—hT , A web (http) AIB{AMRAS B3I A EAS M EBUE,

2.7.15 EZEAREARERNF
RATE PR R A BRI E S .

- RRABEENEREIMS

- aptitude(8), dpkg(l), tasksel(8), apt(8), apt-get(8),apt-config(8), apt-secure(8), sources.list(b),
apt.conf(5), and apt_preferences(5);

- K EH apt-doc FiZEM“/usr/share/doc/apt-doc/guide. html/index.htm1"#1“/usr/share/doc/apt-doc
- kB aptitude-doc-en BEEEK“/usr/share/doc/aptitude/html/en/index.html’,

* Debian tE&XEME AEAXH :

— "Debian Policy Manual Chapter 2 - The Debian Archive” ,
- "Debian Developer’s Reference, Chapter 4 - Resources for Debian Developers 4.6 The Debian archive” ,
— "The Debian GNU/Linux FAQ, Chapter 6 - The Debian FTP archives”,

+ % Debian {§ &8} —{# Debian #2EHHE
- “Debian 4#:EEFE/E".



https://zh.wikipedia.org/wiki/Local_area_network
http://packages.debian.org/sid/apt-cacher
http://qa.debian.org/popcon-graph.php?packages=apt-cacher
http://qa.debian.org/popcon-graph.php?packages=apt-cacher
https://tracker.debian.org/pkg/apt-cacher
http://packages.debian.org/sid/apt-cacher-ng
http://qa.debian.org/popcon-graph.php?packages=apt-cacher-ng
https://tracker.debian.org/pkg/apt-cacher-ng
https://www.debian.org/doc/debian-policy/ch-archive
https://www.debian.org/doc/manuals/developers-reference/resources.html#archive
https://www.debian.org/doc/manuals/debian-faq/ftparchives
https://www.debian.org/doc/manuals/debmake-doc/
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Chapter 3

A

ERZREIE , HMEEIMEE Debian RGN ZXBMAR A NZHEN, BEERIMEIER RGO ENX
fE  EELMHEE MRS BARRER LAEER.

TR Debian ZAVIANMNEEMIA, HiA Debian RAENEIRE , BREZ2EF N4,
« Debian Linux #% U3t 2#Fi4 Debian #Z%OMEEEAKIR.

* bootup(7) M4BT £ systemd HALRENRFZ. (IR Debian)

 boot(7) M4BT £ UNIX System V Release 4 (IRZEENRFE. (BhRMA Debian)

3.1 ZENAFEMLA

TIRGH - EEHERREMERUTRNELRS (0S) DB , BEAFREMREISEIBE,
BRBRE, , PEG R REREEAGTRIRSMAT PC FEL,
PRIETBTHR R — BRI, SRS RIS T — AR

e B 3.1.1
o B 3.1.2
« &1 3.1.3
« & 3.14

B, BURETIEREWMREC, than , frim:E 7 8Ozt , BIRTBE BkIBK /R Debian ZAEMLSER. HIL , 7
AEE R BT , FRE BT ARNIER EmL.

3.1.1 SE—f&EY - UEFI

Unified Extensible Firmware Interface (UEFI) 4 — AR EH#IIEN T T T BMENIEHZSE4A UEFI REBH—E5.
E—EFTEMEIRER , MEN BN ERENIRIENE —PEEL , EMEREBECEY ENBEECERRTE , PITHENE
¥ ARG EHNERTEERATI D (BE 251 EHBAER). MEECEBEIRSHHTE NVRAM |, E8EIEFERMEXE
AU NS EE AT DHIRE R AR RIS,

EFI system partition (ESP) EFI RN EE 2 —EEBHERENEWE , 5T EHMERKEMR UEFI RE. E5TEH

BRUEIRRS , B UEFI #IBEKaNM , BT UEF ERRXMELERARROITIIREMNIER , BFEXRGMNS
BENTEX, (B2 PC R4 , HF1E MBR 2 BIOS aJARRAE.)



https://kernel-team.pages.debian.net/kernel-handbook/index.html
https://zh.wikipedia.org/wiki/Booting
https://zh.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/EFI_system_partition
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/BIOS
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3.1.2 SETFEER : S|HUMEARFF

—FEER , B UEFI R, I E8 AR ARG OIRG A initrd BRGERATIECIEREIEHS
Rigirtg , SRR RN AT RKs FHBARER

EHIH 5.x Linux B89 initrd H9&1%T£T5Eﬁﬂ:x% initramfs (]

318 AR E RRENRFEHISE
PHIMET XA T, initrd BRUE BARFER

Debian RGEH £/ Linux B OMERTRRRRIZ .

48 RAM iR ARS) MR,

BHL S EHNEAMCERIAFE,

it wTE | oh e | IPTIRE g

grub-efi-amdé4 1:440 142 | %4E SE;’IB WJ:;%??FE%&?W
grub-pc V-7, 15536 | 479 | %4 HCERUB 2 M:;ﬁzf\ﬁﬂgiff?ﬁw
grml-rescueboot | V:0.1,1:1.2 | 36 | N/A %R&ﬁr% 2 ?églaﬁf%fgfféﬂ%i@f Linux
syslinux Vi3, 131 | 325 | %iE Isolinux gﬁigg‘)%m FEEFR#. 3FCD
syslinux V:3, 1:31 325 | X& Syslinux gggﬁ%&%ﬁl? FARH (FAT)
loadlin 1o o 87 | % Loadiin g%&ﬁm FreeDOS 3 MSDOS /%
mbr V03,132 |47 | RXiE el ‘g%%%ﬁg%?g“"m GEESA

7% UEFI R4 , GRUB2 B4 ESP N HIAE

menuentry 'Debian GNU/Linux'
load_video
insmod gzio
insmod part_gpt
insmod ext2

Table 3.1: 5|2 MEFFLFF3R

-

, {§F"/boot/efi/EFI/debian/grub.cfg”#£H search.fs_uuid
TEE I UUID KAEE GRUB2 EERLERESR"/boot/grub/grub. cfg” FTfERIHIKE.

GRUB2 EHEICERRNBIRTNBLIS

search --no-floppy --fs-uuid --set=root fe3eldb5-6454-46d6-al4c-071208ebe4bl

echo
linux

ro quiet
echo

}

'Loading Linux 5.10.0-6-amd64 ...
/boot/vmlinuz-5.10.0-6-amd64 root=UUID=fe3eldb5-6454-46d6-al14c-071208ebedbl «+

'Loading initial ramdisk ...
initrd /boot/initrd.img-5.10.0-6-amd64

HHIMEERS ) /boot/grub/grub.cfg , EEEEKENERNT.

#£ Debian &% ,

”/boot/grub/grub.cfg” EHTHER GRUB #4324 (40 : grub-efi-amd64) £

B, NERER

FEHEBYEERE, EEER /etc/grub.d/” F1"/etc/default/grub” KL BHAEEREE. ALE GRUB KL
BER , BH NVRAM SR B ENRENE Debian :

# dpkg-reconfigure grub-efi-amdé64



https://zh.wikipedia.org/wiki/Boot_loader
https://zh.wikipedia.org/wiki/Initrd
https://wiki.debian.org/initramfs
http://packages.debian.org/sid/grub-efi-amd64
http://qa.debian.org/popcon-graph.php?packages=grub-efi-amd64
https://tracker.debian.org/pkg/grub-efi-amd64
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-pc
http://qa.debian.org/popcon-graph.php?packages=grub-pc
https://tracker.debian.org/pkg/grub-pc
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-rescue-pc
http://qa.debian.org/popcon-graph.php?packages=grub-rescue-pc
http://qa.debian.org/popcon-graph.php?packages=grub-rescue-pc
https://tracker.debian.org/pkg/grub-rescue-pc
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grml-rescueboot
http://qa.debian.org/popcon-graph.php?packages=grml-rescueboot
https://tracker.debian.org/pkg/grml-rescueboot
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
https://github.com/grml/grml-rescueboot
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
https://tracker.debian.org/pkg/syslinux
https://zh.wikipedia.org/wiki/SYSLINUX
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon-graph.php?packages=syslinux
https://tracker.debian.org/pkg/syslinux
https://zh.wikipedia.org/wiki/SYSLINUX
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/loadlin
http://qa.debian.org/popcon-graph.php?packages=loadlin
http://qa.debian.org/popcon-graph.php?packages=loadlin
https://tracker.debian.org/pkg/loadlin
https://zh.wikipedia.org/wiki/Loadlin
http://packages.debian.org/sid/mbr
http://qa.debian.org/popcon-graph.php?packages=mbr
https://tracker.debian.org/pkg/mbr
https://www.chiark.greenend.org.uk/~neilt/
https://www.chiark.greenend.org.uk/~neilt/
https://zh.wikipedia.org/wiki/Master_boot_record
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ARAE =l
GRUB2 fEZHE N\ gzio, part_gpt, ext2
sz N 3 UUID=fe3el1db5-6454-46d6-al4c-071208ebe4bl F55E
DR ERERAERIER AP RERE /boot/vmlinuz-5.10.0-6-amd64
N "root=UUID=fe3eldb5-6454-46d6-al4c-071208ebedbl
1% AEIZ O RAENS | 81 ro quiet’
initrd B ERERER AL FHERE /boot/initrd.img-5.10.0-6-amd64

Table 3.2: /boot/grub/grub.cfg {5E _ FEHMEBKRE S

R
BEiBMIk&"/etc/default/grub” ¥2M GRUB_CMDLINE_LINUX_DEFAULT [ quiet {8 , {REEFARERAZ/ OCRRENH

T4
FIUY=N=] L'

EFZIN
BB R ME]"/boot /grub/” FIEAN GRUB &,

£ B8“info grub”, grub-install(8). grub-mkconfig(8),

3.1.3 E=FE& : 4R Debian &%

#AR Debian RAEREZENRFENE=FEEL , BSPEMBREFED). ERECERTETRARROMBERAR. EE
EENMAZ — (B ] E PR

E
“X{R Debian A% R EEBAINMRE , AREAEFHASENRAENE=FEIER. ERASES B initrd 3%
initramfs A%, sCIEEPIEAKARSAE Debian TEFEFHER.

/init FEXRACIERTHIRER ARG L BITHS — BN, EERENAEAETMIC OGN | WITIEFEAE T
—PEER. XK Debian A&AEINTETE S| EIRFLZ BUATIEA OAEAR S DU B EARER RS |, 5| ERBEEMEIE,
o 1N initramfs 2 initramfs-tools &3 , BI"/init” F2xX,2—1@ shell 54 15F2x..

- BB ORI break=1init” FEENBE , RA] AFRNSE 2 EENRFZLUESS root shell, BZHRIEAFEE R
/init“iiA, JEfE shell BIRE RS , FRATEBERIFHAGEMIFNZIE.

- B4R Debian RGP AL RAGIB , BEZH—EHER busybox(1) K GNU TRR 4,
* 20R initramfs & dracut 37 , AI"/init” & —E " AH) systemd F2x,
~ #{R Debian R4 AT AH4 R —ERMIBN systemd(l) R,

RS
=

BEE—EREORERAS LR, £/ mount 154 FERM -n RIA,



https://zh.wikipedia.org/wiki/Initrd
https://www.debian.org/devel/debian-installer/
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3.1.4 SEPUFEER : F R Debian &%t

% ¥ Debian A%t REENRAZISE PUFEEL , FRRKVR Debian ZRALRNEN, MR Debian R OIEMIRIR FAEDIT.
RER ARG HEIRYIR IR RE L,

init R B ARLPITHE—EFRF (PID=1) , EXBHEKERFUTHEESIERE. nit ZFHFERKEE
/usr/sbin/init®, (B[EBM&OVEENSEEH , FlAN"init=/path/to/init_program”,

7£ Debian 8 jessie (2015 G ) hRAE |, "/usr/sbin/init” B—{@Z)"/1ib/systemd/systemd” HIFFEELL,

He/N

REVASF B RN init 35S MER ps --pid 1 - PR,

LN AT NN L
systemd V:909, 1:1979 | 10798 | EMREHHZIEN XM init(8) EA1THE (AIB1X sysvinit)
cloud-init V:351:6.2 | 3231 | EEHFIRERVIIELEAS
systemd-sysv V:898, 1:980 | 67 systemd ERRAMRE sysvinit BF M EFAFRELS
1n1t-system—helpe(/:sgo4, 1:986 | 133 7£ sysvinit # systemd ZEE{TEHRMPEHTA
initscripts V:18, 1:68 203 R YIRA L ABIPA R AR R
sysvinit-core V:3.4,1:4.0 | 369 X8 System V) init(8) TH
Sysv-rc V335, 1:73 91 ¥d System V EFTARAHE ST
sysvinit-utils Y17()2()% 106 %8 System VIIERALA (startpar(8), bootlogd(8), - )
Isb-base V:248,1:359 | 12 Linux FZZ7E57 &0 3.2 kRS init fIATHEE
insserv V40, 1:72 132 FIA LSB init.d BIAGGEME AL ZEN PR T H
kexec-tools V12,1555 | 320 AR kexec(8) =R (Ehik®)) B kexec TH
systemd—bootchart?:/(:)(.)éZGZ, 131 T e
mingetty V:0.1,1:125 | 36 EAESEHIRER getty(8)

V:0.14 s = .
mgetty VOSb a5 | s getty(8) B

Table 3.3: Debian A& EEN T AYIEK

i

BRARENRAZNMERMBFTEN , 552 R Debian 2 : BENRAZMNEE.

3.2 ESHERS

oo =
= H

ERA—ERSHERAGNERLT , FEIIT AN BREAREN AR EEEH.

JESHIE ARRESRTPTOIT A SIS | bhan

« I EEEFHBRNRETRB AR
« BRRENS BRI TR



https://zh.wikipedia.org/wiki/Init
http://packages.debian.org/sid/systemd
http://qa.debian.org/popcon-graph.php?packages=systemd
https://tracker.debian.org/pkg/systemd
http://packages.debian.org/sid/cloud-init
http://qa.debian.org/popcon-graph.php?packages=cloud-init
https://tracker.debian.org/pkg/cloud-init
http://packages.debian.org/sid/systemd-sysv
http://qa.debian.org/popcon-graph.php?packages=systemd-sysv
https://tracker.debian.org/pkg/systemd-sysv
http://packages.debian.org/sid/init-system-helpers
http://qa.debian.org/popcon-graph.php?packages=init-system-helpers
https://tracker.debian.org/pkg/init-system-helpers
http://packages.debian.org/sid/initscripts
http://qa.debian.org/popcon-graph.php?packages=initscripts
https://tracker.debian.org/pkg/initscripts
http://packages.debian.org/sid/sysvinit-core
http://qa.debian.org/popcon-graph.php?packages=sysvinit-core
https://tracker.debian.org/pkg/sysvinit-core
http://packages.debian.org/sid/sysv-rc
http://qa.debian.org/popcon-graph.php?packages=sysv-rc
https://tracker.debian.org/pkg/sysv-rc
http://packages.debian.org/sid/sysvinit-utils
http://qa.debian.org/popcon-graph.php?packages=sysvinit-utils
http://qa.debian.org/popcon-graph.php?packages=sysvinit-utils
https://tracker.debian.org/pkg/sysvinit-utils
http://packages.debian.org/sid/lsb-base
http://qa.debian.org/popcon-graph.php?packages=lsb-base
https://tracker.debian.org/pkg/lsb-base
https://zh.wikipedia.org/wiki/Linux_Standard_Base
http://packages.debian.org/sid/insserv
http://qa.debian.org/popcon-graph.php?packages=insserv
https://tracker.debian.org/pkg/insserv
http://packages.debian.org/sid/kexec-tools
http://qa.debian.org/popcon-graph.php?packages=kexec-tools
https://tracker.debian.org/pkg/kexec-tools
http://packages.debian.org/sid/systemd-bootchart
http://qa.debian.org/popcon-graph.php?packages=systemd-bootchart
http://qa.debian.org/popcon-graph.php?packages=systemd-bootchart
https://tracker.debian.org/pkg/systemd-bootchart
http://packages.debian.org/sid/mingetty
http://qa.debian.org/popcon-graph.php?packages=mingetty
https://tracker.debian.org/pkg/mingetty
http://packages.debian.org/sid/mgetty
http://qa.debian.org/popcon-graph.php?packages=mgetty
http://qa.debian.org/popcon-graph.php?packages=mgetty
https://tracker.debian.org/pkg/mgetty
https://wiki.debian.org/BootProcessSpeedup
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L TR T T

HAY) , —ERRFIERAGR—E 1ISO MEMERRM , YR —EBEFENE , bbin

* USB tREGRCIERSER BB RED 9.7.2
- CD/DVD %{#fEAH 9.7.7

T, FTERZINEGITFA U BMERRHE , (B2 CD 5k DVD HAESARIFHIE.

N
PRATPUR TR EE—LE UEFI NVRAM SR MENME R BBV TN H ERMEE S| BEHR.

3.2.1 USB _t# GRUB UEFI JEEIE R %

"USB _L#] GRUB UEFI JESRUE R4 A , FIRASZ IR , GRUB UEFI JESRUE R4 AR B piaESNRREN.
158" USB L GRUB UEFI JESRUE A4t £ 45§ Super Grub2 Disk ISO MBS B NE U 8 KZEEHE,
EREHCHEERGSRENEERIERIBNIGS |, TJRUSHKBE -

 HXE) GRUB UEF| [E2RUEAS , BERIRCREMNTREIRL.
1t GRUB EHEpENE LR EM Debian R4%.

o 1£ Linux root shell I£/R%% :
# dpkg-reconfigure grub-efi-amd64

)z
A RREN GRUB ESHUE 1ISO Mg AESEIA FEM info grub-mkrescue” RAM., BRRMHT —(Edhm SN
GRUB shell 127:%F , (B2 TR B BN IR DA IR AT BN AL

3.2.2 USB _ti Linux B ARUE R %:

“Linux B) FIESHUE R U B , BIRCRSREIR , BE5RREN Linux B RESRUE AR,

JEE"USB £ Linux B F JERRUE A4 RES0 BB T Sei§— (@7 Debian f{ Linux BPA ISO MREBAEI—@ U &
RAERLF, ERE—LIER Linux B LR KTF.

* Debian B AR5

« Kali Linux B} IR

e Grml B Linux

EEE—L Linux B AESEEARNERLR

« BEARREHCERAGST RASZIRRN| SEHERE

- BYE) Linux B) FARUE A%k,
- HEEIXRRENK Debian A& LA root R ALK N ENEE]/mnt”,



https://zh.wikipedia.org/wiki/USB_flash_drive
https://en.wikipedia.org/wiki/Compact_disc
https://zh.wikipedia.org/wiki/DVD
https://www.supergrubdisk.org/super-grub2-disk/
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/USB_flash_drive
https://www.debian.org/CD/live/
https://www.kali.org/get-kali/#kali-live
https://grml.org/
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— 7% Linux root shell 3£ /~R%F :
# chroot /mnt; dpkg-reconfigure grub-efi-amd64

* BIRIBIRA dpkg EiER

- BYEN Linux BN FRUE A%
- HEEAREFIRIE dpkg #ES M Debian R&H , B2 root IER ARG N EREE]"/mnt”,
— £ Linux root shell 32/~7% :

# dpkg --root /mnt -i /mnt/var/cache/apt/archives/dpkg_old _version_amd64.deb

* BATEE R IERRE , IERRFNAR LETHERAGIRE (BRE 96).

/A Linux BIARSH GUI (BIRERENT) BHERNZE , ATABEHE.

R
o« B REVERS |, TER—BARA(ER Linux B ASERS , B—EIFRiEE.

o RATRGGREMRIOERS |, BIANFE Linux ERIEHIEAE R A shell 327745 T A”sudo passwd user” (2 R &)
1.1.6),

o —¥ Linux BP R R DGR ETEERM” {E /2558 : "Debian Live” = "user/live”, "Kali Linux Live” = "kali/kali”

3.2.3 % GRUB EEhf¥ Linux B FESRUE R4
Linux BN FA FESRUE A&AESa1E GRUB BB B BE). £ FTEMARNIERIEE GRUB fiLE :

« ZH grml-rescueboot LA,
o HEI—EECREEEmA"/boot/grub/loopback.cfg” i Linux B 1SO k%,

- 7260 3.2.2 BEIZEIM ISO % |, £ g EmA"/boot/grub/loopback.cfg” .
o ¥ERISLE Linux RIFR 1SO B & 2" /boot/grml/” H%.

« EH GRUB EH :
# dpkg-reconfigure grub-efi-amd64

ZHEHMALEIR , GRUB B/RMRIE Linux B FFESRUE RHIRE,

3.3 Systemd

3.3.1 Systemd #)#51k,

& Debian ZRZEENE) , /usr/sbin/init FFEEAERIM /usr/1ib/systemd {EA VAR GFER (PID=1) B&) , 5%
F2FE root (UID=0) T, &K, systemd().



https://grml.org/faq/#password
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systemd ¥IAFEFERE TR ERER (2R systemd. unit(5)) RILATIREFRFF , BLETREEREREEHEAN
KRER , REZ0H0%E SysV HiBFERR ELE TR ERER N TERN—RIKEKEMA (B R systemd-system. conf(5))

TRAE HOFE F#URAE — B B0 Linux control groups , B TT/a6 4% , EMBR—ERE K systemd ER 4548 (B R

cgroups F&i 4.7.5),
REAEE TR systemd. unit(5) # R H"System Unit Search Path” EA., FEETEIRR TIHB LA -

« "/etc/systemd/system/*”: ‘IR BB HNARKETTIEER
« "/run/systemd/system/*": SITHEE TGS
* "/1ib/systemd/system/*": B{TIREIE A EIRRREMN AR ETER

AR E KRR A B B Want s=", "Requires=", "Before=", "After=", ---ZF5RHKHALE , (B R systemd.unit(5)
#2"MAPPING OF UNIT PROPERTIES TO THEIR INVERSES”), & IRIZ 6 24 €% (B R systemd. resource-contrc

RBEE TR ERENTFERENEMIELR

+ *service AR systemd IEHIFEERFER. 2R systemd.service(5).

*.device iR TE sysfs(5) #HEA udev(7) REBIRIANEE. 2K systemd.device(5).
*mount A systemd IFHIFE EHRER ARG HEZE, 2R systemd. mount(5).

*.automount #AH systemd IEHIFE BERER RSB EHHEZE. 27 systemd. automount(5).

* swap AR systemd IFHIFEEM swap FEREEE. 25K systemd. swap(5).

*.path A systemd BRI , AREREEHKITE., 2R systemd. path(5).

*.socket #1A % systemd IFHMEERNEET , ARERERTFTNIEE). 27 systemd.socket(5).
*timer A4 systemd IFHMEBFRETFES , AREREHAMER. 2R systemd. timer(5).
*slice BI% cgroups(7) KEIR, 28 systemd.slice(5).

*.scope {ff systemd KEERAN ERFERNUARIEL , FNBEHE—RINARGFEF. 257 systemd. scope(5).
*target iIEHE BT ERE N4 , TEREIMNE , RIS EE, 2R systemd. target(5).

BRI RRENRE (BD |, init) , systemd 2 & EREN/1ib/systemd/system/default. target (8% £%)"graphical. te
AR IELE ) B, — 24k target B0, (8 R, systemd. special(7)), tbin"local-fs.target” ”swap.target”
F'cryptsetup.target” @#5I A\MESHER A%, 2% , HE target BT SRBESTREBHEMBSI N, FH4M

18 , "BRERA bootup(7).

systemd I2{tAEHEBRITIBE. #£°/etc/init.d/rc[0123456S].d/[KS]name” ¥ MK SysV B HKIERENFESHE
RSN ; telinit(8) SHERRA systemd KIETTIEE K.

RS
==

FERNBITAR R 2 B 4 £EHWATRELEE) T HRIK multi-user. target”,



https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
https://zh.wikipedia.org/wiki/Cgroups
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3.3.2 Systemd E A\

E—EEHAEZEBEIB gdm3(8). sshd(8) & A\ZEI| Debian &%,/ 1ib/systemd/system --user {EAFRAERLEE
IHRFEFRE) , WHAERERERSE. 2R systemd(1).

systemd ¥IAHFEFERE TR ERER (B R systemd. unit(5)) RUATIREFRF , BLETAEERFEATEER
RER , REZHIHSE SysV BN EEE TR EEEU THEN—RIKERIHAN (2R systemd-system. conf(5))

ﬁﬁﬁ%ﬁTﬁfcﬁé systemd.unit(5) # A User Unit Search Path” F A, FEHTEIREB TIUBMHEIAST -

« "~/.config/systemd/user/*": (LR EE TIER

« "/etc/systemd/user/*" SR BRI HEREETIER

e "/run/systemd/user/*" {FREDITRETTIER

« "/lib/systemd/user/*": {ThREXIS A BIR R RBEMIE AEE TSR

ELEME 3.3.1 ARMAREHE,

34 AR

EEHIE_ ERUROZOSEER AR | AES BB RRE P RHEKFRECE .

# dmesg -n3
SERRAR AIME SERRAR BT A
0 KERN_EMERG RRATT
1 KERN_ALERT 1T AW AL RIEREX
2 KERN_CRIT fela it
3 KERN_ERR SRR BT
7 KERN_WARNING EEEA
5 KERN_NOTICE TREFENGAF
6 KERN_INFO Biflie R~
7 KERN_DEBUG debug R AR EN

Table 3.4: #/[MERR IR

3.5 ARLMNE

f£ systemd T, # /O ARG ENEE B HEEIRTE systemd-journald. service (X4 journald) KEoé% , i

1£"/var/log/journal” TR TENHIERL , BURAE"/run/log/journal/” THIEALA T () &k} 5Lk

ETJE{_L%JEHU%*# , ATRAEIA journalct 1(1) fp&AKaAME. B0 , VRATABARIE S8 — IR ERENAR I HEE | 3=kanF
7N

$ journalctl -b

1f systemd T, R#HELE rsyslogd(8) ARG RE. MRTETE , EEREENITARERS X
TN BEER (REFE systemd Z BITARR K"/ dev/ log”) ) I EE T SRR AN ASCIl Bk B B,
"/etc/default/rsyslog” fl"/etc/rsyslog.conf” BESNE E R HAEERMBREI/R, 2R rsyslogd(8) N
rsyslog.conf(5) , AU RE 9.3.2,
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RIE AR

NI EAT N — B I T
Ezimémé KRB IAR AR BRI FNAZ G 'journalctl -b --system’
ﬁgﬁ%@-ﬁﬂﬁﬁﬂﬁ%%ﬁﬁﬁﬁﬁ%ﬂ%ﬁ "journalctl -b --user”
_Fiﬁ{ﬁﬂﬂﬁ—ﬁﬁﬁﬁﬁﬂéﬂﬁ"%nit” T#%H "journalctl -b -u $unit’

R — R AR Sun it T
Bz (‘tail - R4)

"journalctl -b -u $unit -f”

Table 3.5: #1EYH] journalctl i HERSIER
3.6 R4AEH

systemd NMEERERGHIAWK , B systemct 1(1) pI2 LB AR ARG SRRk,

B4, FEFIFPHrsunit” , TARE—EETE (FR.service M . target 2AIEM) , 8F , TRZERT ,
AT LR ILECHI Z B B JT (shell RIS ERF I, 27, "[ 17, BiBFER fnmatch(3) , KILALH siECIERE+
KB ETNEARRTE).

LEIFRASRENEHS |, BEEBER sudo” K , AESSENARG SR,
"systemctl status $unit|$PID|$device” Kt ERBERAMIL (o”) KR ETTRE , EABZ—RMMIE.

« BRK e FRR—E" NIFE) B EARNIFET HIKRE.
« ALBe” IR KAUERE SHER TRRE,
© B FURTEEN . BB BT AR,

3.7 HEARLGEHR

EHERE systemd THEFERNRZEGSIIR. HEEEAIE cgroups(7) ENMAAEIK man FEE.

3.8 A4hE

3.8.1 FTH%

MOAERERGTHZ . TERENRHZ , BB systemd-hostnamed. service BB RF BN E RGN ERL |
HEWZ #F/E"/etc/hostname”, EEEREZIBEAGETIHE  MARSTHRL.

REZEHIT hostname(l) FEL T RFTENE ERTHIFR A .

3.8.2 tEXR%

AR R RGO HNRIERT AR /etc/Fstab” FERE , 2R fstab(5) fMEH 9.6.7,
MEER RRMECE R T /etc/crypttab™, 2K crypttab(s)
# RAID WECE mdadm(8) % EFE"/etc/mdadm/mdadm.conf”. £ &, mdadm.conf(5).
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BRIE AR
FE A FERE LA R "systemctl list-units --type=help”
SEECIRIEF AT A target Bt "systemctl list-units --type=target”
S ECIEREF FTE service BT "systemctl list-units --type=service”
S ECTERS R FTE device BT "systemctl list-units --type=device”
SEECIEZF ATA mount EJg "systemctl list-units --type=mount”
FEECIERSF T A socket EiT "systemctl list-sockets”
FIEECIREEF TR timer BT "systemctl list-timers”
TR@E$unit’ "systemctl start $unit”
{Z1E"$unit” "systemctl stop $unit”

e SN Y N "systemctl reload $unit”
{FIEAEREI A Sunit” "systemctl restart $unit”
TEESunit Y ELEFAEREEN "systemctl isolate $unit”
HRE] B (BE/ mAR) "systemctl isolate graphical’
BN Z{ERAEZ (mLIRR) "systemctl isolate multi-user”
EIRT] X EFRAE®SIFEL) | "systemctl isolate rescue’
msunit” FERILANE "systemctl kill $unit”
#®BESunit” R ESEEEFN "systemctl is-active S$unit”
®WESunit” REBESERKN "systemctl is-failed $unit”
®E"$unit |$PID[device” KIARE "systemctl status $unit|$PID|$device”
TEEIRSunit [$job” IEME "systemctl show $unit[$job”
CERREKRASunit” "systemctl reset-failed $unit”
FE BT B o R AARGRTE "systemctl list-dependencies --all”
FERRAERG ERETTRER "systemctl list-unit-files”
B Sunit” GBI R EAE) "systemctl enable $unit”
FASuNit” (MRET R EAS) "systemctl disable $unit”
%égigg)%nlt (WIFRE1"/dev/null” &) "systemctl unmask $unit”

” CaraTRy A W ” o

Eg)%nlt CHINE"/dev/null” BT "systemctl mask $unit”
- EENFARRA target ZRAE "systemctl get-default”
X ETEER target ZA"graphical” (BJE&#%L) | "systemctl set-default graphical”
EAN==k43 " g n (AL
%%%Z%ﬁm target &'multi-user” (< "systemctl set-default multi-user”
HE L {EIRIE &8N "systemctl show-environment”
RERIEES variable” i{EA"value” | "systemctl set-environment variable=value”
BUBIRIES E variable” BERE "systemctl unset-environment variable”
EREIP) BRI =TT
(dazmon?;ﬁimm*ﬂéi_r“&ﬁ "systemctl daemon-reload”
B "systemctl poweroff”
BAPANER AR "systemctl reboot”
BhER% "systemctl suspend”
RIKARAR "systemctl hibernate”

Table 3.6: BV systemct 1 454 FERFIR
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BRIE wme R

RN — AV SRR AT B R OB "systemd-analyze time”

S AT B E TV G LR "systemd-analyze blame”

%!Z)\ '‘Sunit” #qujﬁﬁ/ﬁljiﬁgi "systemd-analyze verify $unit”
N THFARRE

"loginctl user-status”

B BREE R S R B  TRIAEE B "loginctl session-status”
IREE cgroups HIERENBFE "systemd-cgls”
FREE cgroups HIERENIRFE "ps xawf -eo pid,user,cgroup,args”
IR cgroups FIERENBFE ZEEL"/sys/fs/cgroup/” FNH] sysfs

Table 3.7: systemd THEZERITHLIIR

s
ﬁ/)\ﬁ&@]lﬂ‘]ﬁf@e TR T FTBHER R %LAE |, "/tmp”, "/var/lock”, ¥1"/var/run” FRERRE R &35

3.8.3 XA EYLAK

HiER systemd (IR Debian £HARL , A& HIEE HMNERGETVEN © Lo A EHEF E networking. servic
IR, MEE/NmEEIAE“NetworkManager . service iz,

2RE 5 RERERKREEEMNER

3.8.4 ZEARLZAAEN

E A% FIIEAT AR "Debian Official Cloud Images” SkEAMMAIBR R R E)., HREKNRGHIE , L. EXASE. @

M. SBESIRIE. SSH &4, FAEMNAAFEMMLER , ?JLAER cloud-init A netplan. io EREEEIRHHITHAE

ggﬁiggﬁé{g%ﬂ%ﬁ BAER LG %%H%%%Eﬁﬂﬁffﬁﬂﬁﬁﬁﬂ BFEPIRHASNDER, ELeiEaER YAML &t
%_‘I:l/ E o

FLZENZ R "Cloud Computing with Debian and its descendants”, "Cloud-init documentation” #1& 5.4,

3.8.5 % sshd ARFEHMEM BT

AR | BB systemd BXEIRIBFES | 78 network. target BXENME , RS AFILIRIE (B RE 6) {EABEST
FEFERF (daemon) BB, "sshd” HAFI4h, FRIERPUE M ATRTEREN sshd” tEA—EE R UNEIF.

B, FRARTRMRBET.

$ sudo systemctl stop sshd.service
$ sudo systemctl mask sshd.service

B4 Unix IRIBHIREEETFTEA (on-demand socket activation) %t inetd (8f xinetd) B4R R HKIZME, 1
systemd T, fH[ETNBERESNIE BIE/N *.socket F1 *.service EEEEET@EB{EE&FH

sshd.socket AAREZ—HARENERT

[Unit]
Description=SSH Socket for Per-Connection Servers

[Socket]



https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Sysfs
https://cloud.debian.org/images/cloud/
https://zh.wikipedia.org/wiki/YAML
https://wiki.debian.org/Cloud/
https://cloudinit.readthedocs.io/en/latest/index.html
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ListenStream=22
Accept=yes

[Install]
wWantedBy=sockets.target

Debian {#f“/etc/libnss-1dap.conf’¥E%& libnss-ldap RECEESR.

[Unit]
Description=SSH Per-Connection Server

[Service]

ExecStart=-/usr/sbin/sshd -i
StandardInput=socket

RIEEFHHN.

$ sudo systemctl daemon-reload

3.9 udev &A%t

¢ Linux #%/(> 2.6 hRBAgA , udev R4 52t T BEMEREBIRAMOAUMS]. (B R udev(7)). AR OEIRBEARENE
BEE , udev REGME AN sysfs IERAG (B RE 1.2.12) MAMME—EERETRFF , £/ modprobe(8) 72X (2R
1 3.10) BASHEE TESKRH DRAE, B ARBRE T,

N

MMRABAAFLIER |, "/1ib/modules/kernel-version/modules.dep” 8 F ¥ depmod(8) IEH A AL , #H4A 7]
BEAE 4 udev AR AREA. BiT depmod -a” RKBEE.

"/etc/fstab” HEMBEFRA, REMHIA VT EIFEN. IREEFER VUID FEERE  KRE"/dev/sda” Z
MBS B2RE 9.6.3.

4 udev R —EIEEZUNEY) , IERHEIHET Tt |, EEERRATRINER.

e
wh

AEER R udev RAIEEMA RUN (7£ udev(7) 122) RAIDITRES | LLANGRIBNTELSME, BB —EHEE
i) systemd.service(5) f#ERUBIEFERENR. 2R E 10.2.3.2,

3.10 M MELRYIEA1L

1818 modprobe(8) F2AFMEAMIIAZ ARAR |, EIKFIRESAR (B FLFFIGRBCIEAEDITH) Linux /0. udev R4 (2
REN 3.9) BEMLEMIFIMRE B DA RIAL.

TERHEZ ISR AR A AR RERENMEAR , FEWTASLEA , IBEMTE"/etc/modules” HEE{ESH (2 R modules(s)).
« TUN/TAP #54R$Z (StEEHE ) Point-to-Point 48i& 4 & (TUN) MEE#EE Ethernet £ KABMEANIE R E (TAP),

« netfilter #4R$2 {4t netfilter [k A%BES (iptables(8), &1 5.7),

« watchdog timer ERENE4H .,



https://zh.wikipedia.org/wiki/Udev
https://zh.wikipedia.org/wiki/Sysfs
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/TUN/TAP
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Watchdog_timer
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modprobe(8) F2 X\ HI4HREHE R 24% modprobe.conf(5) MIERBAAKAE"/etc/modprobes.d/” B4%F , (AR {RAB &
REPBAFELIL SN , ZEIEEPHERRBRERIE/etc/modprobes.d/blacklist” f£342E.)

"/1ib/modules/version/modules.dep” %X H depmod(8) F2RAER, , BIEIA T modprobe(8) 2R {F FAMIAEAR
ARREME.

pad
WMRARIE BN IRAE AR SR , 303 modprobe(8) i IRAR AR A&, "depmod -a” AfARIBE
f'modules . dep” KARFIELRTHE .,

modinfo(8) F2XEA/R Linux #% (MEAR &R
Lsmod(8) R UFEHIEKRIR"/proc/modules” AR, BI/RE B DN T HPLLARAR .,

N

TREESARGHEB R IRIAE_ERORERE. 2 RED 9.5.3.

RA] ATE RUEARS RIBCRE AR A R IR BRI, 2 RED 9.5.4.
R AT R 4% DA EIMRAEA R BERSE. 2RE 9.10.
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Chapter 4

e AH I TR

BERE (31E) FRERARGE , FRETLE  BASHEREE.

A
=0

PAM IFARCSER T REG SHIEIRINARSR. 1RIVAE —EEMIFIRUE CD , SERIL— BN boot Sy EIHE,
HTKERSR  FERERCTIBRENRRIL L SR,

4.1 _ﬂﬁm Uan n,ul;,_a_

—f&E4 Unix :825H PAM  (Pluggable Authentication Modules , Bl a[ 3 \ (RESEE4H) T pam_unix(8) #E4R421t,
TR 3 EEERRNT , HANGEBFER 2.

EES ki Bk 4H Bl

/etc/passwd -rW-r--r-- root root (B ) AR E
/etc/shadow “rW-r----- root shadow | ZE£INEMERAZIREEN
/etc/group -rW-r--r-- root root ZHEN

Table 4.1: pam_unix(8) {#FK 3 EEELAREIER
“/etc/passwdBE TIINA.

userl:x:1000:1000:Userl Name, ,, :/home/userl:/bin/bash
user2:x:1001:1001:User2 Name, ,, :/home/user2:/bin/bash

20 passwd(5) FATIR | EEERTH HIRKESIAEHRNT.

« BA%

- BRERARE

« BFERRERE ID
« B4R 1D

« {FRERTESGIRERAL



https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
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- (EAERB
* ALERREAETE S HaES

“/etc/passwd 5 _IAG W AR RAFINEZNZNS, f£5| T /etc/shadow'?® ,

FALL G L SRR ALY

AR HER
(%) EERISRIRE
X IR RS TFE /etc/shadow”

Table 4.2: “/etc/passwd”sE _THKNA

“/etc/shadow B & FIIAEA.

userl:$1$XopOFYHISIFxyQwBe9b8tiyIkt2P4F/:13262:0:99999:7:::
user2:$1$vXGZLVbS$SELyErNf/aguDsm1iDehJIMS/:13261:0:99999:7: ::

20 shadow(5) FATIA , EEMERTH " HIRKESIAERNT.

« BNE

« BT (BAZAMK $1$"RARMEA MD5 I, " RNEEEN. )
RE—IREBUERSHESHE , oK) 1970 F 1 A 1 BiERMXH

* FOAFE BB IS SRR R BRbR

« EREWABYREBNREMR

o« HRRKWATMREL , EHIIRE RS S wEE

o BWREKRIEBMRRE , EMTSKE S WES

* BRATKWAFRH , R 1970 F 1 B 1 BiRMXE

“/etc/group”BE TIINE.

groupl:x:20:userl, user2

20 group(5) FATA |, BEMEETE "HIRMESIASRNT.
« AHATE

« MEENES (REWRIEFER)

- B4 ID
- FRHRRERERTESR

)i

“/etc/gshadow’&“/etc/group™2{it 7 Bl“/etc/shadow fBANKTHEE |, (B)8 BB FHh{E .
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7
#n 2R"auth optional pam_group.so” & 17 #1 3 %] T"/etc/pam.d/common-auth”, ¥ H
1£"/etc/security/group.conf” BT TERE , —EFERABNBEMLAR T AL ENRENIE, 2 R pam_ gl’OUp(S)-

7
base-passwd #EAME T —¥MEHZMLAKE 773X “/usr/share/doc/base-passwd/users-and-groups. ht

4.2 BIBWRIEAMEREE

THEHE—LEHIRFEMNERTES

ks IhEE

getent passwd user_name BIE ‘user_name”BMRIR Bl

getent shadow user_name BIEE & user_name” [EmBITRGR &l
getent group group_name B group_name HIZH E

passwd BIEMRSR 2

passwd -e AR ARITRSRRRE — I MER RS

chage B S H SEA B

Table 4.3: EIFIRSE ENHKTES

HA ) —LEThaE RBEM root (£ /. BISFERKMEZ R crypt(3).

x
EFRET PAM M NSS 1A% £ (#5120 Debian salsa #25) , AN “/etc/passwd”, “/etc/group”#l
“/etc/shadow ATAER R RHC A, LiRie SEME RN SIS FIKE R B R,

4.3 IFERE

ARG RERE—EIRIFGEM passwd(l) 1590 , RIEZEE—EFENS , ©R%H 6 2 8 A7 TR , HF
AETINRIE passwd(1) SEMEHEL ST KR —EHZEF T,

N
« BFO0E9
.« FERRISR

ESH:

EE%EPT REMTIERING, 1RSA. SOENS, EEWS, st £H. KEREREYNET. F
R, BERNTITFS (H121°12345 8 qwerty”) FEDEMERSAIRSE,



https://salsa.debian.org
https://zh.wikipedia.org/wiki/Password_strength
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N

44 EIIITH TR

TEZ LA RN NS B TR,

EIGE] TE A/ 84 IhRE
whois V22, 1:211 384 mkpasswd Ef& crypt ) EFTAERN AT
openssl V842, 1:996 | 2503 ;222 o t S SEEH%E (OpenSSL). passwd(Lss))

Table 4.4: &£ EMK TR

4.5 PAM F1 NSS

IEAA%E Unix R4 (45140 Debian &%) 244t PAM (Pluggable Authentication Modules , i A\ZEREE4H) #1 NSS

(Name Service Switch , ZFEREVIIR) MHSMSAMAKEIEE | FhMERFEAC AL, BIFMThEERT IHHE

AT %EL,

o PAM 45 FEFR#RRERML T — (B S EMREHS) , RIS R 2T B E R,

. ng, RIT —EEENEBRGEHSE) , TS CIEEEFA , @M 1s(1) M id(1) BEmEREEEREM
sH2TE,

PAM F1 NSS A& ERTFRARL—3K.

PAM #1 NSS AZHEEREREZAMT.

e TE KN | R
libpam-modules Yl%z()% 917 FATESRERRAR (HREART)
Tibpam- Ldapd V6, 1115 80 7t7F LDAP /R A EREAEAR

=X o d = &= K
libpam-systemd | V:709,1:964 | 736 | [0 Logind s AR ERERTATBAMGERAL (Pluggable
Authentication Module)

libpam-doc 1:6.5 1504 | I ARERFEELZE (html FISLFEXH)

libc6 V:930, 1:999 | 5370 GNU C & : AR 2R R RENEZEE
glibc-doc I'5.8 3858 | GNUC & : EBhER

glibc-doc-referengs , 14261 | GNU C & : 22t , A info. pdf 1 html ¥ (non-free)
libnss-mdns V:242,1:520 | 141 A fiEAT4EF% DNS & FEH NSS &40

libnss- ldapd V7, 117 131 NSS 1840 , FIiME A LDAP EA— B2 BRERN

Table 4.5: PAM #1 NSS R4 EE LA

 libpam-doc #“The Linux-PAM System Administrators’ Guide” 2 #fi% PAM FARCH N E 1.
+ glibc-doc-reference F]“System Databases and Name Service Switch" 2 fig NSS FAECREE 4.

yzs
{RETBAfE A “aptitude search 'libpam-|libnss-'""{54# 1 EZ WAL, NSS HBEH IS KE
“Network Security Service , L2 RTE", EARK‘Name Service Switch , & FERIETIR",



https://zh.wikipedia.org/wiki/Salt_(cryptography)
http://packages.debian.org/sid/whois
http://qa.debian.org/popcon-graph.php?packages=whois
https://tracker.debian.org/pkg/whois
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
https://tracker.debian.org/pkg/openssl
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/C_standard_library
http://packages.debian.org/sid/libpam-modules
http://qa.debian.org/popcon-graph.php?packages=libpam-modules
http://qa.debian.org/popcon-graph.php?packages=libpam-modules
https://tracker.debian.org/pkg/libpam-modules
http://packages.debian.org/sid/libpam-ldapd
http://qa.debian.org/popcon-graph.php?packages=libpam-ldapd
https://tracker.debian.org/pkg/libpam-ldapd
http://packages.debian.org/sid/libpam-systemd
http://qa.debian.org/popcon-graph.php?packages=libpam-systemd
https://tracker.debian.org/pkg/libpam-systemd
http://packages.debian.org/sid/libpam-doc
http://qa.debian.org/popcon-graph.php?packages=libpam-doc
https://tracker.debian.org/pkg/libpam-doc
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
https://tracker.debian.org/pkg/libc6
http://packages.debian.org/sid/glibc-doc
http://qa.debian.org/popcon-graph.php?packages=glibc-doc
https://tracker.debian.org/pkg/glibc-doc
http://packages.debian.org/sid/glibc-doc-reference
http://qa.debian.org/popcon-graph.php?packages=glibc-doc-reference
https://tracker.debian.org/pkg/glibc-doc-reference
http://packages.debian.org/sid/libnss-mdns
http://qa.debian.org/popcon-graph.php?packages=libnss-mdns
https://tracker.debian.org/pkg/libnss-mdns
http://packages.debian.org/sid/libnss-ldapd
http://qa.debian.org/popcon-graph.php?packages=libnss-ldapd
https://tracker.debian.org/pkg/libnss-ldapd
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)d
PAM 2 A SERRI I IR S A RR TR BN RER 777X,

1E systemd F, libpam-systemd B8 BH L RAREFEREREN , BIBA logind 1 systemd #ZEHI4HfERP5E
MHEREEEREIR. 25 systemd-logind(8). logind.conf(5) 1 pam_systemd(8).

4.5.1 PAM Fl1 NSS 77Ef4RBEFE SR

TEE—% PAM 1 NSS 72BN E EAARERSR .

A ES it ] l
/etc/pam.d/program_name f’aarﬁrgg_;l)’am_name FERGRE PAM GFJEC ; 270 pam(7) AN
/etc/nsswitch.conf Z2EEREEERE NSS #ifc. 2K nsswitch.conf(5)
/etc/nologin BB pam_nologin(8) FEARIRFHERE SN
/etc/securetty B8 pam_securetty(8) fEzAFRF] root Z2EX tty
/etc/security/access.conf BB pam_access(8) fE4HE% E fFER PR 1]
/etc/security/group.conf BB pam_group(8) FEAREEEZE R H AR HI
/etc/security/pam_env.conf BB pam_env(8) 1BAHRR EIRIR 2 H
Jetc/environment ggﬁf“%ﬁ readenv=1"Z2# K pam_env(8) {R4HR E RAIMIRIE
BIB&EF readenv=1 envfile=/etc/default/locale’®
fault/local enviile=/¢ , 2
/etc/default/locale B pam_env(8) AR ErE = IRIE{E (7E Debian %)
/etc/security/limits.conf B# pam_linits(8) #4HREERPRF] (ulimit, core &%)
/etc/security/time.conf BB pam_time(8) fEAREL e FFRIR ]

R systemd FIEABHGRACE (R logind.conf(5) Al
systemd-logind.service(8))

/etc/systemd/logind.conf

Table 4.6: PAM #1 NSS 72HUf{4RRE SR

FRERIBAR S 2 1E1® PAM 4840 pam_unix(8) #1 pam_cracklib(8) K EIRM. ©IaTUEIA & AW e TEAC.

N
PAM HEARTERE L P ERFTRE" . s0”,

4.5.2 WAKNEFRGEHE

RAKEF ARSI UE AEP AR E B SFIIHR (LDAP) AMRFETHE , K MEBAK SR LI

Unix F19EXE Unix &%, 82 B s FEURRNBIIREIR 2 OpenLDAP #48,

LDAP {a]fR 255 FR%E4 PAM 1 NSS ) libpam- ldapd #1 libnss- 1dapd #4404 Debian ZAGIRHIRIE SN, =

?;——%EM’FKE&}% LDAP (FRIRBFERABEMERE Y B THNERNAEEFE —FHNEN. BEEEHRE THETS
..

s RIBBPIT—ERER , FIANEILH LDAP H5RFER slapd(8) , FEILEF K LDAP fAfR=S.

« {R7E"/etc/pam.d/"BiFH ) PAM 4HREAERHE | (/8 pam_ldap. so" B TER{E ‘pam_unix. so",

« fRE“/etc/nsswitch.conf RSP H4: NSS AL , FR“1dap” B TE:R{E (‘compat’z‘file’).,

« ATERRRS , REAE Libpan-1dapd £ SLL (3K TLS) AR,



https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#logind
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://www.openldap.org/
https://zh.wikipedia.org/wiki/Transport_Layer_Security
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« 77 HEIR LDAP ErEBASHE R TTEM: | fRINVER Libpam- ldapd £/ SLL (8L TLS) iR,

o AT/ LDAP BHRE , RIEZEAMHAT nscd(8) FAREEAT LDAP EZ45R,

£ B libpam-doc g IR 3K nsswitch. conf(5).pam.conf(5). ldap.conf(5) #1“/usr/share/doc/libpam-do
RIS, BLK glibe-doc #igEAIZ#t“info libc 'Name Service Switch'’,

Kt , MR UMERREATEARRTE H—EET RN AL,

« [{ Windows A& &EF &AL,
- 1838 winbind 1 libpam_winbind #k#&azAR] Windows domain fR7.
- 2R winbindd(8) # Integrating MS Windows Networks with Samba,

« R ZRE Unix RGEEERENL.

- 818 nis EISEAFE NIS (ZHIM YP) B¢ NIS+,
- 28 The Linux NIS(YP)/NYS/NIS+ HOWTO,

4.5.3 “ZA{+F GNU su 1~31EZ wheel 48"

EREEMN Info su”iKEP Richard M. Stallman FiEt—m 2 5. A1/ : Debian RAAFERIMK suFESERT
PAM , B8 EFE“/etc/pam.d/su" AT HH ‘pam_wheel.so 1712 , BiaEFISRHIIE wheel sRH{E A su F
root 4HMIBES.

4.5.4 Ei&HERSE A

T4 libpam-crack lib #3EE/REESAAHHE FHEAR RS AN,

£—{EHEH GNOME %4 , 1§ & %&dE libpam-gnome-keyring , "/etc/pam.d/common-password” &t 3K
1% :

# here are the per-package modules (the "Primary" block)

password requisite pam_cracklib.so retry=3 minlen=8 difok=3

password [success=1 default=ignore] pam_unix.so obscure use_authtok try_first_pass <«
yescrypt

# here's the fallback if no module succeeds

password requisite pam_deny.so

# prime the stack with a positive return value if there isn't one already;

# this avoids us returning an error just because nothing sets a success code
# since the modules above will each just jump around

password required pam_permit.so

# and here are more per-package modules (the "Additional" block)

password optional pam_gnome_keyring.so

# end of pam-auth-update config

= =1
4.6 LTEE

)
EENEMA A ATERERNREEKR , BEHRE—EIFHEIA.



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Windows_domain
https://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/integrate-ms-networks.html
https://zh.wikipedia.org/wiki/Network_Information_Service
https://zh.wikipedia.org/wiki/NIS+
https://tldp.org/HOWTO/NIS-HOWTO/
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4.6.1 BEABIREELTS

HTZIMATRER EIRE , EREMMERAXFRERERE. EERIFFENAR , BIA A LNBEAER EMAE TR
78, BIERE RS, RAEMBITIELLIRFS , {# " Transport Layer Security” (TLS) BLE IIHTS, "Secure Sockets
Layer” (SSL) , BB MEREAIEEBERNNREBEBAENRE.

A EERRBL R TEHRB % B

www (http) 80 https 443
smtp (EH) 25 ssmtp (smtps) 465
ftp-data 20 ftps-data 989
ftp 21 ftps 990
telnet 23 telnets 992
imap2 143 imaps 993
pop3 110 pop3s 995
Idap 389 Idaps 636

Table 4.7: R4 MALLHREIEY R

MEIHFE CPU ], 1EAY CPU BRMBRAER , FUMRFERAXFER , EEFERRLREHRME
ES , PbanER - POP {§ A Authenticated Post Office Protocol’ (APOP) , SMTP #1 IMAP {§ Fi"Challenge-Response
Authentication Mechanism MD5” (CRAM-MDS5). ( E‘]ﬁﬁ#gﬁuﬁﬁ]_]_ﬁﬁﬁ“ﬁl@]ﬁ%i{ RAIER R PR A5 B IX TR AR , JRI
‘)ﬁ?ﬂ%ﬁ%ﬁﬁ‘]iﬁﬁﬁ 587 KA BBGH) SMTP 1R 25 EARATRUR (5 CRAM-MD5 JRE BT I , ABIE I HAkE
FE2518,)

4.6.2 %% Shell

%% Shell (SSH) T2 FE AR LAZXRHUA R LM EMERTEEEM MR LNEER, EH OpenSSH &
Fiig, ssh(1), # OpenSSH ZE=H RF2 (daemon) , sshd(8) 4H.SSH {E MIREI4FME , ATRAS POP 1 X Z 38
AR 2HIBRETEIEE | EHT AFEABERARNE RS,

BRIl AE RN T ARRREBD - EREMAE . RRAE. HREERE. BRE. ERAQMRE , T
BRERGREHBEN. 2RE 63

4.6.3 ABEAEKERSMNOT A

BI{E{REIT Secure Shell (SSH) # Point-to-point tunneling protocol (PPTP) ERRNRERTG |, EAREEE L, (DRE
HEERTERNVENEERREN. FRAGIERE (BRE 5.7), YN TANTETA—& , JURARLES.

R TR SN —
knockd V:0.7,1:1.8 | 110 LJ;E;]CF:(‘ZT)"‘”OCk BETHART (daemon) knockd(l) A% i
failzban Vi96, 1107 | 2191 | BT ME EREshagi 1P

Libpan-shield | /0% 105 | IEENRER A E BESNE

Table 4.8: 12 ftEasM R 2 AN T AR

4.6.4 root BHEL S

APEIEAFIER root FFRIHEAFERIRAIMS | R RAL T EHHRIE.



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
https://www.openssh.org/
https://www.openssh.org/
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Point-to-point_tunneling_protocol
http://packages.debian.org/sid/knockd
http://qa.debian.org/popcon-graph.php?packages=knockd
https://tracker.debian.org/pkg/knockd
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
https://tracker.debian.org/pkg/fail2ban
http://packages.debian.org/sid/libpam-shield
http://qa.debian.org/popcon-graph.php?packages=libpam-shield
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Bl R R ERNYIESIR (HDD/SSD/ ...)
* §{F UEFI/ BIOS B[R LA FTHS BN RREN

* # GRUB HEhX &35 &%

* $H{E GRUB # ¥ | 25 I 4548

WMRAWBESH ARG ERE |, RITRUER THNDSER , B EKES S,

1. ARG FREEE|—ETURRTE UEFI/BIOS it USB RAENKIERK.

2. FRESHENERBAR (B2RE 3.2.2).,

3. FERTIUHEARNEIE.

4. HREEAR BB/ etc/passwd” #E5 |, 1F root IRSHIGEREZRAT,

#38 grub-rescue-pc , BMEMBEINHRENWEN , 2R B4 GRUB REKE (BRE 3.1.2) WFAI# , £
RS |, (R N ERSEREMGEE,

1. FAOSEEEN ARG R MBR—LLEN | bansk , "root=/dev/sda6 rw init=/bin/sh".
2. 4wiE"/etc/passwd” #ER , {F root IRSFIEBHNE_RAS.

FHH root shell IRFE AT ARBREAFELT .

)

—B X AHEH root shell FZEGFAIHE | tAESATFEREM A , W] AESR ARG LB RS, o, T UER

ghnZfi %ﬁ%}t:ﬁrailéi%ikﬁéﬁﬁﬁiﬁMﬁ@lﬂﬂ(btiﬁﬁﬁ’ﬁ FRENENS (BRE 9.5.11). HMMNED , AT URAH
ERREITILE.

755 LRI |, (EHRER_EREKIEMIRT REM-M dm-crypt M initramfs (B R 9.9) M root 53 FIil
(B/etc” HEWE) . BEHRARE  FEEFEEERMEBIAL.

47 HEMEDUS)

EEBERDEERFF IR S , R NAHE WhRHES).

E
Z2RE 9.4.16 KIRFIMONTLLEEEM (SAK) TEE.

4.7.1 FhfEIEHI%)5k (ACLS)

AFEHESIFIR ACL B7E6D 1.2.3 EEMFE L BT K —ERE,

ERREERES |, FREIBE|ACLITA ML , E—ERAMEAM USB #FRE BEMIEE]"/media/penguin/USBSTI
—{EZ @ {E A& penguin BEABIT :



https://zh.wikipedia.org/wiki/Hard_disk_drive
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$ cd /media/penguin

$ 1ls -la

total 16

drwxr-x---+ 1 root root 16 Jan 17 22:55 .
drwxr-xr-x 1 root root 28 Sep 17 19:03 ..

drwxr-xr-x 1 penguin penguin 18 Jan 6 07:05 USBSTICK

12565 11 30"+ /IR ACL 7EfE . INRIZHE ACL , —EXEIB{EAE penguin FEZABESRIEARS L B NE |
# penguin AN7E root 41, RBESIRAN R TR AR ACL -

$ getfacl .
# file: .
# owner: root
# group: root
user::rwx
user:penguin:r-x
group::---
mask::r-x
other::---

B
e "user::rwx’, "group::---"F"other::---" MERALEFREE. AMEE AR,

* ACL "user:penguin:r-x" $YTEIBEM#E penguin H'r-x"FFaltE. SR 1s -la" JIHBHERNA.
« ACL "mask: :r-x" % L ERAE T #E.

B L &N E"POSIX Access Control Lists on Linux”, acl(5). getfacl(l) l setfacl,

4.7.2 sudo

sudo(8) FExUE & T —{E ARG EIE B 7] Ui {3 & SEBRAY root A AT HENERCS% root R BATRRETE. sudo J AFE—EY
TA{E FE M, i sudo BB IEIBERE /etc/sudoer s"HHIRIERKFE AT .2 R“/usr/share/doc/sudo/examp’
FE 1.1.12 FHFRAECTRBY.

K& sudo AIREFREARS (2RH 1.1.12) EATHIEEC TREMENEETA. TﬂﬂaﬂEAﬁﬁm AR
sudo & tk{# A root lFEﬁJﬁ#E%?%EBK F4F. 15111111 TFELS % some_file A B XA "my_name”,

$ sudo chown my_name some_file

Eﬁiﬁ@ﬂ%;gﬁﬁﬂﬁ root 4% (PbanB1T% 4 Debian MYEREFTIE) , (ET{ERBRFETAER su - c R T T4
A root # 4T,

4.7.3 PolicyKit

PolicyKit 2 7EXA Unix {EEE R IZHIRE RGBT T R —EER AR T

%g?ﬁ /C;UI BENEFER , FESETHRHE | REEASHEREFKHIT. Ef@EIA PolicyKit RAUFEFREF AN , PITE
HRIRME,

1 Debian Z#ieh , PolicyKit BR%] 7 R sudo ARO{E A HIREAIETERAE,
£ 8 polkit(8),



https://www.usenix.org/legacy/events/usenix03/tech/freenix03/full_papers/gruenbacher/gruenbacher.pdf
https://zh.wikipedia.org/wiki/PolicyKit
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4.7.4 [REI7EEF L AR5 um it R 75

HEAZZLME , BUENZEARBERER , E—EFNEE. ARREELHN. ENMEANRS , NEEEERE
EY R (daemon) B , B EBBsuper-server BT |, BEAARTL AR,

e, PhanER sshd(8), fE AE R PAM MFEUSH], 1B HFL AWK R HIFE —LE RIS IR FE.

« 4HREFEZR: "/etc/default/program_name”

« BRETERF (daemon) K Systemd fRIEETACE

* PAM (Pluggable Authentication Modules)

» super-server {§f"/etc/inetd.conf”

» TCP wrapper {§"/etc/hosts.deny” #1”/etc/hosts.allow”, tcpd(8)
e Sun RPC" {f§f] /etc/rpc.conf”

atd(8) " /etc/at.allow” #1"/etc/at .deny”
» crontab(l) " /etc/cron.allow” #1"/etc/cron.deny”

Network firewall E¢netfilter FEZ2

£ HE 3.6, # 4.5.1F& 5.7.

R
NFS FIEEER RPC FEx , FE/H Sun RPC %%,

ET YN
RIS HT Debian R4 BRIE , H 4" /etc/hosts.deny” ¥ 2 BF/E"ALL: PARANOID” T
JBRAOARIELD |, FBIEERT . (BRARINVAFEERITANMERNTERAR. )

4.7.5 Linux L445M

Linux %0243 RANSTIR B4 UNIX BIREIIR BT 2.
Linux 374& AL EMEN | MAEEMT B4HK UNIX Bt (2R xattr(7)).

Linux IS4 R AR AEMARBERISR O BIZIRNBMNETT , A capabilities(7) , BAEFAE MR AAEMA. 7%
2.2 A% 514 | Capabilities 2 — BB TAEEIL KB,

Linux Security Module (LSM) ReAEAAESR 2t T —EZ AHMRSAGEMS) , FFR RTEARN. a0

* AppArmor
 Security-Enhanced Linux (SELinux)
» Smack (Simplified Mandatory Access Control Kernel)

» Tomoyo Linux



https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/TCP_Wrapper
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Firewall
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Extended_file_attributes
https://zh.wikipedia.org/wiki/Linux_Security_Modules
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/AppArmor
https://zh.wikipedia.org/wiki/Security-Enhanced_Linux
https://zh.wikipedia.org/wiki/Smack_(software)
https://zh.wikipedia.org/wiki/Tomoyo_Linux
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BEBEAEGZMANENER LT B AL Unix ZEERRIE B NEAS , EZ root FENMBIRS]. BRIRERE
kernel.org £/ Linux &840 (LSM) HEZESC 4,

Linux B namespaces % 7 —{@ 2 # M R4 EIRE —E#MK NS | 28 R4EEIRIE namespace W¥ 725
AR, ¥ H namespace AEMBCHLBMERmHGIE. SHERF2BMHERNT RMHNRER  F—E
namespace R ER R , B2 ¥3EE—{E namespace WHERFAA K. #4%(> 5.6 AL , B 8 7 namespaces

(R namespaces(7), unshare(l), nsenter(1)),

7£ Debian 11 Bullseye (2021) 5, Debian {§ F unified cgroup hierarchy (%— cgroup JE4k 2248 ) (JrF84 cgroups-v2),
namespaces [&) cgroups —i2 K [REEE PIKARF , AT EIRIEHIMERRGIE

» Systemd, 28&7 3.3.1,

- BERE, BRE 7.7,

o Linux %% , bkan Docker. LXC, 28 & 9.11,

ELTRERRESERE 4.1 BN, ELSEEERIBY T ANMAHNEE.

il



https://www.kernel.org/doc/html/latest/admin-guide/LSM/index.html
https://zh.wikipedia.org/wiki/Linux_namespaces
https://www.kernel.org/doc/html/latest/admin-guide/cgroup-v2.html
https://zh.wikipedia.org/wiki/Linux_namespaces
https://zh.wikipedia.org/wiki/Cgroups
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Sandbox_(computer_security)
https://zh.wikipedia.org/wiki/List_of_Linux_containers
https://zh.wikipedia.org/wiki/Docker_(software)
https://zh.wikipedia.org/wiki/LXC
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Chapter 5

AR e

E1 TN
B84 Debian ZBHAEAETFM , ;5= B Debian E1F B F 4944480,

EF N
systemdIRIZ F , A]RAAnetworkd RFHECAE4% . 7582 % systemd-networkd(8),

5.1 EAMPEEIEE

IR B EE— T IR Debian E3E RGP B A B LEHE,

5.1.1 FHL&MRIT

FH 2T, BRIt 2R NSS (&FARFEER Name Service Switch) #HI2RZIE. EEMBATHRIRIZAT.

1. "/etc/nsswitch.conf iR #E M " hosts: files dns”EERIRTE THELMRATIER.((£%"/etc/host .conf”
EEEN order” EERRBIHTNAEE

2. files AXNEALHITIY IR IMLZTE"/etc/hosts" IEREMEIR |, RIEHEHABRECILIRE ("/etc/host . con
R4 "multi on”)

3. dns AXHIFNY, NRIFHLZBBE"/etc/resolv.conf” IERE MBI ABIEAEILIR4 Z % Domain Name
System (DNS) #kZE! , RIESAAER SRS .

—ERTIN T ERERFMEIRE TS |, FlaN"host_name” FERE AT FHRIA[IEIRL. Bk , "/etc/hosts”
FRFIG T HRIERR.

127.0.0.1 localhost
127.0.1.1 host_name

# The following lines are desirable for IPv6 capable hosts
il localhost ip6-localhost ip6-loopback

ffe2::1 ip6-allnodes

ff02::2 ip6-allrouters



https://www.debian.org/doc/manuals/debian-handbook/sect.network-config
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#networkd
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Domain_Name_System
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L) MATE N Bili;
network-manager |V4£:3245 7805 | FAHC :: NM | NetworkManager (SFEI{THE) : BENIEIRAMLE
network-manager1gnQue, o5 | 1g R :: NM | NetworkManager (GNOME Bii)
- . _ [ TH=EE Netplan (=) Zi—H , 5405 mE]
netplan.io Vi1.9,18.1 | 340 NM+networkd NetworkManager # systemd-networkd &
. V623, T - i . :
ifupdown 1973 201 ifupdown RRZEENRARAME AT ET A (Debian 456)
pppoeconf V:0.2,1:4.3 | 174 QEE B SECEhTF |, DMERER PPPOE E#
wpasupplicant }_/;073' 3901 gﬁﬁﬁﬂ S| \wpa i weA2 B ESE (IEEE 802.11)
wpagui V:0.2,1:1.4 | 784 Eﬁﬁﬂ LR wpa_supplicant Qt BEREE Fin
wireless-tools |V216%12 293 ?ﬁﬁﬂ LR ¥ Linux EARIERERN T AR
iw V:38, 1:488 | 332 gﬁﬁﬂ S| R Linux e ER TA
. V758, ARG - iproute2, IPv6 FE MBS ZRAFLEFIAC - 1p(8),tc(8)
lproute2 1:985 4122 |proute2 %
i V:356, FARC I s .
ptables 632 2408 | \Cifiltor B EFARL I EREIE T A (Netfilter)
V:214, AT HAeBEMEER ISR ST E (Netfilter)
nftables 1:853 191 Netfilter ({ip,ip6,arp,eb}tables #Z4EERE)

X ERN N3 ()
ipUtilS _ plng IV919976. 188 /ﬁ'JEfE (?gnrigil;ez )$T§L%£I% mgj”:) i‘miﬂ:
iputils-arping | V:2,1:19 53 il HERRE R EROEFE TS , BIBARPHIIE
iputils-tracepath,, 101 |50 | s FR 7 R AR
ethtool V:94, |:1252 1077 /EIJEK Eﬁﬁ—ﬁgaﬁutzﬁgﬁﬁmﬂﬁ
mtr-tiny V:4, 1:39 181 @!ﬁﬁ R HERFE AT CCARm)
mtr Vi4, 1:41 230 g“ﬁ R IEHE R F R CCAREA GTK Fm)
gnome-nettool | V:1,1:10 2480 g”ﬁ IR e e s TR (GNOME)
nmap vs, 11ge | 4607 | MR gmmatngnimin (nmap , i)
tcpdump V:17, 1:168 | 1346 gf‘ PR B (Tepdump | 40
wireshark V:3, 1:41 11263 gf‘ R msshm b (Wireshark GTK)
tshark V:2, 1:23 434 g”ﬁ SR R E e (RE)
tcptrace V:0.2,1:1.8 | 407 g"ﬁ R ris topdump gt A R SRS G
ntopng Voot | aseoa | A UR | e mramsn e

- a R DK | BINDEREEERENEEE RinfaF
dnsutils V6, 1:173 23 &= nslookup(8),nsupdate(8),dig(8)
dlint voii2s |51 | BRR T fim s s s BoNsE
dnstracer V0.1, 1:11.2 | 59 ggﬁ R IRHEDNSEHE 2 JREA

Table 5.1: AB4&FC LA —
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https://tracker.debian.org/pkg/network-manager
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/network-manager-gnome
http://qa.debian.org/popcon-graph.php?packages=network-manager-gnome
https://tracker.debian.org/pkg/network-manager-gnome
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/netplan.io
http://qa.debian.org/popcon-graph.php?packages=netplan.io
https://tracker.debian.org/pkg/netplan.io
https://netplan.io
http://packages.debian.org/sid/ifupdown
http://qa.debian.org/popcon-graph.php?packages=ifupdown
http://qa.debian.org/popcon-graph.php?packages=ifupdown
https://tracker.debian.org/pkg/ifupdown
http://packages.debian.org/sid/pppoeconf
http://qa.debian.org/popcon-graph.php?packages=pppoeconf
https://tracker.debian.org/pkg/pppoeconf
http://packages.debian.org/sid/wpasupplicant
http://qa.debian.org/popcon-graph.php?packages=wpasupplicant
http://qa.debian.org/popcon-graph.php?packages=wpasupplicant
https://tracker.debian.org/pkg/wpasupplicant
http://packages.debian.org/sid/wpagui
http://qa.debian.org/popcon-graph.php?packages=wpagui
https://tracker.debian.org/pkg/wpagui
http://packages.debian.org/sid/wireless-tools
http://qa.debian.org/popcon-graph.php?packages=wireless-tools
http://qa.debian.org/popcon-graph.php?packages=wireless-tools
https://tracker.debian.org/pkg/wireless-tools
http://packages.debian.org/sid/iw
http://qa.debian.org/popcon-graph.php?packages=iw
https://tracker.debian.org/pkg/iw
http://packages.debian.org/sid/iproute2
http://qa.debian.org/popcon-graph.php?packages=iproute2
http://qa.debian.org/popcon-graph.php?packages=iproute2
https://tracker.debian.org/pkg/iproute2
https://wiki.linuxfoundation.org/networking/iproute2
http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
https://tracker.debian.org/pkg/iptables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/nftables
http://qa.debian.org/popcon-graph.php?packages=nftables
http://qa.debian.org/popcon-graph.php?packages=nftables
https://tracker.debian.org/pkg/nftables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iputils-ping
http://qa.debian.org/popcon-graph.php?packages=iputils-ping
http://qa.debian.org/popcon-graph.php?packages=iputils-ping
https://tracker.debian.org/pkg/iputils-ping
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/IP_address
https://wiki.linuxfoundation.org/networking/iproute2
http://packages.debian.org/sid/iputils-arping
http://qa.debian.org/popcon-graph.php?packages=iputils-arping
https://tracker.debian.org/pkg/iputils-arping
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
http://packages.debian.org/sid/iputils-tracepath
http://qa.debian.org/popcon-graph.php?packages=iputils-tracepath
https://tracker.debian.org/pkg/iputils-tracepath
http://packages.debian.org/sid/ethtool
http://qa.debian.org/popcon-graph.php?packages=ethtool
https://tracker.debian.org/pkg/ethtool
http://packages.debian.org/sid/mtr-tiny
http://qa.debian.org/popcon-graph.php?packages=mtr-tiny
https://tracker.debian.org/pkg/mtr-tiny
http://packages.debian.org/sid/mtr
http://qa.debian.org/popcon-graph.php?packages=mtr
https://tracker.debian.org/pkg/mtr
http://packages.debian.org/sid/gnome-nettool
http://qa.debian.org/popcon-graph.php?packages=gnome-nettool
https://tracker.debian.org/pkg/gnome-nettool
http://packages.debian.org/sid/nmap
http://qa.debian.org/popcon-graph.php?packages=nmap
https://tracker.debian.org/pkg/nmap
https://zh.wikipedia.org/wiki/Nmap
http://packages.debian.org/sid/tcpdump
http://qa.debian.org/popcon-graph.php?packages=tcpdump
https://tracker.debian.org/pkg/tcpdump
https://zh.wikipedia.org/wiki/Tcpdump
http://packages.debian.org/sid/wireshark
http://qa.debian.org/popcon-graph.php?packages=wireshark
https://tracker.debian.org/pkg/wireshark
https://zh.wikipedia.org/wiki/Wireshark
http://packages.debian.org/sid/tshark
http://qa.debian.org/popcon-graph.php?packages=tshark
https://tracker.debian.org/pkg/tshark
http://packages.debian.org/sid/tcptrace
http://qa.debian.org/popcon-graph.php?packages=tcptrace
https://tracker.debian.org/pkg/tcptrace
http://packages.debian.org/sid/ntopng
http://qa.debian.org/popcon-graph.php?packages=ntopng
http://qa.debian.org/popcon-graph.php?packages=ntopng
https://tracker.debian.org/pkg/ntopng
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
https://tracker.debian.org/pkg/dnsutils
https://zh.wikipedia.org/wiki/BIND
http://packages.debian.org/sid/dlint
http://qa.debian.org/popcon-graph.php?packages=dlint
https://tracker.debian.org/pkg/dlint
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnstracer
http://qa.debian.org/popcon-graph.php?packages=dnstracer
https://tracker.debian.org/pkg/dnstracer
https://zh.wikipedia.org/wiki/Domain_Name_System
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F—1TH IP #uhk BAA , TR MEIRR M.

EEEFIFINE 1T 127.0.1.1 IP ittt F R @ EHE LA Unix 4 %35, Debian Installer 278 87K X IP HititiF&
BIEEEIRE |, fEAKLERIE (40 GNOME) W—EEAEAE , R0 bug #719621.

host_name ULECfE"/etc/hostname” B EHM T L, (BREF 3.8.1),
HIAEKA 1P HIHF AL | EEKA 1P il EEREEEK 127.0.1.1,

WA B kX P it F14F 154 &4 Domain Name System (DNS)E{iTE 4 & #4154 fully qualified domain name
(FQDN) (I E% , $1454 host_name.domain_name JEE# FA X% host_name.

3R resolvconf BEEMIRBLE |, "/etc/resolv.conf” 2—EFFREAER. MRKET , B2 —EFTREL. It
s, EBESBMITRIANYIAWEN. 20 DNS Z IP="192.168.11.1", AIB&40TF.,

nameserver 192.168.11.1

resolvconf BEEE(FIE(E"/etc/resolv. conf” FERMA—EFREL , WEBHTIESIBEHEEARNE.

A adhoc [EIHABIRIE T PC T/ESG |, [T EAK files # dns ARz , EHLIREEFREIR Multicast
DNS (MDNS) &1 Tfi##f.

Avahi #1244 Debian T4R#% DNS 3IRAELS,
'©40 Apple Bonjour / Apple Rendezvous #E.

libnss-mdns $MIMEIZ#E mMDNS FE#E L H%HT , GNU C [E (glibc) ) GNU £ 7 iR %854 Name Service Switch
(NSS) ThAEZ{E mDNS,

"/etc/nsswitch.conf’ FERXEEHH hosts: files mdns4_minimal [NOTFOUND=return] dns”E##H
—E (HEEEZ R /usr/share/doc/libnss-mdns/README . Debian),

—{E{£ A ".local” pseudo-top-level domain FFE I EME R fEAT , 2 IPv4 i#b3IE"224.0.0. 251" 5% IPv6 #i3it"FFO2: : FB”
B —{E4H3% UDP B mDNS &A1&,

pad
13,4 2%t Domain Name System SR8 18 FITEAR 13,4 expansion of generic Top-Level Domains (gTLD) & f£ 1
1. EEFEN , BE—ERE R, B2 FER name collision,

as

F A e A, Ltk 0 libnss-resolve Ff & systemd-resolved, {3 libnss-myhostname, = #
libnss-mymachine, I 7E"/etc/nsswitch.conf” #EREEM hosts” {THEAEESE mymachines 2 myhost-
name BB , SN 2N _LEFT A EHAERAICE. FLEMEB R nss-resolve(8), systemd-resolved(8),
nss-myhostname(8) 1 nss-mymachines(8),

512 EHENHEHLZTE

systemd {§fi”’enp0s25” Z XA/ v FERIAERE N T B 78,

5.1.3 [ES4FEHEEE

FRIRMIEFTIREE T 4E rfc1918 #E5R E A= IFAR local area networks (LANS)IPv4 32 (it E K XA KR BB &8 15
LR HRE A B RGS A _E E A R E R,



https://zh.wikipedia.org/wiki/IP_address
https://zh.wikipedia.org/wiki/Hostname
https://www.debian.org/devel/debian-installer/
https://bugs.debian.org/719621
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/FQDN
https://zh.wikipedia.org/wiki/FQDN
https://zh.wikipedia.org/wiki/Multicast_DNS
https://zh.wikipedia.org/wiki/Multicast_DNS
https://zh.wikipedia.org/wiki/Avahi_(software)
https://zh.wikipedia.org/wiki/Bonjour
https://zh.wikipedia.org/wiki/.local
https://zh.wikipedia.org/wiki/Pseudo-top-level_domain
https://zh.wikipedia.org/wiki/Domain_Name_System
https://newgtlds.icann.org/en/program-status/delegated-strings
https://icannwiki.com/Name_Collision
https://zh.wikipedia.org/wiki/Systemd
https://www.freedesktop.org/wiki/Software/systemd/PredictableNetworkInterfaceNames/
https://datatracker.ietf.org/doc/rfc1918
https://zh.wikipedia.org/wiki/Local_area_network
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xR ERsHE T 4EHERE R ET
RS

A 10.x.x.X 255.0.0.0 /8 1

B 172.16.x.x —172.31.X.X 255.255.0.0 /16 16

C 192.168.0.x —192.168.255.x 255.255.255.0 124 256

Table 5.2: 48L& E S 3R

E
IP it EFZHE FHRANE IPv6 ik , 5120, ": 11" & localhost ZAhF#4,

7E
MREBELI A BCE)— B T4 |, FFERE AT — RS B IR AR |, W AERIR —E/EARE S HRIERE
BB ABi&HbHEER Network Address Translation (NAT). JHERIZIBAHIRIE , BSEKESEE FH NAT,

5.1.4 MHEHREEXE
&% Debian AFETIBE RS HBIEIERE | BKEF —LHEKEE T E DFSG non-free #FIERFIEEM. 2RE 9.10.5,

5.2 IR EHEAEIEFIAC

HIEA systemd (IR Debian RE AL , AN BT BHRERGEETVEWL - Lo AMEIEE £ networking. servic
I8 MEENmEIBR‘NetworkManager . service’ g8,

Debian A UBIBE=TEFEF (daemon) BIRE LK EIRAMIK E4R , 5120 NetworkManager (NM) (network-manager
AAARAERASE) .

- BEfEBECHK GUI MFELIIRRXRIERAFERENHE.

- EfEECHESERER (daemon) EAEMINAS %G

o BPMEYRAT AR B G RARIEARE AR

o EPHERAT AR B it B IR AR MARARE FORAC

« EFAFRARARRE M AMKHEEFM ifupdown EEEM.

)i
AEEMARS LEAELEEEREEMRIC TR, BMERHERKR ERER LB EmERE.

ELRARNERALR TAFTREETEENRAL , B RAEE ifupdown BEEBEEEFHR , ©RABERGR

“/etc/network/interfaces”,



https://zh.wikipedia.org/wiki/IPv6
https://zh.wikipedia.org/wiki/Network_address_translation
https://www.debian.org/social_contract#guidelines
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
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52.1 EENHERAEEAEC LA

Debian Z#%t NM BIE A AR /usr /share/doc/network-manager /README . Debian’,
AHE L, G RSERN AT T AL R EAARRG SRIRL.

1. BB TIFESEREEMRE foo B netdev’sl (541, 20 GNOME # KDE Bk IR AR HIRIE 1@ 1B
D-bus EENTTAZIRIE) .

$ sudo usermod -a -G netdev foo

2. {§“/etc/network/interfaces’ AR IE T EAMKEE,

auto lo
iface lo inet loopback

3. BB TS EHREN NM,

$ sudo systemctl restart NetworkManager

4. 1BIBEEA EFAECAEE .

7E
RAEAXRFIfE /etc/network/interfaces” PRI EE M NM EI8 |, U4 ifupdown &S,

N
MRBAEERT NM KB K AREINE FSHEBEMNSSHEANS X &K
|, 11 gl network-manager -openconnect, network-manager-openvpn-gnome,

network-manager-pptp-gnome, mobile-broadband-provider-info, gnome-bluetooth % %,

1ERIEIE AR Wicd,

5.3 BRAXGMTEAIRAHERACE

{#F systemd &%+ , ATATE /etc/systemd/network/ fEFAECAEK .2 R systemd-resolved(8).resolved. confy(
F systemd-networkd(8),

EEAFERBEENANER FTEERAAEHE.

DHCP & FipiEl & o] BB "/etc/systemd/network/dhcp. network” FE R R EITERE. BFIA0 :
[Match]

Name=en*

[Network]
DHCP=yes

— (A AEAB IR B BRI BN/ etc/systemd/network/static. network” :&5E. LN :

[Match]
Name=en*

[Network]
Address=192.168.0.15/24
Gateway=192.168.0.1



https://zh.wikipedia.org/wiki/D-Bus
https://zh.wikipedia.org/wiki/Systemd
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5.4 HAEMEKEE

ERIRAEKBECE T MER cloud-init #1 netplan.io &M (B RE 3.8.4).

netplan.io ##8EXIEIE systemd-networkd 1 NetworkManager fEAE RSB ACE %% , BESAMEFA YAML
BERESTMERLE. ER%E YAML:

* PdTnetplan generate” @4 , it YAML A RAHTH LARNERIRACE.
* BT netplan apply” 4 REAEMRMNACEEIEN.

£ B "Netplan documentation”, netplan(5), netplan-generate(8) ¥l netplan-apply(8).

8] PAZ R, "Cloud-init documentation” (#3712 [El4% "Configuration sources” Fl "Netplan Passthrough”) Bi# c loud-init
EERRENE S ERNERIIRE] netplan.io FLE,

5.4.1 {£F DHCP IR A EMEECE

DHCP % Pl E o UE B2 —E#UR st /etc/netplan/50-dhep . yam U JRETAE :

network:
version: 2
ethernets:
all-en:
match:
name: "en*"

dhcp4: true
dhcp6: true

5.4.2 {EFIFFRE IP IR EAKECE

—(BEFREARIR AL B RSB B B M —EEUE R IAtE" /etc/netplan/50-static. yaml” K& :

network:
version: 2
ethernets:
etho:
addresses:
- 192.168.0.15/24
routes:
- to: default
via: 192.168.0.1

5.4.3 {f/H Network Manager IR E44RACE

{# F Network Manager ZE#ERARIR & PR BcE |, P] LUB BN —(EEUB R IAFE"/etc/netplan/00-network-manager .\
FEITELE -
network:

version: 2
renderer: NetworkManager



https://zh.wikipedia.org/wiki/YAML
https://zh.wikipedia.org/wiki/YAML
https://netplan.io/reference
https://cloudinit.readthedocs.io/en/latest/index.html
https://cloudinit.readthedocs.io/en/latest/explanation/configuration.html
https://cloudinit.readthedocs.io/en/latest/reference/network-config-format-v2.html#netplan-passthrough
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5.5 JERERIZAED

1£ Linux ERKEWMACE | £/ iproute2 725X (1p(8), -+-) .

5.5.1 Iproute2 54

Iproute2 154 SR iR TR AR BARIZFAACAEN . BERER net-tools 5L EEIFTH] iproute? T5 L ERINESIREK.

¥ net-tools FTE iproute2 B

ifconfig(8) ip addr —ERE ERNHa& (1P 3k IPv6) HiiE
route(8) ip route REXREE

arp(8) ip neigh ARP @k NDISC TRE&H

ipmaddr ip maddr ZREMIIE

iptunnel ip tunnel IP & &

nameif(8) ifrename(8) FA MAC HBHEROABIE A/ 4
mii-tool(8) ethtool(8) L RABHE R E R AE

Table 5.3: B net-tools F5LSEZEFH iproute2 FESEERR

£ R ip(8) 1 Linux S &AM EIZH] (Linux Advanced Routing & Traffic Control) .

5.5.2 TEHIKEBMEIKIREE
FAT IR FTER A RRL H1E B REENKES | BUIE4 R e Brd48k R,

54 atEA

ip addr show RN EE AR T E AR AR AE
route -n REFHIR IR ETIIR AR

ip route show s R Bk AR

arp & Bl ARP RERRAAR

ip neigh HRNEH1 ARP REGRHMAR

plog BA7R ppp égﬁm%ﬁt (daemon) H&&

ping yahoo.com

%E&EZ"yahoo . com” RIRFATEAR

whois yahoo.com

eI BRI ERERERIM 1 "yahoo. com”

traceroute yahoo.com

IRHEZ]"yahoo . com” FRIARFAREAR

tracepath yahoo.com

IRHEE]"yahoo . com” RIRFAREAR

mtr yahoo.com

IR ZE"yahoo . com” RFEAEELZR (EHEMN)

dig [@dns-server.com]
example.com [{a|mx]|any}]

EAA"dns-server.com” It R "examp le. com” JF & K]
DNS &Cé% : "a”, "mx” 8k"any” 5ié%

iptables -L -n R ABIE
netstat -a TR T B R RREIR
netstat -1 --inet FREEEEIR

netstat -1n --tcp

i TCP S EEIR (BT /M)

dlint example.com

E:f"example.com” i DNS zone &&fl

Table 5.4: KA TEL SR

N

By KBRS FARC LA e /usr/sbin/” B$%. 1RATRME"/usr/sbin/ifconfig” E#k{E AR ESSMIE |, 2k
32" /usr/sbin” iNZI"~/ .bashrc” {£E%H E‘]”$PATH BB,



https://wiki.linuxfoundation.org/networking/iproute2
https://wiki.linuxfoundation.org/networking/iproute2
https://wiki.linuxfoundation.org/networking/net-tools
https://wiki.linuxfoundation.org/networking/iproute2
https://lartc.org/
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Domain_Name_System
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5.6 AHHEmIEN

BB R LR L T AXNEE. RIREIHEFRERMARENEE.

L] TTE NNEIEL:

iftop V:6, 1:89 93 ﬁﬁﬁ—fﬁéﬁ%ﬁﬁiﬂqﬁﬁ%ﬁﬁﬁﬁﬁﬂ
iperf V:2,1:36 427 AR AR NE LR

ifstat V:0.7,159 |52 NEFTRT

bmon V:2,1:20 141 ﬁ@]‘t‘ﬁﬁ% ?ﬁ.%%*ﬂﬁlﬂ]_ﬁ?rlﬂ
ethstatus V03,128 | 41 REBAERE =B R TRTESNS
bing OO |80 | EEAMERMEHISTEDN

bwm-ng Vi1, 1:10 95 N E IR I DA T B e
ethstats Lo 21 | ERRHIIZ AAER A B
ipfm oas |78 | HEARTA

Table 5.5: MM EHXTRIEE

5.6.1 FkHi&m&{E MTU

e BE @ A HERERE RABWMET (MTU)

g mS , £ ping(8) MN_E"-M do” FIE{EIXZFE K/ ICMP CERMEETTERRE , REEDFERE
MTU, MTU B AITARIRE IP 5 FHERMEA/IMIL 28 fi77t4H (IPv4) Bk 48 f2JT4R ( IPv6 THRSF , 2
IR IPv4 E4RH MTU 2 1460 , IPv6 E4R1 MTU £ 1500,

$ ping -4 -c 1 -s $((1500-28)) -M do www.debian.org
PING (149.20.4.15) 1472(1500) bytes of data.
ping: local error: message too long, mtu=1460

--- ping statistics ---
1 packets transmitted, © received, +1 errors, 100% packet loss, time Oms

$ ping -4 -c 1 -s $((1460-28)) -M do www.debian.org
PING (130.89.148.77) 1432(1460) bytes of data.
1440 bytes from klecker-misc.debian.org (130.89.148.77): icmp_seqg=1 tt1=50 time=325 ms

--- ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms

rtt min/avg/max/mdev = 325.318/325.318/325.318/0.000 ms

$ ping -6 -c 1 -s $((1500-48)) -M do www.debian.org

PING www.debian.org(mirror-csail.debian.org (2603:400a:ffff:bb8::801f:3e)) 1452 data bytes

1460 bytes from mirror-csail.debian.org (2603:400a:ffff:bb8::801f:3e): icmp_seq=1 ttl=47 <+
time=191 ms

--- www.debian.org ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 191.332/191.332/191.332/0.000 ms

EEBREL B MTU (PMTU) %18 (RFC1191) , tracepath(8) 154 e B ENTTAIEAE.
B,%TE%EZIKE@TE%I#}MF PREEEE TERER.

o« FREMEEAR (VPN %) MRE MTU FEE—SREE M L mKsas.



http://packages.debian.org/sid/iftop
http://qa.debian.org/popcon-graph.php?packages=iftop
https://tracker.debian.org/pkg/iftop
http://packages.debian.org/sid/iperf
http://qa.debian.org/popcon-graph.php?packages=iperf
https://tracker.debian.org/pkg/iperf
http://packages.debian.org/sid/ifstat
http://qa.debian.org/popcon-graph.php?packages=ifstat
https://tracker.debian.org/pkg/ifstat
http://packages.debian.org/sid/bmon
http://qa.debian.org/popcon-graph.php?packages=bmon
https://tracker.debian.org/pkg/bmon
http://packages.debian.org/sid/ethstatus
http://qa.debian.org/popcon-graph.php?packages=ethstatus
https://tracker.debian.org/pkg/ethstatus
http://packages.debian.org/sid/bing
http://qa.debian.org/popcon-graph.php?packages=bing
http://qa.debian.org/popcon-graph.php?packages=bing
https://tracker.debian.org/pkg/bing
http://packages.debian.org/sid/bwm-ng
http://qa.debian.org/popcon-graph.php?packages=bwm-ng
https://tracker.debian.org/pkg/bwm-ng
http://packages.debian.org/sid/ethstats
http://qa.debian.org/popcon-graph.php?packages=ethstats
http://qa.debian.org/popcon-graph.php?packages=ethstats
https://tracker.debian.org/pkg/ethstats
http://packages.debian.org/sid/ipfm
http://qa.debian.org/popcon-graph.php?packages=ipfm
http://qa.debian.org/popcon-graph.php?packages=ipfm
https://tracker.debian.org/pkg/ipfm
https://zh.wikipedia.org/wiki/Maximum_transmission_unit
https://zh.wikipedia.org/wiki/Path_MTU_discovery
https://datatracker.ietf.org/doc/rfc1191/
https://zh.wikipedia.org/wiki/Virtual_private_network
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RIEIE MTU HEARIH
PESEELy (IP: PPP) 576 TEAER]
XA EAR (IP: DHCP Z[& 1500 FEsSAE A
ﬁg) Pyt P

Table 5.6: Fx{£ MTU {ERIEARTES| 7%
s MTU EAREERIBIEIAEISEER PMTU E,
o EIBEEHTRHBIKEHE , 8K MTU B8 % PLET,
AN KN (MSS) & B —REEB /ML, MSS Fl MTU AT

o ¥4 IPv4 , MSS = MTU - 40
o L IPV6 , MSS = MTU - 60

Vas
Ejt iptables(8) (R RE 5.7) B , fE#EIB MSS KEEA K/ , MR HAE| MMS . 2K iptables(8)
th" TCPMSS” .

5.6.2 WAN TCP &£,

IR ASEEM S AR WAN , TCP FHEREMBE B TCP 2E A/ NRS| 8, 72/TCP Fi% i |, KExAth. FIBE
BTALE , B80T Debian TEAR AR EBEFIRIFAI RIS IFIRA 1G bps YAHZI~ LAN E4R ,

5.7 Netfilter 487% 18 EHELD

Netfilter f£ /8 Linux #%(> 1848 (2 RET 3.10) f2ft ARREFTAGHE A0 ARSIt eI (NAT) 4ESE,

netfilter TEHYFHEEBFEXRE iptables(8). #REEX shell FILA{FTHAIFIAC netfilter , {F /8 iptables-save(8) {#
FERARE, ERSERET , B8 init F5RE50FNY iptables-restore(8) KikiE.

f% shorewall EEHFABCE Bifs S 15RESAF E BB RS EHE.
2 R Netfilter x4 L34 (8(#E"/usr/share/doc/iptables/html/” fEEMITH).

* Linux Networking-concepts HOWTO
e Linux 2.4 Packet Filtering HOWTO
¢ Linux 2.4 NAT HOWTO

EF TN
HESRIBLEE A Linux 2.4 B, iptables(8) F54-F1 netfilter A/ [>ZhBEEPRESATE Linux2.6 1 3.x #%/ X AR3EIR.



https://zh.wikipedia.org/wiki/Maximum_segment_size
https://zh.wikipedia.org/wiki/TCP_tuning
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Linux_kernel
https://zh.wikipedia.org/wiki/Stateful_firewall
https://zh.wikipedia.org/wiki/Network_address_translation
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Shorewall
https://www.netfilter.org/documentation/
https://www.netfilter.org/documentation/HOWTO/networking-concepts-HOWTO.html
https://www.netfilter.org/documentation/HOWTO/packet-filtering-HOWTO.html
https://www.netfilter.org/documentation/HOWTO/NAT-HOWTO.html
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HHSE AT AN | AR
: . HAEBEMAROIEREETHE (Netfiter)
nftables V:214, 1:853 | 191 ({ip.ip6,arp,ebtables ML)
mdAl . " :
iptables V:356, 1:632 | 2408 gff;‘fg)gf@lﬂ (iptables(8) A IPv4, ip6tables(8)
arptables V:0.1,1:1.8 | 102 netfilter EIE L E (arptables(8) AiX ARP)
ebtables V14, 1:24 276 netfilter 238 LH (ebtables(8) A XA8i&1B)
iptstate V:0.2,1:1.8 122 FFAEMEELE neftfilter TREE (A0 top(1) FEEN)
H f |= Y[ = Firay 1 =/l J3x =
UFw V:74. 11101 | 859 gtncompllcated Firewall (UFW) E—EETE netfilter [ K TEHIFE
gufw V6, 1111 3663 | Uncomplicated Firewall (UFW) B2 &ERH&E/ @
firewalld VA7, 1:24 2482 | firewalld E —EENEETEH KBHRFER | XIRAK =,
firewall-config V:0.9,1:3.5 | 1076 | firewalld 82 {EAENE
.. V:0.19, . ) s ST hA
shorewall-init 1041 88 Shoreline [k $& #1414,
shorewall V:2.3,1:55.3 | 3090 | Shoreline B K&, netfilter 2HPEREZRZE Ak 55
shorewall-lite Y000%4 71 Shoreline Bk, netfilter 4BREFE A A28 (FETEAR)
shorewall6 V:0.7,1:1.3 | 1334 | Shoreline [k &, netfilter AHREFE 2 25 Ras (IPV6 JRAN)

shorewall6-1lite | V:0.02,

0.02 71 Shoreline [k i, netfilter AAREREZIRA RRZS (IPV6, AETIAR)

Table 5.7: fikifE LT A%



http://packages.debian.org/sid/nftables
http://qa.debian.org/popcon-graph.php?packages=nftables
https://tracker.debian.org/pkg/nftables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon-graph.php?packages=iptables
https://tracker.debian.org/pkg/iptables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/arptables
http://qa.debian.org/popcon-graph.php?packages=arptables
https://tracker.debian.org/pkg/arptables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/ebtables
http://qa.debian.org/popcon-graph.php?packages=ebtables
https://tracker.debian.org/pkg/ebtables
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iptstate
http://qa.debian.org/popcon-graph.php?packages=iptstate
https://tracker.debian.org/pkg/iptstate
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/ufw
http://qa.debian.org/popcon-graph.php?packages=ufw
https://tracker.debian.org/pkg/ufw
https://zh.wikipedia.org/wiki/Uncomplicated_Firewall
http://packages.debian.org/sid/gufw
http://qa.debian.org/popcon-graph.php?packages=gufw
https://tracker.debian.org/pkg/gufw
https://zh.wikipedia.org/wiki/Uncomplicated_Firewall
http://packages.debian.org/sid/firewalld
http://qa.debian.org/popcon-graph.php?packages=firewalld
https://tracker.debian.org/pkg/firewalld
https://zh.wikipedia.org/wiki/Firewalld
http://packages.debian.org/sid/firewall-config
http://qa.debian.org/popcon-graph.php?packages=firewall-config
https://tracker.debian.org/pkg/firewall-config
https://zh.wikipedia.org/wiki/Firewalld
http://packages.debian.org/sid/shorewall-init
http://qa.debian.org/popcon-graph.php?packages=shorewall-init
http://qa.debian.org/popcon-graph.php?packages=shorewall-init
https://tracker.debian.org/pkg/shorewall-init
https://zh.wikipedia.org/wiki/Shorewall
http://packages.debian.org/sid/shorewall
http://qa.debian.org/popcon-graph.php?packages=shorewall
https://tracker.debian.org/pkg/shorewall
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall-lite
https://tracker.debian.org/pkg/shorewall-lite
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6
http://qa.debian.org/popcon-graph.php?packages=shorewall6
https://tracker.debian.org/pkg/shorewall6
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall6-lite
http://qa.debian.org/popcon-graph.php?packages=shorewall6-lite
https://tracker.debian.org/pkg/shorewall6-lite
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
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Chapter 6

AR R

B AEIREARE (BME 5) , (RATIBIT R EERER.

2N
IR Debian AR AR MR RIS | BE Debian S B Fl— 48K AR,

N
XL ISP T, WRIREUR MR, (R REF R —E MBS RFAEREIH POP 1 SMTP fR%s. 1R
ATRER R E AR TR 1P EITHIM.

6.1 HEZE

B MAAERERTIRE  EREXT SR (HTTP) FRiRizRE.

b T R %I R

chromium V:31,1:104 | 287244 X Chromium , (3B Google KIFTIRZE
- 16 |- — Firefox , (BKQ Mozilla KIFTIREE S |

firefox V:16, 1:22 284677 [ Debian Unstable &) fA)

firefox-esr |V414919 266469 [F)_L Firefox ESR (Firefox 3ERZIZMRAS)

epiphany-browser .5 ., 2258 | At GNOME , #1% HIG , Epiphany

konqueror V:28, 1:1116 7861 | A E KDE, Konqueror

dillo V:0.7, :4.6 1585 | [@E Dillo , (FE? FLTK REXE4R ZEZT)

w3m Vi1, 1:1145 | 2853 | XF w3m

Tynx V:29, 11458 | 1972 | [EE Lynx

elinks V3, 1:117 1791 | FE ELinks

links V:3, 1:22 2321 | BAE Links (#iXXF)

Tinks2 V1 111 5466 | % Links (BB X NITHEER)

Table 6.1: s8EBIERTIR



https://www.debian.org/doc/manuals/debian-handbook/network-infrastructure
https://zh.wikipedia.org/wiki/Web_Browsers
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/chromium
http://qa.debian.org/popcon-graph.php?packages=chromium
https://tracker.debian.org/pkg/chromium
https://zh.wikipedia.org/wiki/Chromium
http://packages.debian.org/sid/firefox
http://qa.debian.org/popcon-graph.php?packages=firefox
https://tracker.debian.org/pkg/firefox
https://zh.wikipedia.org/wiki/Firefox
http://packages.debian.org/sid/firefox-esr
http://qa.debian.org/popcon-graph.php?packages=firefox-esr
http://qa.debian.org/popcon-graph.php?packages=firefox-esr
https://tracker.debian.org/pkg/firefox-esr
https://zh.wikipedia.org/wiki/Firefox#.E5.BB.B6.E9.95.B7.E6.94.AF.E6.8F.B4.E7.89.88.E6.9C.AC
http://packages.debian.org/sid/epiphany-browser
http://qa.debian.org/popcon-graph.php?packages=epiphany-browser
https://tracker.debian.org/pkg/epiphany-browser
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Human_interface_guidelines
https://zh.wikipedia.org/wiki/Epiphany_(browser)
http://packages.debian.org/sid/konqueror
http://qa.debian.org/popcon-graph.php?packages=konqueror
https://tracker.debian.org/pkg/konqueror
https://zh.wikipedia.org/wiki/KDE
https://zh.wikipedia.org/wiki/Konqueror
http://packages.debian.org/sid/dillo
http://qa.debian.org/popcon-graph.php?packages=dillo
https://tracker.debian.org/pkg/dillo
https://zh.wikipedia.org/wiki/Dillo
https://zh.wikipedia.org/wiki/FLTK
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
https://tracker.debian.org/pkg/w3m
https://zh.wikipedia.org/wiki/W3m
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
https://tracker.debian.org/pkg/lynx
https://zh.wikipedia.org/wiki/Lynx_(web_browser)
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
https://tracker.debian.org/pkg/elinks
https://zh.wikipedia.org/wiki/ELinks
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
https://tracker.debian.org/pkg/links
https://zh.wikipedia.org/wiki/Links_(web_browser)
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
https://tracker.debian.org/pkg/links2
https://zh.wikipedia.org/wiki/Links_(web_browser)
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6.1.1 {AREMERETS

&7 L8 EIRBIAEE, | /R AR B R RN RIS FE VR MK User-Agent F&, 2R :
« MDN Web Docs: userAgent

« Chrome Developers: Override the user agent string

» How to change your user agent

» How to Change User-Agent in Chrome, Firefox, Safari, and more

* How to Change Your Browser’s User Agent Without Installing Any Extensions

» How to change the User Agent in Ghome Web (epiphany)

6.1.2 BIEREREMH

IEIRAKR GUI (BEFERENT) BIERIEET browser extension fRIRIATE , ‘B 7E3R web extensions 44 iiE%E
1.

6.2 EHARLR

AEERHER T HEE R AR B AR N RIS BN T 1k,

FE
WNRARABER E BRI AR 232K B4R IB BB ARRE AT IR | IR T RIRE— T BB EA 4.

6.2.1 FEEpFEMR

BTEM A=ERAEA , SREREE , BEMHRSARERFIEL.

« SMTP AEFEMHEE LR To” FI"From” EAKIRIEEF. ((FE_EA"From” EAM M MR B3, 5120 From_
F%).

o EFEHFEEM TO” F1"From” , BEJNE EFEMER Pig L. (EXEMBR T , BEERZREFEH ST,
ENZ NI )

« BAEBAIEAMESCERNEF ISR 2 ARFAEEREHETES (MIME) RRREM , (AT ASCII
BHCT TS , BIEEAMNER. . ZeNERREN.

TRESTEER BT EHR Fing) GUI BRERER GUI WEBWECE , 1L 3B T6E

« 27 REIESCERALRI R H AR |, CEIMNERS MG AR EMHRTE S (MIME)RARREEMHRIAMERFIESC.

s BEREN EEARMAE SIRAK OAuth 2.0[ ISP (4BIEABIE IRFSIR ML) B SMTP 1 IMAP {7 iR2E:2EFE B
O. (874 OAuth 2.0, BB L HIRIRLEKLEE , 40 , "Settings” -> "Online Accounts”.)

- EEEAER ISP MEETMA SMTP RBERILHKASIERIE (587).
* & TLS/IMAP4 3E (993) #EWU#TFAE ISP IfAMR=F LAIERE.

T RESE B MBI VIR IEER 1.

T RESIRMLERSMAOTHRE | B A, BB, 255, HTsE.



https://zh.wikipedia.org/wiki/使用者代理
https://developer.mozilla.org/en-US/docs/Glossary/User_agent
https://developer.chrome.com/docs/devtools/device-mode/override-user-agent/
https://www.whatismybrowser.com/guides/how-to-change-your-user-agent/
https://geekflare.com/change-user-agent-in-browser/
https://www.howtogeek.com/113439/how-to-change-your-browsers-user-agent-without-installing-any-extensions/
https://askubuntu.com/questions/472861/how-to-change-the-user-agent-in-gnome-web-epiphany
https://zh.wikipedia.org/wiki/Browser_extension
https://github.com/w3c/webextensions/blob/main/charter.md#webextensions
https://zh.wikipedia.org/wiki/Email
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Bounce_address
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
https://en.wikipedia.org/wiki/Basic_access_authentication
https://zh.wikipedia.org/wiki/OAuth
https://zh.wikipedia.org/wiki/OAuth
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AT TATE KA | xEEY

evolution V:29,1:239 | 492 X GUI 2z (GNOME, groupware E)
thunderbird V:44, 1:110 274658 X GUI #£%, (GTK , Mozilla Thunderbird)
kmail V:44,1:107 | 25212 | X GUI 2%\, (KDE)

mutt V:12, 1:94 7118 | BB AJRERL vim —io {F R F IuAm e
mew Yool%l 2319 | (x)emacs FHFILARIRFER

Table 6.2: EfH{E AERIESFR (MUA)

6.2.2 IRAERMHFARFSIR S
IRE A R 38 — LRI B MU R BB (AFEBAEBERNETF ) R,

< EHEERBRE LBIT SMTP [ RS KB AT SR IR R EMENIREK.
« —EEMFRESB M EREFIHIEAIERE | RMERAZ)T Brth , FBRAIFE @ RER R R ZEIBREN.
 WEEREEE I ENEETAERNIREM PR ER T | ERETIREN.

EERA

« RHEEREKR MO ERERZIEERABERKER SMTP IR (25) SAAREHT.
 RAFFRABIEA) SMTP 1R (25) EAREIHEZERBHIRHN EMAEWEIHT .
s RWHEEREKRHNEMBLIEEERKAE , AREABIRAERIE (587) X,

o BIBE EMHAIERT (DKIM), B5HERIIEL (SPF) M ERSEKERE. IMEMKE (DMARC) BEHHR
IR BB BRI IR BB IR

o A SIRHHEMT RS T RE @ AR RAVIER smarthost (BT ERHEIX.
BRI AR RS RIRE TR UL A RBEMHRRE | AFHLE EF BB,

6.2.3 FHEHFIRFSIHHIE

—457F Debian EAFER , EMTERIAENM /usr/sbin/sendmail di &R EEXEM |, BN —EEME LR E K
UNIX ZRARERE IR A X ED M |, HIRE SR AIThAE -

o B R ARATSCFRER AL,

o iR /usr/sbin/sendmail 54 RIE.

o HWiNEKHHEAR—F# , /usr/sbin/sendmail €5 EITEMEMR AN 3 | YSERHERIAE /var/mail/$username
TERE.

- HiSBEEHMINEG 4 « apt- listchanges, cron, at, ...

s Hit BN EIRIEEH | /usr/sbin/sendmail d54RiGEMEMEEIE M ER , £ SMTP #I8 DNS MX 3¢
5%,

- HEBE{E4HH% 4 : popcon, reportbug, bts, .

f"lr



http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
https://tracker.debian.org/pkg/evolution
http://packages.debian.org/sid/thunderbird
http://qa.debian.org/popcon-graph.php?packages=thunderbird
https://tracker.debian.org/pkg/thunderbird
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kmail
http://qa.debian.org/popcon-graph.php?packages=kmail
https://tracker.debian.org/pkg/kmail
http://packages.debian.org/sid/mutt
http://qa.debian.org/popcon-graph.php?packages=mutt
https://tracker.debian.org/pkg/mutt
http://packages.debian.org/sid/mew
http://qa.debian.org/popcon-graph.php?packages=mew
http://qa.debian.org/popcon-graph.php?packages=mew
https://tracker.debian.org/pkg/mew
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
https://zh.wikipedia.org/wiki/Sender_Policy_Framework
https://zh.wikipedia.org/wiki/DMARC
https://zh.wikipedia.org/wiki/反垃圾郵件技術
https://zh.wikipedia.org/wiki/反垃圾郵件技術
https://zh.wikipedia.org/wiki/Email_filtering
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
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6.2.4 B EHmAIE (MTA)

1t Debian 12 Bookworm & , £/ & mail transfer agent (MTA) F2=XHI1EIR T , Debian #Z2 8 T /Euha] AR GA &EFEp
HE g, REASTEEM GUI (REREAEN

PAfEH) Debian &R FHAME MTA fii@ﬁi?ﬁﬁﬁ‘:fé /usr/sbin/sendmail §y4FE., BENTEuh_LIEAER MTA 4
JAFNED 6.2.2 87 6.2.3 BRI {E.

WA EN T el |, HLAIH MTA BFZE eximd - daemon light 8% postfix , WEBLEPUE RN EETR “Mail sent
by smarthost; received via SMTP or fetchmail’, EL¢2#&8E MTA fI”/etc/aliases” ILEL,

i)
ACE exim4 REXFEARIZEM , ZEREFEHWLEASERRRNEEIH , EEFSFN. mR—&ENK
FBRIELRHMREN , £/ msmtp FELEMP , EHEBRPRRE L EIREFE P, KERAE MTA EEREER

BB L,

EICH] | T KN | AR

exima-daemon-1i0ng,. 500 |06 | 1649 | Exima B2 I8 (MTA : Debian FEEHA)

exim4-daemon-heavy,.c » .53 | 1814 | Exima BREEsHAIE (MTA - BEHEAR)

exim4-base V:226, 1:232 | 1646 | Exim4 X OCF) FBAER

exim4-doc-htmlU | (1.1 3798 | Exim4 3CfF (html)

exim4-doc-info [:0.58 648 Exim4 {5 (info)

postfix V:106, 11112 | 4003 | Postfix BfFEIE (MTA : T2HERM)

postfix-doc 1:4.8 4836 | Postfix 3ZfF (html+text)

sas12-bin V5, 111 368 Cyrus SASL API B3R (&IR postfix SMTP :5a5

cyrus-saslz-doc | 79 2142 | Cyrus SASL - Xf#

msmtp V7,113 811 &= MTA

msmtp-mta V:5.7,1.75 | 136 FE MTA (sendmail ¥ msmtp KRR L)

nullmailer V:7.6,1:82 | 483 EBAThEE MTA |, BB AHERH

ssmtp V42,165 | 133 ERSThRE MTA |, 7R B A HbER

sendmail-bin Vi1, 1111 1959 | £IhEE MTAGNRAREEHE D)

git-email Vi1, 111 1204 | git-send-email(l) FERFH T EEFFEI
Table 6.3: ErREEHHEERIEABNERERSR

6.2.4.1 exim4 AR

A BRLLTEIB smarthost FIABILERE |

$ sudo systemctl stop exim4
$ sudo dpkg-reconfigure exim4-config

PRIESZIRAN T FT7REY (BEHT) FABC exim4 - * #kpd

FHBC " General type of mail configuration” B , 3% mail sent by smarthost; received via SMTP or fetchmail”,
2% 5E"System mail name:” &TE:%H) FQDN (2R & 5.1.1),

% E"IP-addresses to listen on for incoming SMTP connections:” &¥E5%1#"127.0.0.1; 11",

"Other destinations for which mail is accepted:” FEIFE %,

"Machines to relay mail for:” JRIEEE %S,

ican

Z%XE"IP address or host name of the outgoing smarthost:” #"smtp.hostname.dom:587",



https://zh.wikipedia.org/wiki/Message_transfer_agent
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/Email_client
http://packages.debian.org/sid/exim4-daemon-light
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-light
https://tracker.debian.org/pkg/exim4-daemon-light
http://packages.debian.org/sid/exim4-daemon-heavy
http://qa.debian.org/popcon-graph.php?packages=exim4-daemon-heavy
https://tracker.debian.org/pkg/exim4-daemon-heavy
http://packages.debian.org/sid/exim4-base
http://qa.debian.org/popcon-graph.php?packages=exim4-base
https://tracker.debian.org/pkg/exim4-base
http://packages.debian.org/sid/exim4-doc-html
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-html
https://tracker.debian.org/pkg/exim4-doc-html
http://packages.debian.org/sid/exim4-doc-info
http://qa.debian.org/popcon-graph.php?packages=exim4-doc-info
https://tracker.debian.org/pkg/exim4-doc-info
http://packages.debian.org/sid/postfix
http://qa.debian.org/popcon-graph.php?packages=postfix
https://tracker.debian.org/pkg/postfix
http://packages.debian.org/sid/postfix-doc
http://qa.debian.org/popcon-graph.php?packages=postfix-doc
https://tracker.debian.org/pkg/postfix-doc
http://packages.debian.org/sid/sasl2-bin
http://qa.debian.org/popcon-graph.php?packages=sasl2-bin
https://tracker.debian.org/pkg/sasl2-bin
http://packages.debian.org/sid/cyrus-sasl2-doc
http://qa.debian.org/popcon-graph.php?packages=cyrus-sasl2-doc
https://tracker.debian.org/pkg/cyrus-sasl2-doc
http://packages.debian.org/sid/msmtp
http://qa.debian.org/popcon-graph.php?packages=msmtp
https://tracker.debian.org/pkg/msmtp
http://packages.debian.org/sid/msmtp-mta
http://qa.debian.org/popcon-graph.php?packages=msmtp-mta
https://tracker.debian.org/pkg/msmtp-mta
http://packages.debian.org/sid/nullmailer
http://qa.debian.org/popcon-graph.php?packages=nullmailer
https://tracker.debian.org/pkg/nullmailer
http://packages.debian.org/sid/ssmtp
http://qa.debian.org/popcon-graph.php?packages=ssmtp
https://tracker.debian.org/pkg/ssmtp
http://packages.debian.org/sid/sendmail-bin
http://qa.debian.org/popcon-graph.php?packages=sendmail-bin
https://tracker.debian.org/pkg/sendmail-bin
http://packages.debian.org/sid/git-email
http://qa.debian.org/popcon-graph.php?packages=git-email
https://tracker.debian.org/pkg/git-email
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F%E"Hide local mail name in outgoing mail?” EIEA"No”, (B &G & 6.2.4. 3R MR {FE /etc/email-addresses”
RE)
BT ATRIE F —1E 3K 2] Keep number of DNS-queries minimal (Dial-on-Demand)?”,

* "No” ZRREXENIIFIR , RCHE £ T AHRANEK .
* "Yes” ANREXENIIFR , RGIRAE_LARERANER.

5% "Delivery method for local mail:” 3#IH2 "mbox format in /var/mail/”,
"Split configuration into small files?:” JEIA:% %" Yes”,
BiBE®/etc/eximd/passwd.client” ¥ , KEIL A smarthost RS EE .

$ sudo vim /etc/exim4/passwd.client

$ cat /etc/exim4/passwd.client
Asmtp. *\.hostname\.dom:username@hostname.dom:password

BCE exim4(8) , f£"/etc/default/eximd” ¥ 5 N\"QUEUERUNNER="queueonly'” , "QUEUERUNNER="'nodaemon'
%, K MUABEIRFER. (FTIEM)

BB AT7RAIEREN exim4,

$ sudo systemctl start exim4

"/etc/exim4/passwd.client” FERFPNEME RN EZERNE | REZLIRIN T T RKMERIEREME.

$ host smtp.hostname.dom
smtp.hostname.dom is an alias for smtp99.hostname.dom.
smtp99.hostname.dom has address 123.234.123.89

K1 /etc/exima/passwd. client” #ERFPFRHIER R EXKEB R MR, BME ISP BT B4 FFsm r =4
% , SMTP AUTH B 28T ).
{REEFNIAIB LN T AT/RITFENE T eximd AL

« EH/etc/exima/” BEETH exima 4HAERER,

- ¥#3["/etc/exim4/exim4.conf. localmacros” K& EE&EIES BN /etc/exima/exima. conf. template”
BE. (RENEIFED)
- f£"/etc/exim4/exim4 . conf.d” F B kP EMFHER AR O FERNER. (HEIRAED)

« HfT'systemctl reload exim4”.

*E
® R debconf [ Keep number of DNS-queries minimal (Dial-on-Demand)?” 15 {E SRR , #4127 "No” (F&
F%{H) , IBERREN eximd LR RAFHIN B ARG TERENKIRHEN S B4R EAEIRAEIE .

F5REE"/usr/share/doc/exim4-base/README . Debian.gz” B A15E# update-exim4.conf(8),

( ) &L
WITENERERE , (F% STARTTLS § SMTP 38 587 , 53 SMTPS (SSL 2z i SMTP ) 1% 465, {t%
4 SMTP 18 25,



https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/SMTPS
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5% ThEE
postfix(1l) Postfix = HIFEZ
postconf(1) Postfix FAHCL LA
postconf(5) Postfix FHACZ B
postmap(1) Postfix BAIFRAEE
postalias(l) Postfix jJ%& BRI EAE

Table 6.4: EE postfix FE313k

6.2.4.2 #45 SASL [ postfix FHHC

741818 smarthost RIABIRERE | YRIERZE SCRRE postfix MBS FMHE.
{RFERZARAN T FT7RAY) (BEHT) FIRC postfix 1 sas12-bin #kEgM,

$ sudo systemctl stop postfix
$ sudo dpkg-reconfigure postfix

42" Internet with smarthost”,
% E"SMTP relay host (blank for none):” Z&”[smtp.hostname.dom] : 587" WIRANF F7~HHEC.

sudo postconf -e 'smtp_sender_dependent_authentication = yes'

sudo postconf -e 'smtp_sasl_auth_enable = yes'

sudo postconf -e 'smtp_sasl_password_maps = hash:/etc/postfix/sasl_passwd'
sudo postconf -e 'smtp_sasl_type = cyrus'

sudo vim /etc/postfix/sasl_passwd

&P BH B PP

% smarthost B3 ZREEE .

$ cat /etc/postfix/sasl_passwd
[smtp.hostname.dom] :587 username:password
$ sudo postmap hush:/etc/postfix/sasl_passwd

BB ATRAIELEN postfix,
$ sudo systemctl start postfix
dpkg-reconfigure &:Eh{F " #1"]” FM"/etc/postfix/sasl_passwd” BEREKRE MX 34T 2 HIE

F RSB EME,. 2R"/usr/share/doc/postfix/html/SASL_README.htm1” ¥2E #)"Enabling SASL
authentication in the Postfix SMTP client” {&H .

6.2.4.3 ERFHILETAAC

EHEE L RRENM S . FORANE A IR ER AR RERE SR
[LES ThRE FER
/etc/mailname FBBE (513%) BpFATAREM® | Debian A , mailname(5)
/etc/email-addresses FETASMNS BRI 42 1B exim(8) LAY .

exim4-config_files(b)

/etc/postfix/generic FIRA SN BB M 4 ?%%ta;}j%((l) FH , postmap(l) 5L
/etc/aliases PRI IR 5% BIBRT ., newaliases(t) TR ER

Table 6.5: BAERFHARRARARRERE R SR



https://www.postfix.org/documentation.html
https://www.debian.org/doc/debian-policy/ch-customized-programs#s-mail-transport-agents
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"/etc/mailname” #$E K mailname E% 2278154 (FQDN) , EELTIRA K WM R EMRMN P ik, ¥
TR B ATRAT AR 1P 3t 2 RS BN T 6%y |, 28 5€ mailname %’hostname - M. (EH I exima-*
postfix #LZ RELAHMERE. )

EF VI

"/etc/mailname” FRIRNB WL IE MTA BXABEE FIMFERITA. B mutt, £ ~/muttrc R
E’hostname” FI"from” K EZ mailname {H. ¥4 devscripts EiapFE , Fa0 bts(1) 1 dch(1) ,
T IRIE 8" $DEBFULLNAME” F1"$DEBEMAIL” HHEXRBEZETE.

7R

popularity-contest & # & — & Bl FQDN J& X # root iR % 1§ ¥ B #. K T B
%  /usr/share/popularity-contest/default.conf # T & #f X M B K X & T
/etc/popularity-contest.conf fE3] MAILFROM . &8I, /RIEFE & ¥ smarthost SMTP 7] ik
T4, MEELBRRZK , BREAIALARAER MTA X HEPL root (FRESENEHHERFMLLER S,
EWATAHAAE RFENE R cron FESHSEA.

E iR mailname %"hostname - BB , B8 MTA HIRER L AR AT LUBIB 20 T RN EIR,

« FjA exim4(8) f"/etc/email-addresses” #5% , exim4-config_files(5) FMET BRI E WiRIE
« A postfix(1l) )"/etc/postfix/generic” #§X , generic(5) FMEFBREINE WNiEE

34 postfix , T RMEAIMNEERFEBIT.

# postmap hash:/etc/postfix/generic
# postconf -e 'smtp_generic_maps = hash:/etc/postfix/generic'
# postfix reload

TRAESAIE BN FTRA S AGAER R AT

« exim(8) F§ -brw, -bf, -bF, -bv, ... #IE
» postmap(l) A -q EIHE,

ET TN
Exim #8—tem5 ApFEsl , Fla0 exiqgrep(8) 1 exipick(8). 2R dpkg -L exim4-base|grep man8/” 3k
EAFTTRHERTES.

6.2.4.4 FE MTA 3k

EEA LA MTA R4E, B—LLAEEIEIR sendmail(l) WAHBSHNEREIR,

N
1¥"/etc/ppp/ip-up.d/*" ER—EENBERABHRIESHEZERENEE.
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exim 754 postfix T§4 e
sendmail sendmail TEAETER \GEEESAE Y H AR (-bm)
mailq mailq FH REAMMTH] ID FNERETSY (-bq)
newaliases newaliases VIEHA% ERE (-1)
eximd -q postqueue -f BMEBTEEGENT (-q)
. postsuper -r ALL
exim4a -qf deferred; postqueue -f BT TR B
exim4 -qff Postouoae £ B RIE AT D AORANE
exim4 -Mg queue_id postsuper -h queue_id TRIREHATSI ID RIFEEE
exim4 -Mrm queue_id postsuper -d queue_id IBIBEER{TS] ID XBBHRE
N/A postsuper -d ALL IR T A B

Table 6.6: Ei# MTA &/E5I&

RS AT x| TR B

openssh-client Y999074 5133 | ssh(1) SSH & Fig

openssh-server |V870571 3502 | sshd(8) SSH k%

ssh-askpass V0, I:17 103 ssh-askpassigpk{F & N\ ZH5H ssh-add (plain X)

ssh—askpass—gnonev_04 32 | 215
ssh-askpass-fulls¢0etd
1:0.47

V:0.7,1:1.1 | 525

ssh-askpassEgRENFR N\ ssh-add %% (GNOME)
= &N ssh-add #E (GNOME) , B2
hETRAD

she LlinabaxB{E Xone] VT100 FAonfafk o A (A

41 ssh-askpas

n

shellinabox

Table 6.7: {AR#S R ipFIFALASIR



http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
https://tracker.debian.org/pkg/openssh-client
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
https://tracker.debian.org/pkg/openssh-server
http://packages.debian.org/sid/ssh-askpass
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass
https://tracker.debian.org/pkg/ssh-askpass
http://packages.debian.org/sid/ssh-askpass-gnome
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-gnome
https://tracker.debian.org/pkg/ssh-askpass-gnome
http://packages.debian.org/sid/ssh-askpass-fullscreen
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-fullscreen
http://qa.debian.org/popcon-graph.php?packages=ssh-askpass-fullscreen
https://tracker.debian.org/pkg/ssh-askpass-fullscreen
http://packages.debian.org/sid/shellinabox
http://qa.debian.org/popcon-graph.php?packages=shellinabox
https://tracker.debian.org/pkg/shellinabox
https://github.com/shellinabox/shellinabox
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6.3 fAfR=NEiRfFEFI LA (SSH)

Secure SHell (SSH) ER#F4HE L K& B4R TR, 7 Debian ¥ , H—1EMM OpenSSH K% & SSH R4 , 1£

openssh-client % openssh-server G,

HiMERERH, ssh(l) ThEELE telnet(l) EMEEMNR LS. & telnet 354, ssh FELAETEBE telnet MR
HFIT WATARR & CTRL-]) BHELE.

SR shellinabox AE—1{F SSH 72X , BIIEEEIEA R IR IRAMN—ET BRI ER,
EARERE X B PigfE , 2R (& 7.9,

EE
WRARE) SSH R RFFARRFE , 2RE0 4.6.3,

R
saf{E A screen(l) KRR IR shell FEFRIRELAR EHFE (B RE 9.1.2).

6.3.1 SSH }f#

OpenSSH SSH & =5T&F2F (daemon) R TIE SSH 2 ik,
4MEn2 R /usr/share/doc/ssh/README . Debian.gz”, ssh(1), sshd(8), ssh-keygen(1), ssh-add(l) 1 ssh-agent(

: ﬁﬂ%*ﬁ%‘-*‘ﬂ. OpenSSH k% , "/etc/ssh/sshd_not_to_be_run” BRIFLE,
ANERARLETA rhost JERE (/etc/ssh/sshd_config ) HostbasedAuthentication),

AHREREER MHRERR R A

/etc/ssh/ssh_config SSH & Fipfas%, 2 H ssh_config(b)
/etc/ssh/sshd_config SSH fRFmTERR, 25, sshd_config(b)
~/.ssh/authorized_keys ZIRSRIEARENE A AR =% LA Finff FRITARR SSH 268
~/.ssh/id_rsa {EFHZR SSH-2 RSA #.5&

~/.ssh/id_key-type-name {FH&K SSH-2 &i&% , key-type-name % ecdsa, ed25519 %%

Table 6.8: SSH 4RBE EZRFI&K

% Pl @ —18 ssh(1) Z4R.

6.3.2 RinTi EH{FRERTE

ARFFEAS AN R I M EE RARRINEAEBTE | /RAESN AR \"username@’,

MRAMARGE TR, FRRKNERELTE , RO LA E N"username@”. BI{F EA 3 F1= iis T HE(E AR
FEERERTE , RATAMER"~/ . ssh/config” KE&ME# A\ F B HE L. B Debian Salsa fAlfk#s , 1 AR
£"foo-guest”, {RA[LAZRE"~/ . ssh/config” A5 TERRNANE.

Host salsa.debian.org people.debian.org
User foo-guest



https://zh.wikipedia.org/wiki/Secure_Shell
https://www.openssh.org/
https://salsa.debian.org/
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54 AR

ssh N .
username@hostname.domain.ext {ETARARAIEAR

ssh -v Sy pm s s
username@hostname.domain.ext ARHARI AR AR AR
ssh -o

PreferredAuthentications=password SSH 2 g4 , s&%{s %S
username@hostname.domain.ext

ssh -t
username@hostname.domain.ext OIS THE FEYT passwd 4K E H 0
passwd

Table 6.9: SSH %X Fim R ENEIF313

6.3.3 HRIRMEIEREAR

f#F"PubkeyAuthentication” (SSH-2 i) , AFTR] AR SREC(EIR UG R ERS.
ERIGRIH/etc/ssh/sshd_config” # , 5 EAHERIKE, "PubkeyAuthentication yes”,
TEAHIAE BERHEMMR Y | R ENREIRIG AL,

$ ssh-keygen -t rsa
$ cat .ssh/id_rsa.pub | ssh userl@remote '"cat - >>.ssh/authorized_keys"

{RAIRATE"~/ . ssh/authorized_keys” #2441k B SEMNETAR R B EMABITI E K< .2 R sshd(8)’AUTHORIZED_KE
FILE FORMAT” ,

6.3.4 EIHHTY SSH & Fig

HEe¥FE LA —L4EK SSH B Fif.

RE %E SSH 72X

Windows puTTY (PUTTY : —{EEHMAK SSH . Telnet ¥ Fif) (GPL)
Windows (cygwin) ((:é?avtl)n #£#) SSH(Cygwin: Get that Linux feeling - on Windows)
Mac OS X OpenSSH; AR EFAF{E A ssh (GPL)

Table 6.10: HE¥= F%#& SSH & Figd|&

6.3.5 &3 ssh {1#

REERRENRN SSH AREMMEREN. MRBEEZFRTE , FH ssh-keygen -p” KERE.

IEARINANEE (Eban : "~/ .ssh/id_rsa.pub”) iEiEisE#EK"~/ . ssh/authorized_keys” , iE{E&EiGEHEH_E
R B RS AR .

$ ssh-agent bash

$ ssh-add ~/.ssh/id_rsa

Enter passphrase for /home/username/.ssh/id_rsa:
Identity added: /home/username/.ssh/id_rsa (/home/username/.ssh/id_rsa)

REEBITHTRNIES , MABFREE.



https://zh.wikipedia.org/wiki/Secure_Shell
https://www.chiark.greenend.org.uk/~sgtatham/putty/
https://www.cygwin.com/
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$ scp foo username@remote.host:foo

& 7D K44k ssh RIE®EE.

B4 X BR%n , 85 (K] Debian BETELSIREERARLFEFHIT ssh-agent, FTARR FTEHIT—IX ssh-add, #E—
&N , 75HEE ssh-agent(1) # ssh-add(1).

6.3.6 fliRumEHEILIXER G
WRRIE—EIEMELE T DNS KR RS2 B —1E SSH shell BRSE , {REEZAEMRAH T VEvh_EA RINERY |, fEAR
us(A RS EMOERE |, EIEA IR IR RS _E1E0E,

$ ssh username@example.org /usr/sbin/sendmail -bm -ti -f "username@example.org" < mail_data <«
. EXt

6.3.7 SMTPIPOP3 [i% & (iR %

BB ssh B —EEAERNEEEL , 4 localhost [ 4025 1EF remote-server [ 253 , W14 localhost i
4110 38Z) remote-server i 110 1§ | ;5 EAEBITINTIES.

# ssh -q -L 4025:remote-server:25 4110:remote-server:110 username@remote-server

& B RIS ARIE L SMTP/POP3 RIS EAR IR L A iE ERIGEM"/etc/ssh/sshd_config” #:5E"AllowTcpForwar
B & yes”.

6.3.8 /EfXIEI® SSH FARfiRIG A%

PYRATIAER at(l) 364 (B2 REN 9.4.13) KX SSH &KiptE{Re&"shutdown -h now” (2R & 1.1.8) HRIEB7FE.

# echo "shutdown -h now" | at now

£ screen(l) (B2 RE 9.1.2) @5EFEH T shutdown -h now” , & BB ERMIEREHES.

6.3.9 SSH #WEHEE

MRFBRIFHEE | REABRERERAF AT HEL A" - v7 IBIABAT ssh,
RARR root RSE , WHMEAGIAME , E/R"-p” BIE; ERJLABRMER 1 —1023 Z FHKIREIE.

MR ssh BLAEFRIGVHBERAFELETE, EHHFERGETEEHILIRENAER , TREREER R ML R E
T’host_key”. EHEREMEIBERE , Y HRE AN EREPARNZEEHEARESRG T , FRA]AFEAHE~/ . ssh/known_h
EMIFR"host_key” {& B REHEISELR.

6.4 JENARIEA LA

EZ %A Unix R4 , BSD Line printer daemon(lpd) TEPFRAEEZ=TH SARIRE, SANEBEKIEAIRESED
A& \E PostScript (PS). 4T 8E5a5IENZIFE PostScript ENFRAE , FENG—LUIBIEIF R A Ghostscript —EF .
SRE 11.4.1,

1EIR LM Debian &%t , Common UNIX Printing System @ UNIX JIEN A% R E T _FHiERE,. IR B HIRGLRE
AEFIENEHH A& TR Portable Document Format (PDF) R #44E+ERA& =,



https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://en.wikipedia.org/wiki/PDF
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CUPS f§ ] Internet Printing Protocol B[4 SIEN R (IPP). IPP 2 B A8 mIBAENNETFERIBS ENNEES
SZ 5 CUPS RAHERIS IR B B (A , MEREREMERE lpr $54 |, AMSEARERSIENSL . (E
CUPS &, 1pr AESAIEIB L E cups-bsd ERALA K ER.)

Debian Z4tH — LA ER IS B ARSI ENRBMIERSIENTA,

R AT SR Bl
lpr Vi2.2,1:2.6 | 378 E’g'l”g)er BSD Ipr/ipd (A HENFEAREEL 2725t daemon)
cups ?_’;1638' 1092 | IPP (631) | AHIESABEAFIEN CUPS (AR

V-128 7% CUPS [ System V EN&REEFES: 1p(D),
cups-client “'174 ' 433 [t lpstat(l), lpoptions(1), cancel(l),

’ lpmove(8), lpinfo(8), lpadmin(8),

6 |- — FIR CUPS #j BSD ENZEMEFES: 1pr (1), 1pq(d),

cups-bsd V:36, 1:194 | 131 Rt Lprm(1). Lpc(8)
printer-driver-quigaprdnt | 1151 | i@ | CUPS ENseigsEs)

Table 6.11: FIENARFSFI T A SR

EFZIN
RAT DUEARE web BIE 25 77E0 http://localhost:631/" 3KFHAC CUPS &%k,

6.5 HEMHKERRSE

EHEEHTENIERRL.

b AT XN | ek ;]
telnetd V:0.3,1:11.6 51 TELNET TELNET JR%%
nfs-kernel-serven, e 155 | 797 | NFS Unix #4242

V:107, . w -
samba 1129 4993 | SMB Windows &R F13ENHLZE
netatalk |V1007O4 814 ATP Apple/Mac #ERFFIENHZE (AppleTalk)
proftpd-basic Yl%% 452 FTP BRAERTH
apache2 |V212%6 583 HTTP 1B web {AfRZS
squid V:9, .10 9349 | F_E B web RIEAIARES
bind9 V:35, 1:39 884 DNS HEeFER 1P ik
kea 1:0.50 248 DHCP ZFin a5 P HBhE

Table 6.12: HE489% FERRIE SR
A BRI IE R R4 iR (CIFS) FRISNEIR (SMB) s —1k , #MER Windows Bz FEF.

N
BRE 452 REARES.



https://zh.wikipedia.org/wiki/Internet_Printing_Protocol
http://packages.debian.org/sid/lpr
http://qa.debian.org/popcon-graph.php?packages=lpr
https://tracker.debian.org/pkg/lpr
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/cups
http://qa.debian.org/popcon-graph.php?packages=cups
http://qa.debian.org/popcon-graph.php?packages=cups
https://tracker.debian.org/pkg/cups
http://packages.debian.org/sid/cups-client
http://qa.debian.org/popcon-graph.php?packages=cups-client
http://qa.debian.org/popcon-graph.php?packages=cups-client
https://tracker.debian.org/pkg/cups-client
https://zh.wikipedia.org/wiki/System_V_printing_system
http://packages.debian.org/sid/cups-bsd
http://qa.debian.org/popcon-graph.php?packages=cups-bsd
https://tracker.debian.org/pkg/cups-bsd
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/printer-driver-gutenprint
http://qa.debian.org/popcon-graph.php?packages=printer-driver-gutenprint
https://tracker.debian.org/pkg/printer-driver-gutenprint
http://localhost:631/
http://packages.debian.org/sid/telnetd
http://qa.debian.org/popcon-graph.php?packages=telnetd
https://tracker.debian.org/pkg/telnetd
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/nfs-kernel-server
http://qa.debian.org/popcon-graph.php?packages=nfs-kernel-server
https://tracker.debian.org/pkg/nfs-kernel-server
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/samba
http://qa.debian.org/popcon-graph.php?packages=samba
http://qa.debian.org/popcon-graph.php?packages=samba
https://tracker.debian.org/pkg/samba
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/netatalk
http://qa.debian.org/popcon-graph.php?packages=netatalk
http://qa.debian.org/popcon-graph.php?packages=netatalk
https://tracker.debian.org/pkg/netatalk
https://zh.wikipedia.org/wiki/AppleTalk
http://packages.debian.org/sid/proftpd-basic
http://qa.debian.org/popcon-graph.php?packages=proftpd-basic
http://qa.debian.org/popcon-graph.php?packages=proftpd-basic
https://tracker.debian.org/pkg/proftpd-basic
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/apache2
http://qa.debian.org/popcon-graph.php?packages=apache2
http://qa.debian.org/popcon-graph.php?packages=apache2
https://tracker.debian.org/pkg/apache2
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/squid
http://qa.debian.org/popcon-graph.php?packages=squid
https://tracker.debian.org/pkg/squid
https://zh.wikipedia.org/wiki/Proxy_server
http://packages.debian.org/sid/bind9
http://qa.debian.org/popcon-graph.php?packages=bind9
https://tracker.debian.org/pkg/bind9
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/kea
http://qa.debian.org/popcon-graph.php?packages=kea
https://tracker.debian.org/pkg/kea
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Server_Message_Block
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ET VN
FHEZHENTIEE B DNS JRISIR L. ¥4 DHCP EMRENBCAYTEHS 1P sthlit, EHRE DNS BESA{ER bind9 A1 kea i
ML #RAT , Debian wiki (] DDNS & Hii8R.

N

£/ squid ZHRAIEFARES , AEF Debian IUAHEMTLAMIRR [ ARZFALL , BESAKREM AR,

6.6 HEAKERR Fig

EERHEHERERE Pk,

S - AT KN | ek e
netcat-traditional; 1905 | 139 | TCP/P TCP/IP B+ ]
netcat-openbsd | V:21,1:122 | 105 | TCP/IP %?ﬁ IPv6, fUSAI Unix S87H) TCP/P I L8
openssl |V989‘:32 2503 | SSL RELEHETE (SSL) s RN mME LA
stunnel4 V:6.7,1:99 | 573 FE TEH SSLHE
telnet V:12, 1:236 51 TELNET TELNET %& Fig
nfs-common IVZT)L(l)S 1137 | NFS Unix fERH=
smbclient V:27,1:210 | 2088 | SMB &k Windows fERAFENEZE Fig
cifs-utils V:32,1:119 | 351 mE EiniEx Windows fEX A4S ARG T RTES
V:191, HTTP F
wget 1982 3784 | L1p web FEH T AR
V:232, — —
curl 1601 501 [t [k
transmission-gth \. 5 177 | 6245 | BitTorrent | BitTorrent & St (GTK)
transmission-qt | ., 109 | 6203 | F.E BitTorrent % S (Qt)
ktorrent V:1.7,1:58 | 5167 | [EE BitTorrent & Fig (Qt)
gbittorrent V9, :23 14384 | FE BitTorrent & Fig (Qt)
bind9-host |V914214 136 DNS *E bind9 f host(1), "Priority: standard”
dnsutils V6, 11173 23 F_E B bind /¥ dig(1), "Priority: standard”
ldap-utils V:10, I:58 789 LDAP ¥ LDAP RBERFER
Table 6.13: 48 fERAR Fins|k
=k s s
6.7 AHEEE=FEI\ (daemon) 2HEf
telnet FERAESF TIARZ| RAZEE RFEN (daemon) , IEITZES.

/ﬁljuitz-dﬂ—, POP3 Hﬁi& , EHKFHTEE‘]T ﬂE

$ telnet mail.ispname.net pop3



https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/動態DNS
https://wiki.debian.org/DDNS
http://packages.debian.org/sid/netcat-traditional
http://qa.debian.org/popcon-graph.php?packages=netcat-traditional
https://tracker.debian.org/pkg/netcat-traditional
https://zh.wikipedia.org/wiki/TCP/IP
http://packages.debian.org/sid/netcat-openbsd
http://qa.debian.org/popcon-graph.php?packages=netcat-openbsd
https://tracker.debian.org/pkg/netcat-openbsd
https://zh.wikipedia.org/wiki/TCP/IP
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
https://tracker.debian.org/pkg/openssl
https://zh.wikipedia.org/wiki/Transport_Layer_Security
http://packages.debian.org/sid/stunnel4
http://qa.debian.org/popcon-graph.php?packages=stunnel4
https://tracker.debian.org/pkg/stunnel4
http://packages.debian.org/sid/telnet
http://qa.debian.org/popcon-graph.php?packages=telnet
https://tracker.debian.org/pkg/telnet
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/nfs-common
http://qa.debian.org/popcon-graph.php?packages=nfs-common
http://qa.debian.org/popcon-graph.php?packages=nfs-common
https://tracker.debian.org/pkg/nfs-common
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/smbclient
http://qa.debian.org/popcon-graph.php?packages=smbclient
https://tracker.debian.org/pkg/smbclient
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/cifs-utils
http://qa.debian.org/popcon-graph.php?packages=cifs-utils
https://tracker.debian.org/pkg/cifs-utils
http://packages.debian.org/sid/wget
http://qa.debian.org/popcon-graph.php?packages=wget
http://qa.debian.org/popcon-graph.php?packages=wget
https://tracker.debian.org/pkg/wget
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/curl
http://qa.debian.org/popcon-graph.php?packages=curl
http://qa.debian.org/popcon-graph.php?packages=curl
https://tracker.debian.org/pkg/curl
http://packages.debian.org/sid/transmission-gtk
http://qa.debian.org/popcon-graph.php?packages=transmission-gtk
https://tracker.debian.org/pkg/transmission-gtk
https://zh.wikipedia.org/wiki/BitTorrent_(協議)
https://zh.wikipedia.org/wiki/BitTorrent_(協議)
http://packages.debian.org/sid/transmission-qt
http://qa.debian.org/popcon-graph.php?packages=transmission-qt
https://tracker.debian.org/pkg/transmission-qt
https://zh.wikipedia.org/wiki/BitTorrent_(協議)
http://packages.debian.org/sid/ktorrent
http://qa.debian.org/popcon-graph.php?packages=ktorrent
https://tracker.debian.org/pkg/ktorrent
https://zh.wikipedia.org/wiki/BitTorrent_(協議)
http://packages.debian.org/sid/qbittorrent
http://qa.debian.org/popcon-graph.php?packages=qbittorrent
https://tracker.debian.org/pkg/qbittorrent
https://zh.wikipedia.org/wiki/BitTorrent_(協議)
http://packages.debian.org/sid/bind9-host
http://qa.debian.org/popcon-graph.php?packages=bind9-host
http://qa.debian.org/popcon-graph.php?packages=bind9-host
https://tracker.debian.org/pkg/bind9-host
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon-graph.php?packages=dnsutils
https://tracker.debian.org/pkg/dnsutils
http://packages.debian.org/sid/ldap-utils
http://qa.debian.org/popcon-graph.php?packages=ldap-utils
https://tracker.debian.org/pkg/ldap-utils
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://zh.wikipedia.org/wiki/Post_Office_Protocol
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04y ISP 1243t TLS/SSL N2 POP3 fR¥ , AT HERTE , (REEAE telnet-ss1 AFEXIE TLS/ISSL ¥ telnet
% P , 5 openss 1 #X88

$ telnet -z ssl pop.gmail.com 995
$ openssl s_client -connect pop.gmail.com:995

THEK RFCs RtE—ERREETRIENX (daemon) FIRRHENH.

RFC AR

rfc1939 F rfc2449 POP3 R7%

rfc3501 IMAP4 R

rfc2821 (rfc821) SMTP &%

rfc2822 (rfc822) R EET SN

rfc2045 Z A ERE R E A (MIME)
rfc819 DNS k%

rfc2616 HTTP JR%

rfc2396 URI £

f£"/etc/services” ## |, #HR TIEAE.

Table 6.14: % FJ RFC 3%



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://www.ietf.org/standards/rfcs/
https://datatracker.ietf.org/doc/rfc1939/
https://datatracker.ietf.org/doc/rfc2449/
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://datatracker.ietf.org/doc/rfc3501/
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
https://datatracker.ietf.org/doc/rfc2821/
https://datatracker.ietf.org/doc/rfc821/
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://datatracker.ietf.org/doc/rfc2822/
https://datatracker.ietf.org/doc/rfc822/
https://datatracker.ietf.org/doc/rfc2045/
https://zh.wikipedia.org/wiki/MIME
https://datatracker.ietf.org/doc/rfc819/
https://zh.wikipedia.org/wiki/Domain_Name_System
https://datatracker.ietf.org/doc/rfc2616/
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://datatracker.ietf.org/doc/rfc2396/
https://zh.wikipedia.org/wiki/Uniform_Resource_Identifier
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Chapter 7

GUI (BIE(ERE ) R4

71 GUI (BREEAENT) RERE

7£ Debian 24 L , BREVRELEM GUI RHIRIFIRE,

EZ N A MTE NN L
task—gnome—desktop:200 9 GNOME SHigE
task—xfce—desktopth 9 Xfce SEIEIE
task-kde-desktop| | o¢ 6 KDE Plasma £HEIRIE
task—mate—desktopk35 9 MATE TS
task—cmnamon—desme 9 Cinnamon SEIEIE
task—lxde—desktopl:23 9 LXDE SHigE
task—lxqt—desktopl:18 9 LXOt SEIEE
task-gnome—ﬂashbﬁ%-desktop6 GNOME Flashback £HEIRIR

Table 7.1: EEIRIEY*



https://zh.wikipedia.org/wiki/Graphical_user_interface
http://packages.debian.org/sid/task-gnome-desktop
http://qa.debian.org/popcon-graph.php?packages=task-gnome-desktop
https://tracker.debian.org/pkg/task-gnome-desktop
https://zh.wikipedia.org/wiki/GNOME
http://packages.debian.org/sid/task-xfce-desktop
http://qa.debian.org/popcon-graph.php?packages=task-xfce-desktop
https://tracker.debian.org/pkg/task-xfce-desktop
https://zh.wikipedia.org/wiki/Xfce
http://packages.debian.org/sid/task-kde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-kde-desktop
https://tracker.debian.org/pkg/task-kde-desktop
https://zh.wikipedia.org/wiki/KDE_Plasma_5
http://packages.debian.org/sid/task-mate-desktop
http://qa.debian.org/popcon-graph.php?packages=task-mate-desktop
https://tracker.debian.org/pkg/task-mate-desktop
https://zh.wikipedia.org/wiki/MATE_(software)
http://packages.debian.org/sid/task-cinnamon-desktop
http://qa.debian.org/popcon-graph.php?packages=task-cinnamon-desktop
https://tracker.debian.org/pkg/task-cinnamon-desktop
https://zh.wikipedia.org/wiki/Cinnamon_(desktop_environment)
http://packages.debian.org/sid/task-lxde-desktop
http://qa.debian.org/popcon-graph.php?packages=task-lxde-desktop
https://tracker.debian.org/pkg/task-lxde-desktop
https://zh.wikipedia.org/wiki/LXDE
http://packages.debian.org/sid/task-lxqt-desktop
http://qa.debian.org/popcon-graph.php?packages=task-lxqt-desktop
https://tracker.debian.org/pkg/task-lxqt-desktop
https://zh.wikipedia.org/wiki/LXQt
http://packages.debian.org/sid/task-gnome-flashback-desktop
http://qa.debian.org/popcon-graph.php?packages=task-gnome-flashback-desktop
https://tracker.debian.org/pkg/task-gnome-flashback-desktop
https://zh.wikipedia.org/wiki/GNOME#GNOME_Flashback
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Egﬂ‘lﬁi‘%fcﬁﬁg’ﬂﬂﬁ{ﬁﬁﬁh 840 , 1E Debian IFFREMV/RERIRIZ T , R SFAHERISEZEARGE , JaERER
BRI, ¥ task-gnome-desktop , #RAJRUR FEK T iAAEEREEEE
» fA sudo aptitude -u ExE)aptitude(8).

« BENFIZE ] Tasks” AR EHg,

« BENFZE"End-user” WIR[EIEEE,

o« BENHZE)"GNOME” W3R B Hé,

- BENHFIZER task-gnome-desktop Wik[EEE,

« BENFIZE ) Depends” A'm” (FLEE).

 BENIZE"Recommends” I3g"m” (FILiEE),

- BENBHRE] task-gnome -desktop IHR"™". (i)

s FEBEENEREA , YRIREREIEAERMNEERE .

< 1R'g" KRR E.

A KEBEIIE Debian TEERINSEIRIE : task-gnome-desktop , £ wayland _E32{t GNOME,

7.2 GUI (BIEFEBRENT) @ik

7£ GNOME £H{FRK GUI @iz A
« Wayland (ARFimAERNaR) (JREE)
o X E ARG O R (BB xway land)

FatafR freedesktop.org YKZE3R T fif Wayland Z245F0 X R & 4248 B 2R [E.
WAEFAERIEIZE | NRIBESHIE A HIBER 2

» Wayland B7EF—EE#_ LR GUI Bk - F. BE, HRE , FFZE setuid root — 14 H
« X Window ;& —1{E E{E48E ThEER) GUI Bafliask « 154, B, 18 , FF setuid root ZiE{uH)

HHEM Wayland B ER , B VNC Bk RDP FSUERE —ERinEM LR EMBRNNES. 2R 7.8

A X @ARFABAMIT LZEEEFER | FIAAR X Z FinE B A Z R ETIER., EMEB T E%EN
(K Xlib FEFFREREE | R T KRR EIFMAE. EHE Wayland ERE(EAANIG GUI BIRBENEILE R,

{F A% GNOME #iniENR) xeyes F2x\ , IREEFIRESE GUI (BREERENT) EHARENFEHAK GUI BRE.

$ xeyes

* INRBFREBIEMER Wayland REInEI7R A EMATE L, PLIN"GNOME #&3%”, IRFER & IRKETE SIS EN.
< MRBREEMLA X RERGORRNERTER L | tban‘xterm”, IRIEEIRMEE FRIZE) , FEH A EIEMLK
X ALE GBI

%) 2021 £ 4 B , FZHRATH GUI FEFFEX , bban GNOME #1 LibreOffice (LO) B4&& #4457 Wayland JRFSumRE
Nk, FKEIR xterm, gitk, chromium, firefox, gimp, dia 1 KDE EFFE(ER(ER X RE RGO,



https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
https://zh.wikipedia.org/wiki/X_Window_System_core_protocol
https://wayland.freedesktop.org/architecture.html
https://zh.wikipedia.org/wiki/Virtual_Network_Computing
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/MIT-SHM
https://wayland.freedesktop.org/faq.html
https://zh.wikipedia.org/wiki/LibreOffice
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E

¥ Wayland Z £ xwayland SR RAEM X REA XK, EMELIEMNEKN X KRB 5K EHE
E"/etc/X11/xorg.conf” NEEERG L7FE, BRFH@MANEEBEBZOM DRM, KMS F udev B
B, FAEN X BBmOK&ERKEREM. 2R Linux #2034 modedb default video mode support”,

7.3 GUI (BIEEMAENHE) 2iE

122 Wayland &35 _F 74 GNOME [ £ 1 GUI 2ekisiissm,

wie |
S AT BR | #REA

/N
mutter V1, 1:28 222 GNOME f mutter fR & =1F ey [auto]
xway land V:257, 1:345 | 2541 | {74t wayland 2 Fi—1E X fR%um [auto]
gnome-remote-desk{op,e |oeg | o1 {E PipeWire f GNOME Rif R H{E = T-&42/% (daemon)

R [auto]

gnome - tweaks V:20, 1:242 | 1145 | GNOME B S EAC B R E
gnome-shell-extenslonpuets g3 | wmHEMA GNOME SMRIGEEHHTA

Table 7.2: ZE &/ GUI Z2HEEigEY)%R

B2 , "[auto]” FRINELEIEBIE task-gnome-desktop REIFEHEI LK,

N
gnome-tweaks E—{EANAHAMECET A, 440 :

o (REESRFIFIBRBEEE , (t General (Ei#) "E"Over-Amplification (B9 EK) ",

« {RAEFBRIA"Caps” SBEARY"ESC” §8 , 2"Keyboard & Mouse” -> "Keyboard” -> "Additional Layout Option”.

IR
GNOME £ HIRIBE AT HaEsERA T ARAE , 7£3% F Super-§g1& , BB #E = settings”, "tweaks”
ZX"extensions” KEENECE.

7.4 GUI (BREEMAENT) ER

IRFEFE Debian £ , B LA MK GUI EAFFE. MR GNOME KEIRE TR G EINREMNEKEE , BT A0
scribus (KDE) EHHEKEAETLIUERN. ERKBLMEEENTREE , SERNARKEL.

B R —REIRIREKM GUI (BIEFERENME) ERIIK.

75 {FREB%

{#F%&B%% , thin"~/Desktop”. "~/Documents” -+ , HFERAME T |, R A REREMIRIENGES . REEFIE
CEEATE :



https://zh.wikipedia.org/wiki/Direct_Rendering_Manager
https://wiki.debian.org/KernelModesetting
https://zh.wikipedia.org/wiki/Udev
https://www.kernel.org/doc/html/latest/fb/modedb.html
http://packages.debian.org/sid/mutter
http://qa.debian.org/popcon-graph.php?packages=mutter
https://tracker.debian.org/pkg/mutter
https://zh.wikipedia.org/wiki/Mutter_(software)
http://packages.debian.org/sid/xwayland
http://qa.debian.org/popcon-graph.php?packages=xwayland
https://tracker.debian.org/pkg/xwayland
https://zh.wikipedia.org/wiki/Wayland_(display_server_protocol)
http://packages.debian.org/sid/gnome-remote-desktop
http://qa.debian.org/popcon-graph.php?packages=gnome-remote-desktop
https://tracker.debian.org/pkg/gnome-remote-desktop
http://packages.debian.org/sid/gnome-tweaks
http://qa.debian.org/popcon-graph.php?packages=gnome-tweaks
https://tracker.debian.org/pkg/gnome-tweaks
http://packages.debian.org/sid/gnome-shell-extension-prefs
http://qa.debian.org/popcon-graph.php?packages=gnome-shell-extension-prefs
https://tracker.debian.org/pkg/gnome-shell-extension-prefs
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LGkl TE ax |l R
N

evolution V.29, 1:239 492 GNOME BAE (FFAHER AN B
thunderbird V:44,1:110 | 274659 GTK @%ﬁlﬂ#@}f‘ﬁﬁ‘ﬁ (Mozilla Thunderbird (F5&) )
kontact Vi, 111 2298 KDE BAE (FFAHER AN B E)
libreoffice-writev:123, .

Ladl 33266 | LO I%J&%Eﬁmﬁ
abiword V:1.1,1:5.4 | 3596 | GNOME NERIFREE
calligrawords V:0.4,1:3.7 | 6937 | KDE NE RIS
scribus Vi1, .14 32289 | KDE 4mEE PDF 22 desktop publishing 4gEEas
glabels V:0.4,1:2.8 | 1283 | GNOME g i
libreoffice-cald \.11g 1437 | 28288 | LO BT
gnumeric V4, 1:12 9958 | GNOME B RIE
calligrasheets | V:0.2,1:2.4 | 13593 | KDE E Ll
libreoffice-impn effs%o, 2440 | LO %R
calligrastage V:0.2,1:2.4 | 6017 | KDE [GE
libreoffice-basg \ o5 177 | 4985 | LO BRI
kexi ?,/605025’ 7565 | KDE B TR
libreoffice-dray |V413%1 10992 | LO MEERGER (E)
inkscape V:13,1:85 110787, GNOME mEEEmiEs (A8E)
karbon V:0.2,1:29 | 3962 | KDE mEEEiEr (4&8E)
dia V:2, 1:18 3812 | GTK TRAZ BTN = Bl AR o
gimp Vi33,1:229 | 32032 | GTK RS E At 2 (A8
shotwe Tl V:16,1:259 | 6334 | GTK BSR A B
digikam V:1.9,1:.9.2 | 302 KDE S R el ey
darktable V4, 1:12 35892 | GTK Tﬁwﬁﬂ‘]fﬁﬁi’é%%ﬂﬂg%
planner V:0.2,1:4.7 | 1400 | GNOME HELHE
calligraplan V:0.2,1:3.2 | 23545 | KDE 2HXEH
gnucash V:25,1.7.6 | 29455 | GNOME ENCERS
homebank V:0.4,1:1.8 | 3194 | GTK BA&EST
lilypond V:0.8,1:6.3 | 16924 | - B4R
kmymoney V:0.5,1:2.2 | 18877 | KDE BAST
Tibrecad Vi1, 1115 9100 | QtFEH TR ERRAT (CAD) %4k (2D)
freecad Vi1, 121 107 | QtfEH TR ENRT (CAD) %4k (3D)
kicad V:3,1:16 163907 GTK EILEF PCB :XaTEk A
Xsane V:10, :136 1512 GTK A ER
libreoffice-math \ g5 1439 | 1909 | LO BEBTTFLI AT AT 22
calibre V9, 1:27 65618 | KDE e —X =i A I ]
fbreader V:0.9,1:6.8 | 3783 | GTK R Gt
evince V:82,1:302 | 952 GNOME X (pdf) BaEes
okular V:44,1:135 | 4415 | KDE XH (pdf) FEER

B5Z
x11-apps V.33, 11463 | 2461 ;éﬂém X & xeyes(1) &,
- 27

x11-utils I\_’;GZ;' 651 %mm XIE | vev(1). xwininfo(l) .

Table 7.3: ZE& MK GUI

(BIEERENE)

fEm3Ia&



http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon-graph.php?packages=evolution
https://tracker.debian.org/pkg/evolution
http://packages.debian.org/sid/thunderbird
http://qa.debian.org/popcon-graph.php?packages=thunderbird
https://tracker.debian.org/pkg/thunderbird
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kontact
http://qa.debian.org/popcon-graph.php?packages=kontact
https://tracker.debian.org/pkg/kontact
http://packages.debian.org/sid/libreoffice-writer
http://qa.debian.org/popcon-graph.php?packages=libreoffice-writer
http://qa.debian.org/popcon-graph.php?packages=libreoffice-writer
https://tracker.debian.org/pkg/libreoffice-writer
http://packages.debian.org/sid/abiword
http://qa.debian.org/popcon-graph.php?packages=abiword
https://tracker.debian.org/pkg/abiword
http://packages.debian.org/sid/calligrawords
http://qa.debian.org/popcon-graph.php?packages=calligrawords
https://tracker.debian.org/pkg/calligrawords
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
https://tracker.debian.org/pkg/scribus
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Desktop_publishing
http://packages.debian.org/sid/glabels
http://qa.debian.org/popcon-graph.php?packages=glabels
https://tracker.debian.org/pkg/glabels
http://packages.debian.org/sid/libreoffice-calc
http://qa.debian.org/popcon-graph.php?packages=libreoffice-calc
https://tracker.debian.org/pkg/libreoffice-calc
http://packages.debian.org/sid/gnumeric
http://qa.debian.org/popcon-graph.php?packages=gnumeric
https://tracker.debian.org/pkg/gnumeric
http://packages.debian.org/sid/calligrasheets
http://qa.debian.org/popcon-graph.php?packages=calligrasheets
https://tracker.debian.org/pkg/calligrasheets
http://packages.debian.org/sid/libreoffice-impress
http://qa.debian.org/popcon-graph.php?packages=libreoffice-impress
http://qa.debian.org/popcon-graph.php?packages=libreoffice-impress
https://tracker.debian.org/pkg/libreoffice-impress
http://packages.debian.org/sid/calligrastage
http://qa.debian.org/popcon-graph.php?packages=calligrastage
https://tracker.debian.org/pkg/calligrastage
http://packages.debian.org/sid/libreoffice-base
http://qa.debian.org/popcon-graph.php?packages=libreoffice-base
https://tracker.debian.org/pkg/libreoffice-base
http://packages.debian.org/sid/kexi
http://qa.debian.org/popcon-graph.php?packages=kexi
http://qa.debian.org/popcon-graph.php?packages=kexi
https://tracker.debian.org/pkg/kexi
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
https://tracker.debian.org/pkg/libreoffice-draw
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
https://tracker.debian.org/pkg/inkscape
http://packages.debian.org/sid/karbon
http://qa.debian.org/popcon-graph.php?packages=karbon
https://tracker.debian.org/pkg/karbon
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
https://tracker.debian.org/pkg/dia
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
https://tracker.debian.org/pkg/gimp
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
https://tracker.debian.org/pkg/shotwell
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon-graph.php?packages=digikam
https://tracker.debian.org/pkg/digikam
http://packages.debian.org/sid/darktable
http://qa.debian.org/popcon-graph.php?packages=darktable
https://tracker.debian.org/pkg/darktable
http://packages.debian.org/sid/planner
http://qa.debian.org/popcon-graph.php?packages=planner
https://tracker.debian.org/pkg/planner
http://packages.debian.org/sid/calligraplan
http://qa.debian.org/popcon-graph.php?packages=calligraplan
https://tracker.debian.org/pkg/calligraplan
http://packages.debian.org/sid/gnucash
http://qa.debian.org/popcon-graph.php?packages=gnucash
https://tracker.debian.org/pkg/gnucash
http://packages.debian.org/sid/homebank
http://qa.debian.org/popcon-graph.php?packages=homebank
https://tracker.debian.org/pkg/homebank
http://packages.debian.org/sid/lilypond
http://qa.debian.org/popcon-graph.php?packages=lilypond
https://tracker.debian.org/pkg/lilypond
http://packages.debian.org/sid/kmymoney
http://qa.debian.org/popcon-graph.php?packages=kmymoney
https://tracker.debian.org/pkg/kmymoney
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon-graph.php?packages=librecad
https://tracker.debian.org/pkg/librecad
http://packages.debian.org/sid/freecad
http://qa.debian.org/popcon-graph.php?packages=freecad
https://tracker.debian.org/pkg/freecad
http://packages.debian.org/sid/kicad
http://qa.debian.org/popcon-graph.php?packages=kicad
https://tracker.debian.org/pkg/kicad
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
https://tracker.debian.org/pkg/xsane
http://packages.debian.org/sid/libreoffice-math
http://qa.debian.org/popcon-graph.php?packages=libreoffice-math
https://tracker.debian.org/pkg/libreoffice-math
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
https://tracker.debian.org/pkg/calibre
http://packages.debian.org/sid/fbreader
http://qa.debian.org/popcon-graph.php?packages=fbreader
https://tracker.debian.org/pkg/fbreader
http://packages.debian.org/sid/evince
http://qa.debian.org/popcon-graph.php?packages=evince
https://tracker.debian.org/pkg/evince
http://packages.debian.org/sid/okular
http://qa.debian.org/popcon-graph.php?packages=okular
https://tracker.debian.org/pkg/okular
http://packages.debian.org/sid/x11-apps
http://qa.debian.org/popcon-graph.php?packages=x11-apps
https://tracker.debian.org/pkg/x11-apps
http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
https://tracker.debian.org/pkg/x11-utils
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$ LANGUAGE=C xdg-user-dirs-update --force

REFRFIBEFEEREFNES. 2 xdg-user-dirs-update(l).
FiB4wEE"~/ .config/user-dirs.dirs” , fRBEFIHEEPRYE ATARF. 27 user-dirs.dirs(5).

7.6 FH

#74 Debian HEME , AAZARNMETEFE. FABEMIEEARELG  ERREFANS CERENT
B, BN EANTFILEEA DURELRK GUI (BRERENT) EAERE,

Debian Z#4t{ A FreeType 2.0 EERMIE T2 M EFRUAR , MREFEIFIED :

« Type 1 (PostScript) F8! =% BEBHR (EAZEEMNER)
* TrueType FH! FRATK HEBEAR (FRIEFER)
* OpenType F8! {FH= )k BERIAR EEEFER)

7.6.1 HipxHl

THEHAMmERNREFERNEAFERFEENMEFTE | WHRMIEMEHHRIEIRIEZS (metric compatibility) MF7E
B, KN FRESET AT . FEM Cyrl 7T, RARENMATNIANERBRZE. ELTREAEA
RERRURMARRSED.

B4 -

« "MCM" 3R SRASEIR (A0 F Y B HERFE AR B 10"

« "MCMATC” FIRF1” {HEIZ e FHY : Arial, Times New Roman, Courier New HERRTEIZHA"
« "MCAHTC” /<" 1 Adobe 121t~ %): Helvetica, Times, Courier HEARTEIZAEA"

« EFRRFISREF FOREAEFBATIE M FEREEEMERE (GERL : M 2R Medium 89, FRGAMHE
FEREHE).

* 7£ mono FRIRFIFIF P FORAREREGTT | RESIBMIKIES 0" O F17 L1
o ttf-mscorefonts-installer #i%4 T ik#kf"Core fonts for the Web” I &8 Arial, Times New Roman,
Courier New, Verdana, ... , B8R MFRER | 2IEFIEAER.

AL BRARL T 8 , 5 URW Nimbus ZKikak Bitstream Vera FM AR,

EF N
MRAFRE S RENMSENTRR B _ LmMNTFEIFIKE |, 55(F aptitude f£"Tasks” -> "Localization” T HEIHRZE(E
BEgtmlR, FRIEILA /A Depends:” B"Recommends:” 3| , FEAMA (TS IL AT R B EEEwIE



https://freetype.org
https://zh.wikipedia.org/wiki/PostScript_fonts#Type_1
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/TrueType
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/OpenType
https://en.wikipedia.org/wiki/Bézier_curve
https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Core_fonts_for_the_Web
https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://zh.wikipedia.org/wiki/Verdana
https://zh.wikipedia.org/wiki/URW_Type_Foundry
https://zh.wikipedia.org/wiki/Bitstream_Vera
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R AT A/ | sans serif mono FRTRE
fonts-cantarell \,/:183’ 223 59 - - C_antarell (GNOME 3, ¥
1:305 7R)
_ Noto fonts (Google, B
fonts-noto 1:157 31 61 63 40 CIK ZiE=

DejaVu (GNOME 2,
fonts-dejavu 1:405 35 58 68 40 MCM:Verdana, IEE

{4 Bitstream Vera)

Liberation =% FH72
fonts-liberation2 V64, 1:214 | 15 56 60 40 LibreOffice (Red Hat,

MCMATC)

Chrome OS: Arimo,
fonts-croscore V:22, 1:39 5274 | 56 60 40 Tinos %A Cousine

(Google, MCMATC)

Chrome B2 Z%k:
L(;r;;[is;)crosextra— V:21,1:99 | 2696 | 57 - - Carlito (Google,

MCM:Calibri)

Chrome fEEZA%::
fonts-crosextra- : ) i ) Caladea (Google,
caladea Vi12,1:93 341 55 MCM:Cambria ) (RFBHI

T FIT)

] ] GNU FreeFont (Bt E
fonts-freefont-ttf V:83, 1:208 | 14460 | 57 59 40 # URW Nimbus)

V211 Debian T £,
fonts-quicksand Py 392 56 - - Quicksand (B~ , REF
1:466 e —

T IT)

. B IRIENERET— =
fonts-hack V.34, 1:140 | 2507 | - - 40P #1 Hack (Facebook)
fonts-sil- 1:30 14345 - 54 - Gentium SIL
gentiumplus
fonts-sil-charis V:1, 1:29 6704 | - 59 - Charis SIL

V195 URW Nimbus (Nimbus
fonts-urw-base35 I'542 ’ 15560 | 56 60 40 Sans, Roman No. 9 L,

' Mono L, MCAHTC)
fonts-ubuntu V:2.3,1:5.1 | 4339 | 58 - 33P Ubuntu 27 (BE7R)
fonts-terminus V:0.3,:4.1 | 452 - - 33 Cool retro & igm—¢#Y
ttf-mscorefonts- xR IR F A

. . ')
installer V1, 1:42 85 56~ 60 40 (BF)

Table 7.4: Z4 [ TrueType #1 OpenType FHIFI|3k

S TATE NEL

libfreetype6 V:583, 1:997 | 1020 | FreeType FRIHIARLE
libfontconfigl | V:573,1:827 | 344 Fontconfig FEIAL & &
fontconfig V:466, 1:707 | 415 fc-*: Fontconfig 4543654

font-manager

V:2.8,1:7.5 1118

Font &iFgs: Fontconfig GUI (BITEERENE) 4

nautilus-font-mana&gets,

[:0.47

40

Font &H2% # Nautilus IEZEH

Table 7.5: ZEZHFRIRIZAMETERIE B R



https://zh.wikipedia.org/wiki/Sans-serif
https://zh.wikipedia.org/wiki/Serif
https://zh.wikipedia.org/wiki/Monospaced_font
http://packages.debian.org/sid/fonts-cantarell
http://qa.debian.org/popcon-graph.php?packages=fonts-cantarell
http://qa.debian.org/popcon-graph.php?packages=fonts-cantarell
https://tracker.debian.org/pkg/fonts-cantarell
https://zh.wikipedia.org/wiki/Cantarell_(typeface)
http://packages.debian.org/sid/fonts-noto
http://qa.debian.org/popcon-graph.php?packages=fonts-noto
https://tracker.debian.org/pkg/fonts-noto
https://zh.wikipedia.org/wiki/Noto_fonts
http://packages.debian.org/sid/fonts-dejavu
http://qa.debian.org/popcon-graph.php?packages=fonts-dejavu
https://tracker.debian.org/pkg/fonts-dejavu
https://zh.wikipedia.org/wiki/DejaVu_fonts
https://zh.wikipedia.org/wiki/Verdana
https://zh.wikipedia.org/wiki/Bitstream_Vera
http://packages.debian.org/sid/fonts-liberation2
http://qa.debian.org/popcon-graph.php?packages=fonts-liberation2
https://tracker.debian.org/pkg/fonts-liberation2
https://zh.wikipedia.org/wiki/Liberation_fonts
https://zh.wikipedia.org/wiki/LibreOffice
http://packages.debian.org/sid/fonts-croscore
http://qa.debian.org/popcon-graph.php?packages=fonts-croscore
https://tracker.debian.org/pkg/fonts-croscore
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Croscore_fonts
http://packages.debian.org/sid/fonts-crosextra-carlito
http://packages.debian.org/sid/fonts-crosextra-carlito
http://qa.debian.org/popcon-graph.php?packages=fonts-crosextra-carlito
https://tracker.debian.org/pkg/fonts-crosextra-carlito
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Calibri
http://packages.debian.org/sid/fonts-crosextra-caladea
http://packages.debian.org/sid/fonts-crosextra-caladea
http://qa.debian.org/popcon-graph.php?packages=fonts-crosextra-caladea
https://tracker.debian.org/pkg/fonts-crosextra-caladea
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Croscore_fonts
https://zh.wikipedia.org/wiki/Cambria_(typeface)
http://packages.debian.org/sid/fonts-freefont-ttf
http://qa.debian.org/popcon-graph.php?packages=fonts-freefont-ttf
https://tracker.debian.org/pkg/fonts-freefont-ttf
https://zh.wikipedia.org/wiki/GNU_FreeFont
https://zh.wikipedia.org/wiki/URW_Type_Foundry
http://packages.debian.org/sid/fonts-quicksand
http://qa.debian.org/popcon-graph.php?packages=fonts-quicksand
http://qa.debian.org/popcon-graph.php?packages=fonts-quicksand
https://tracker.debian.org/pkg/fonts-quicksand
https://fonts.google.com/specimen/Quicksand
http://packages.debian.org/sid/fonts-hack
http://qa.debian.org/popcon-graph.php?packages=fonts-hack
https://tracker.debian.org/pkg/fonts-hack
https://sourcefoundry.org/hack/
http://packages.debian.org/sid/fonts-sil-gentiumplus
http://packages.debian.org/sid/fonts-sil-gentiumplus
http://qa.debian.org/popcon-graph.php?packages=fonts-sil-gentiumplus
https://tracker.debian.org/pkg/fonts-sil-gentiumplus
https://zh.wikipedia.org/wiki/Gentium
http://packages.debian.org/sid/fonts-sil-charis
http://qa.debian.org/popcon-graph.php?packages=fonts-sil-charis
https://tracker.debian.org/pkg/fonts-sil-charis
https://zh.wikipedia.org/wiki/Charis_SIL
http://packages.debian.org/sid/fonts-urw-base35
http://qa.debian.org/popcon-graph.php?packages=fonts-urw-base35
http://qa.debian.org/popcon-graph.php?packages=fonts-urw-base35
https://tracker.debian.org/pkg/fonts-urw-base35
https://zh.wikipedia.org/wiki/URW_Type_Foundry
https://zh.wikipedia.org/wiki/Nimbus_Sans
https://zh.wikipedia.org/wiki/Nimbus_Sans
https://zh.wikipedia.org/wiki/Nimbus_Roman_No._9_L
https://zh.wikipedia.org/wiki/Nimbus_Mono_L
http://packages.debian.org/sid/fonts-ubuntu
http://qa.debian.org/popcon-graph.php?packages=fonts-ubuntu
https://tracker.debian.org/pkg/fonts-ubuntu
https://zh.wikipedia.org/wiki/Ubuntu_(typeface)
http://packages.debian.org/sid/fonts-terminus
http://qa.debian.org/popcon-graph.php?packages=fonts-terminus
https://tracker.debian.org/pkg/fonts-terminus
https://github.com/Swordfish90/cool-retro-term
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://qa.debian.org/popcon-graph.php?packages=ttf-mscorefonts-installer
https://tracker.debian.org/pkg/ttf-mscorefonts-installer
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/OpenType
http://packages.debian.org/sid/libfreetype6
http://qa.debian.org/popcon-graph.php?packages=libfreetype6
https://tracker.debian.org/pkg/libfreetype6
https://freetype.org
http://packages.debian.org/sid/libfontconfig1
http://qa.debian.org/popcon-graph.php?packages=libfontconfig1
https://tracker.debian.org/pkg/libfontconfig1
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/fontconfig
http://qa.debian.org/popcon-graph.php?packages=fontconfig
https://tracker.debian.org/pkg/fontconfig
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/font-manager
http://qa.debian.org/popcon-graph.php?packages=font-manager
https://tracker.debian.org/pkg/font-manager
https://github.com/FontManager/font-manager
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/nautilus-font-manager
http://qa.debian.org/popcon-graph.php?packages=nautilus-font-manager
http://qa.debian.org/popcon-graph.php?packages=nautilus-font-manager
https://tracker.debian.org/pkg/nautilus-font-manager
https://github.com/FontManager/font-manager
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7.6.2 TR

Debian {5/ FreeType iz k7T, ©HFIIEFLEA Fontconfig FRIFCE R,

RN

—ub ARG , BLanat fonts-noto* , @RRAZITFE, RATDMRIFRELFRSIBANTE  BEEFEEH
HtEIR 5. B3R Han unification F B —REXLT , —L Unicode ISEHER 2B T , AHENTRE
HEYILHBLER Fontconfig BIESE, —ERS ATBEEE R CIK 1 HEREIZRT K U+3001 IDEOGRAPHIC
COMMA” F1"U+3002 IDEOGRAPHIC FULL STOP”, {REESA{E A GUI (B E &N ) FRVEIRS (font-manager)
BN E TN T IR R RS EREEE.

R AT AL a2 15 FRUACEARRE,

s {FR“fc-match (1) #fR fontconfig AR FHL
« FRA“fc-list (1) R AE TR fontconfig FIY

TREESAIE S FameE 2R AL E T TURCEIRRE |, {BIS 2P, 2R fonts.conf(5).

1.7

&

&
m

Linux £ XEB4r GUI (BIFEERENTE) FERMTEIE Debian KR L , BT EHIENFFLE.
« Applmage -- {E{aih FEITH Linux FEMA

« FLATHUB -- Linux fEF , #2EHE

« snapcraft -- Linux JEFREJE

O

¥ Debian 8 BEBESIEAZITE | BLE_BABRAKTE A —LEENEH. RAERAEE—ERF
RIS S , F Debian 12 (A0 Fa -8 fE A \AR BN LishR & EE ME |, BB,

BATHNB —BAAFINEA RS , 8E3ER DEIRE B, ©BIA Linux ReFFMNFE. (BRE 4.75).

2
(B RETR N T CBIE, , ATEIE AL TR R,

« ¥754 Appimage F1—E_Eiiuh B AR () , £ FLECE £/ firejail #2857,

« HWIME FLATHUB R "3l , #EFlatpak #HITEM. (FHREFLAE.)

« ¥ snapcraft R A H) , £ Snap BEBITEM. (AHFEFLEE. MEZTHERF (daemon) HR.)
xdg-desktop-portal #igfA1E K E @SR E—(EZ &K API, 2 R xdg-desktop-portal (flatpak) F0 xdg-
desktop-portal (snap) .

ERDERRERNEEETFRERAG LNERERFEREG  EENEARXOREERNMREES THIT
K.

—LRE GUI (BIRERENT) BATREX , LLan Debian FAFRRER , WENMER T D EIRERMA , B
HeMReMEF.



https://freetype.org
https://zh.wikipedia.org/wiki/Fontconfig
https://zh.wikipedia.org/wiki/Han_unification
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/Glyph
https://github.com/FontManager/font-manager
https://appimage.org/
https://www.flathub.org/
https://snapcraft.io/
https://zh.wikipedia.org/wiki/Sandbox_(computer_security)
https://firejail.wordpress.com/documentation-2/appimage-support/
https://firejail.wordpress.com
https://zh.wikipedia.org/wiki/Flatpak
https://zh.wikipedia.org/wiki/Snap_(software)
https://github.com/flatpak/xdg-desktop-portal
https://snapcraft.io/docs/xdg-desktop-portals
https://snapcraft.io/docs/xdg-desktop-portals
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Bhs AT NI
flatpak V:103, 1:109 | 8280 | Flatpak %A fERFEICAL B AELS
gnome-software-plygin flatpabes | oNOME sraesIBsRE Flatpak B
snapd V:66, 1:69 74224 | B5HH snap BiEBRIEETEFRF (daemon) FILTE
gnome-sof tware- plkl/gﬂg,—ﬁgep 148 GNOME #i2EIE 22 Snap 18
xdg-desktop-portal.see 1449 | 2166 | Flatpak ¥1 Snap SRS
xdg-desktop-portal gtk | 147 | 715 | gtk (GNOME) [ xdg-desktop-portal &3
xdg-desktop- porta\llz_é(f?:lls 2688 | Qt (KDE) §4 xdg-desktop-portal 1&g
xdg-desktop- porta\l/'-fé,rl:az 160 wlroots (Wayland) (] xdg-desktop-portal &
firejail V:1.3,1:4.8 | 1881 | F1 Applmage —i2fEAHK SUID &E£PEFER firejall
Table 7.6: F &N EIRFFAFEIE A%
#he TR XN | ek At
gnome-remote-des k?%%& 2215 | RDP GNOME it fRHss
xrdp V:25,1:29 | 4671 | RDP xrdp, 1RV 52 [ has (RDP) {alfRZ%
x11lvnc V:8, 1144 1863 | RFB (VNC) | x1lvnc, EimlatRE 7k (VNC) falRzs
tigervnc-standalane-seLver | oqsr | R (VNC) | TigerVNC, EigthER % (VNC) (IR
gnome-connections,; 157 | 1599 (R\’/E,)\E)RFB GNOME i&i% s % Fi
RDP, RFB
- . . (VNC), . . sy Al
vinagre Vi1, 1:28 4249 SPICE Vinagre: GNOME iz £ & P
SSH
RDP, RFB
. ' ) (VNC), . N s
remmina V:16, 1:65 971 SPICE Remmina: GTK Rin £ % P
SSH, ...
krdc V:2, 1:16 4113 R/?\IPC’:)RFB KRDC: KDE i®if2 Mm% S
RFB FE—— o
virt-viewer V5, 144 1278 | (VNQC), %ﬁﬁ%aﬁ A TR PRIESCRA GUI AR
SPICE o

Table 7.7: &K

sy

Bim

A RIS 2R



http://packages.debian.org/sid/flatpak
http://qa.debian.org/popcon-graph.php?packages=flatpak
https://tracker.debian.org/pkg/flatpak
https://zh.wikipedia.org/wiki/Flatpak
http://packages.debian.org/sid/gnome-software-plugin-flatpak
http://qa.debian.org/popcon-graph.php?packages=gnome-software-plugin-flatpak
https://tracker.debian.org/pkg/gnome-software-plugin-flatpak
http://packages.debian.org/sid/snapd
http://qa.debian.org/popcon-graph.php?packages=snapd
https://tracker.debian.org/pkg/snapd
https://zh.wikipedia.org/wiki/Snap_(software)
http://packages.debian.org/sid/gnome-software-plugin-snap
http://qa.debian.org/popcon-graph.php?packages=gnome-software-plugin-snap
https://tracker.debian.org/pkg/gnome-software-plugin-snap
http://packages.debian.org/sid/xdg-desktop-portal
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal
https://tracker.debian.org/pkg/xdg-desktop-portal
http://packages.debian.org/sid/xdg-desktop-portal-gtk
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-gtk
https://tracker.debian.org/pkg/xdg-desktop-portal-gtk
https://github.com/flatpak/xdg-desktop-portal-gtk
http://packages.debian.org/sid/xdg-desktop-portal-kde
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-kde
https://tracker.debian.org/pkg/xdg-desktop-portal-kde
https://github.com/KDE/xdg-desktop-portal-kde
http://packages.debian.org/sid/xdg-desktop-portal-wlr
http://qa.debian.org/popcon-graph.php?packages=xdg-desktop-portal-wlr
https://tracker.debian.org/pkg/xdg-desktop-portal-wlr
https://github.com/emersion/xdg-desktop-portal-wlr
http://packages.debian.org/sid/firejail
http://qa.debian.org/popcon-graph.php?packages=firejail
https://tracker.debian.org/pkg/firejail
https://zh.wikipedia.org/wiki/AppImage
https://firejail.wordpress.com
http://packages.debian.org/sid/gnome-remote-desktop
http://qa.debian.org/popcon-graph.php?packages=gnome-remote-desktop
http://qa.debian.org/popcon-graph.php?packages=gnome-remote-desktop
https://tracker.debian.org/pkg/gnome-remote-desktop
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://wiki.gnome.org/Projects/Mutter/RemoteDesktop
http://packages.debian.org/sid/xrdp
http://qa.debian.org/popcon-graph.php?packages=xrdp
https://tracker.debian.org/pkg/xrdp
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/Xrdp
http://packages.debian.org/sid/x11vnc
http://qa.debian.org/popcon-graph.php?packages=x11vnc
https://tracker.debian.org/pkg/x11vnc
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/X11vnc
http://packages.debian.org/sid/tigervnc-standalone-server
http://qa.debian.org/popcon-graph.php?packages=tigervnc-standalone-server
https://tracker.debian.org/pkg/tigervnc-standalone-server
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/TigerVNC
http://packages.debian.org/sid/gnome-connections
http://qa.debian.org/popcon-graph.php?packages=gnome-connections
https://tracker.debian.org/pkg/gnome-connections
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://apps.gnome.org/Connections/
http://packages.debian.org/sid/vinagre
http://qa.debian.org/popcon-graph.php?packages=vinagre
https://tracker.debian.org/pkg/vinagre
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Vinagre
http://packages.debian.org/sid/remmina
http://qa.debian.org/popcon-graph.php?packages=remmina
https://tracker.debian.org/pkg/remmina
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Remmina
http://packages.debian.org/sid/krdc
http://qa.debian.org/popcon-graph.php?packages=krdc
https://tracker.debian.org/pkg/krdc
https://zh.wikipedia.org/wiki/Remote_Desktop_Protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://apps.kde.org/krdc/
http://packages.debian.org/sid/virt-viewer
http://qa.debian.org/popcon-graph.php?packages=virt-viewer
https://tracker.debian.org/pkg/virt-viewer
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/RFB_protocol
https://zh.wikipedia.org/wiki/Simple_Protocol_for_Independent_Computing_Environments
https://zh.wikipedia.org/wiki/Virt-manager
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7.8 RigEM
7.9 X RFGuREAR

BREA ARG TM R ERERE) X RGN (BFEAEMK xwayland ),

#;HS TE NN 54 #EA
V:751 sshd {£H
openssh-server PN 3502 | HIF SSH s (&£2)
1:.807 .
X11-forwarding
. V:904, T
openssh-client 1997 5133 | ssh -X SSH & P (&%)
xauth |V917829 81 xauth X ISHEERT A
x11l-xserver-util s?/53;125 559 whost X FRFH R

Table 7.8: #ARZ! X Al ARZSH 772K

7.9.1 X JRFiRASHIELR

8 X # Ui ER | AEFB B A UNIX I Bk ETAEAR |, KA X R, B0 USB1%
A access cookie HIIFAEIE R RITHE, IFHEFERNE BB "SXAUTHORITY” IRIZEHAETE , X BI/R BB "$SDISPLAY”
IRIFSHETE., ARELIRIESHEY @WATRE , F"EERITIEE. Fla0, FTEMgitk”,

username $ gitk

pad
A xwayland, XAUTHORITY BZE{LL"/run/user/1000/ .mutter-Xwaylandauth.YVSU30” K&,

7.9.2 X R imiRimiEAR
FR X Rk R g ERARIAREK X FARZS8ER , B X11 83 EHE TR,
o FEAHFAEFBIRL—1E gnome 4%,

« BR TG4, BATH -X RIAK ssh(l) , BIIORIGILBEHIELR.

localname @ localhost $ ssh -g -X loginname@remotehost.domain
Password:

- BB TGS, EREImERSIT—ME X BATEX , flangitk’,

loginname @ remotehost $ gitk

EEAETERKEER X B RigMmd |, AERE BB —EAH UNIX 14 socket {TAHEAKE4R ,
£ B /)48 SSH/ISSHD & 6.3 .



http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
https://tracker.debian.org/pkg/openssh-server
https://zh.wikipedia.org/wiki/Secure_Shell
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
https://tracker.debian.org/pkg/openssh-client
https://zh.wikipedia.org/wiki/Secure_Shell
http://packages.debian.org/sid/xauth
http://qa.debian.org/popcon-graph.php?packages=xauth
http://qa.debian.org/popcon-graph.php?packages=xauth
https://tracker.debian.org/pkg/xauth
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
https://tracker.debian.org/pkg/x11-xserver-utils
https://zh.wikipedia.org/wiki/X_window_manager
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ot ol

==]

C AL LMIERE , 7 Debian R4t |, i&igs TCP/IP #4533 X RFSu: , BRI EERAN. FESBHENER
E’xhost + KT, REEFRERHKEE , AZR XDMCP E#4%,

7.9.3 X JR¥&% chroot E4R

FER—EERIET (Pkan chroot) , /A X O RRAMEANFEE —EMK X BB , SERBIEDME , sesafts

xhost TR LMIZHE , BiB{FEH User-based access , FIa1 FEA"gitk”,

username $ xhost + si:localuser:root ; sudo chroot /path/to
# cd /src

# gitk

# exit

username $ xhost -

7.10 BIALE

BIALSCFEIBIALE 2 RE 144,
BIRERCREITRLE , 2RE 116,
—La &SNS AERMEFTTIANE (T ERMBTALE).
N
LG i) TATE AKX | BABEE HEA
VN
xsel V:8, 1143 55 X X EERGSIINE (BHEE)
xclip V:16, .76 62 X X EERHLSIINE (BIEE)

- BIRES Py
wl-clipboard V7, 1:24 162 | Wayland ;“I\%C"py wl-paste: Wayland B iif <51
gpm V:9.1,1:9.9 | 526 %inux =] ﬁaggzxn?%'J%I%E‘?%Bﬁ?#ﬂ*ﬁé%\ ERRT

Table 7.9: #EFITBILEMRAFER TR



https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
https://zh.wikipedia.org/wiki/Internet_Protocol
https://zh.wikipedia.org/wiki/X_display_manager
https://zh.wikipedia.org/wiki/X_Window_authorization#User-based_access
http://packages.debian.org/sid/xsel
http://qa.debian.org/popcon-graph.php?packages=xsel
https://tracker.debian.org/pkg/xsel
http://packages.debian.org/sid/xclip
http://qa.debian.org/popcon-graph.php?packages=xclip
https://tracker.debian.org/pkg/xclip
http://packages.debian.org/sid/wl-clipboard
http://qa.debian.org/popcon-graph.php?packages=wl-clipboard
https://tracker.debian.org/pkg/wl-clipboard
https://wiki.gnome.org/Initiatives/Wayland/PrimarySelection
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon-graph.php?packages=gpm
https://tracker.debian.org/pkg/gpm
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Chapter 8

118N F L10N

_1ﬁﬁﬁ$ Q%E‘] :S7|:u:| = ’f’k: (Ml?N) j?.ZI—‘iﬂlun =] i?ﬁ ‘fﬁ%ﬁ‘i%)ﬂio

« BFAL (118N): (E—EERIBAESRIE S ERE S IRIR.
o AL (L1ON) @ (E—{EERAE R — B E A S IR

ETZIN
F£ multilingualization (%nﬁ,:. ). internationalization (EEX{t,) #0 localization (Z<#hft,) & , & 17, 18, 8f 10 {&
FRAE'mM” Fn?, v M0, 300 Fn R, EPEERRA MLTN, 118N 1 L1ION, AME2 R BFEFAs iy .

8.1 |:u:| =] I&iﬂ.

RATEBRENITA , EERRERIESHSLANG” KA, ESRIBNERIIE |, K libc EIZHtHs:
M, WERLRH locales 3% locales-all #i&f. locales BB EEWEEN VAL,

0R locales =k locales-all HEBWRELRE , TEEBEFRENSEESL , AGER US HEME , LR
ASCIl EIRER, E{E{TAF"$SLANG” #:5E A "LANG=", "LANG=C” B{"LANG=POSIX" #H[H.

GNOME #1 KDE FIRREME R ZFES . PIBEREE UTF-8 ERIREIRBIIE M , WEB gettext(l) Z2EiR 4tH
REAMRAM,. BT AR At ae LA R 14t

= ﬁlJE‘] Debian £ GUI (BEEAENH) RHEEIE GUI BIETREES IR LANG=XX_YY . UTF-8", 154 ,
"xX" 12 1SO 639 FESFEXAE |, "YY" 2 1SO 3166 BizitzFz=E, ELERACE LM GUI HEEAIRKRE , WK
F#EXiTA. 2R 152

8.1.1 UTF-8 ;Z 5 IRIEHEAR[RIF

RBERLTFERRER ASCI , EXETGEERHN , W 127 BF T (R 7 k),
R{EA R FMATREE & IE ASCH T , FlaNisE/ KA A S| SRE ASCI 2R ]I,

b''“b''double quoted textb''”b'' is not "double quoted ASCII"
b'''b''single quoted textb'''b'' is not 'single quoted ASCII'

ATXBEZTI , FSFTENmERGEARTIESES. (BREK 11.2),
Unicode FIt&E ] AR 21 {UASZEEERA RS T A NS HNTFIT (Fl2n , +75ERIHIR 0 2 10FFFF),



https://zh.wikipedia.org/wiki/Internationalization_and_localization
https://zh.wikipedia.org/wiki/Internationalization_and_localization
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ISO_639-1
https://zh.wikipedia.org/wiki/ISO_3166-1
https://zh.wikipedia.org/wiki/Unicode
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X F4miS A% UTF-8 1§ Unicode FEEHERCEI—E&IRK 8 fuERIAR , X AFPAHE ASCl EXRIE ARG, E@EF
UTF-8 EAIRMHEERIESE, UTF RJR Unicode #E##&X, (Unicode Transformation Format), & ASCII 453 F &%
ik UTF-8 EX , ERMIRE ASCI T2 —HMABHK/N, FIARE UTF-8 dBSIRIEA S/ TAEK.

£ UTF-8 sE S IREE PR R | /Re] /R AREESNE T BRI ERIF R AR R A,
BIZNFE"LANG=Fr_FR.UTF-8" EFIRE T , gedit(l) (GNOME RIS FAwEE2S) BESVRURAAwEE T 3L 7 T T &
¥, MERKERE RIS,

R

FHZHER"en_US . UTF - 8" FIZZFZHER)"C'/"POSIX” ;B S IRIGARE TN US TGIE , EfEHEFSAE B M
KIARE, TEAEEZNC AT AR | INRRANEABZIR ASCI FiT , RFFRABEHMNEIE UTF-8 4RiSIN=FIT , £
Debian _H{#FIFAZAERK)"C. UTF-8” ZA S IRIR.

)

—LFERFESCE 1SN BEVHHE L MRCIERE. EERACMATREMRWL , MAENEMER UTF-32(UCS4) H3TiE
Unicode , 3f B SEEILAFE S IR ATE K ASCI FITEREFETHFE 4 (ANRITA. B—X0t , £ UTF-8 FEEIRIR
WA EEFIBRE.

8.1.2 FESRIEMEFFAC
AT RABIME ISR AAEREENNARESIRIRER E 4R,
locales &#8M R A B ETASMmENRE S IRIEEN. REERTENAEEE :
# dpkg-reconfigure locales
ZBRAE 2 [H5E,
1. BEERENESIREE A EuGEX. GFRAZEDEE—E UTF-8EEIRIR)

2. BIBE“/etc/default/locale’ KA ERATARNESIRIBEL PAM G/ (2RE 4.5).

RXEFE"/etc/default/locale” ENARBENTARE SRR , T GUI (BRERENT) EBRERXK GUI
REHEE.

)ad
iiERNEY S54SR % LB B “/usr/share/i18n/SUPPORTED” K fE i8. & It , "LANG=en_US"
%"LANG:en_US .IS0-8859-1",

locales-all i AF A A ENE S IRIRER , (BEAREIN/etc/default/locale” , (RAJRER T E &L
locales #xi2

SN
—UL& Debian R#IThRA) locales BigE , BB ALE S IRIRNTFA w2 IFNE S IRIRER. AT HEEERN
RRIRIE | IREERESLE Debian & locales 1 locales-all g



https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
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8.1.3 &L 4mhE

HREFENERZR (BRE 10.1.7), RERERRANHEISHEEERR. BEGF , NMEMREER , mount(8)
1RER viat FESRZAR £ CP437. RTBEAAIE AR MHAREMHMEIRTAR(ERUTF-8 8 CP932.

7
1£ GNOME ERIRREMIRIR T , EBEHE —E2kE U BEF | /RETRURHLEARRHEIEIR, A8 2l RN
B/~ , B5#E Drive” , "Setting”, #i A\ "utf8” E”"Mount options:”. E1E{E U SR iH&EiE , UTF-8 #ATLAT .

)z
WMRIRIEFHR—ERAR , REMENIE UTF-8 RARBIEHLAR , IF ASCI FITHIHE S T2 ALK 1SO-8859-1
5 eucIP Xiwh%. 5T R TR T RICMFHSRE| UTF-8. 2RE 11.1.

EFAERIER T , Samba ¥ HHK% B (Windows NT, 200x, XP) 1§ Unicode , {8 % Fig (DOS F1 Windows
9x/Me) {#f CP850. AJPAfE"/etc/samba/smb.conf” {3 #H , A" "dos charset” R{EER FiniEEFER
4wt bbanaR , CP932 RnAHGE.

8.1.4 Ak EFMMENESH

1 Debian R FEIRMEFZ XML FENAMZ=GFE , thansdiR &M, 2ERX L, BEMFMHE. GNU
gettext(1) 154 T AsE 2 KEBA B ZENMNEIL LA,

aptitude(8) # , "Tasks” - "Localization” $¢ t—1EH K &G AT IR | 46 FEAFREIUGMAM L ERFI M
FHRE L1,

BEFF , R IARE manpages-LANG BREFAM L man FMHEER. #"/usr/share/man/it/” FEE
programname FAFIFEH man FH, BT FEKHIRE.

LANG=it_IT.UTF-8 man programname

B SLANGUAGE IRIF 2 , GNU gettext REF7IE ERIRERE = B LIEFSIZR. 62N
$ export LANGUAGE="pt:pt_BR:es:it:fr"

ERELEN, 2R info gettext , B5E The LANGUAGE variable” &7,

8.1.5 ;ESIRIEMTE

sort(1) # 1s(1) KWFEITTHEF 28 S IRI% locale 228 FEH LANG=en_US.UTF-8 , HIFFF#H A->a->B->b. .. ->Z->7
JIEFF , TEELH LANG=C.UTF-8 , HEF{# /M ASCIl _¥frf) A->B->. .. ->Z->a->b. .. JEF.

1s(1) WMBMRAZESRIEZE (BRE 9.3.4).
date(l) AW BAMBARESIRITNZE. M

$ unset LC_ALL

$ LANG=en_US.UTF-8 date

Thu Dec 24 08:30:00 PM JST 2023
$ LANG=en_GB.UTF-8 date

Thu 24 Dec 20:30:10 JST 2023

$ LANG=es_ES.UTF-8 date

jue 24 dic 2023 20:30:20 JST

$ LC_TIME=en_DK.UTF-8 date
2023-12-24T20:30:30 JST



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/Code_page_437
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Samba_(software)
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Gettext
https://zh.wikipedia.org/wiki/Gettext
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FRBSEENETIENA—, e | SEESEEh, — T2 —RIRA", 000.1" , MEEEESEIES, T
RA"1.000,17, (RATMEETRERRIPEEREERR.

"SLANG” IRIZE BN G —EAMEN A BB E SLC_ ¥ SR EL. BLUIRITEPY N LMBEIBRE SLC_ALL”
LYMPEBXRES. MEZ R locale(7) man FME. HRIFARMNKIERERILERNEE , BEBEMMALRE
FA"SLANG” BN E—ME UTF-8 FESIRIR.

8.2 HEEIA

8.2.1 Linux IZHEFN X 17 & pseiEm A\

Debian A% T A{# keyboard-configuration #1 console-setup #i&aFHEL L EB SR F .

# dpkg-reconfigure keyboard-configuration
# dpkg-reconfigure console-setup

B4 Linux 35 X B A% , BISE " /etc/default/keyboard” #l"/etc/default/console-setup”
BHERESIH. EEMERE Linux BHEFR, 323E ASCI Tt , BIFFSENES ERANES T, JAMER
Jrse. AItGr sg F AR& SR KEANEF.

8.2.2 Wayland g 884 \

Wayland S A#t LK GNOME, & 8.2.1 AXIBIEHAENEMFES. 1Bus NMEXIETMFES  WBENES.
GNOME £ HEIRIE ML A&k HEHZE B gnome -she L1 ##5"ibus” . "ibus” AR IED LT HES setxkbmap
N XKB JBIATHAE, WEESEBHA , REEMW"GNOME Settings” 5"GNOME Tweaks” Ft& ibus.

pad
&R ibus BYF , BMEEE MBS X WEEIRIE T |, BB setxkbmap ELEHEAM X 258 | h&¥ ibus B,
REEFIE AR EER) ibus |, {8 im-config :EWNIEA"None”, EL & , 8 R Debian 4E% : %,

8.2.3 IBus XIERHNIE

GNOME HHEIBIEE B gnome-she 11" ##5"ibus” , "ibus” WHRE NJAK:R , B —EIFHIEE,
WA\ ZTEE S 2 R RIR IR T ¢

Keyboard Application
A

I

I I

+-> Linux kernel -> Input method (ibus) -> Gtk, Qt, X, Wayland
+-- Engine--+

THERZ IBus MEKS|I ZHIGEIIER.
Feitx (ARASSE 5) MNTAAERETBIEZ BRI 1bus” H7.
TEE fcitxs” MERSI EHigasIk.



https://zh.wikipedia.org/wiki/Dead_key
https://en.wikipedia.org/wiki/AltGr_key
https://zh.wikipedia.org/wiki/Compose_key
https://zh.wikipedia.org/wiki/Intelligent_Input_Bus
https://wiki.debian.org/Keyboard
https://zh.wikipedia.org/wiki/Fcitx
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EIGE] TR | XEREEIRE

ibus V:219, 1:264 | 1874 | {£H dbus g A\ A AELE
ibus-mozc V:2.0,1:3.7 | 980 HXX

ibus-anthy V:0.6,1:1.2 | 8965 | HX

. V:0.05, N

ibus-skk 1017 242 Hx

. V:0.06,

ibus-kkc 10.19 211 Hxz

ibus-libpinyin V:1.3,1:146 | 2769 | X (zh_CN)

ibus-chewing Y008114 288 FRePIC (zh_TW)
ibus-libzhuyin ?_’50'1021’ 41009 | Z8h3r (zh TW)

ibus-rime ?_’505228’ 78 | ®3r (zh_CN/zh_TW)
ibus-cangjie Yool(zll 235 B3 (zh_HK)

ibus-hangul V:0.4,1:22 | 264 R

. . . V:0.00,

ibus-libthai 10.05 84 =X

ibus-table-thai 1:0.05 59 =X

: ) V:0.19, R

ibus-unikey 10.35 286 HEgEE

. V:0.04, s - . A
ibus-keyman 10.21 191 %Z:ES : Keyman 5|2 | #8i8 2000 fE:E S
ibus-table V:0.1,1:11.1 2271 | IBus Fk35[ZE

ibus-m17n V:0.2,1:1.9 | 448 Z:ES : ENERE. WMhAENETE

Table 8.1: 1Bus FE 5| %

£S04 NPT P



http://packages.debian.org/sid/ibus
http://qa.debian.org/popcon-graph.php?packages=ibus
https://tracker.debian.org/pkg/ibus
http://packages.debian.org/sid/ibus-mozc
http://qa.debian.org/popcon-graph.php?packages=ibus-mozc
https://tracker.debian.org/pkg/ibus-mozc
http://packages.debian.org/sid/ibus-anthy
http://qa.debian.org/popcon-graph.php?packages=ibus-anthy
https://tracker.debian.org/pkg/ibus-anthy
http://packages.debian.org/sid/ibus-skk
http://qa.debian.org/popcon-graph.php?packages=ibus-skk
http://qa.debian.org/popcon-graph.php?packages=ibus-skk
https://tracker.debian.org/pkg/ibus-skk
http://packages.debian.org/sid/ibus-kkc
http://qa.debian.org/popcon-graph.php?packages=ibus-kkc
http://qa.debian.org/popcon-graph.php?packages=ibus-kkc
https://tracker.debian.org/pkg/ibus-kkc
http://packages.debian.org/sid/ibus-libpinyin
http://qa.debian.org/popcon-graph.php?packages=ibus-libpinyin
https://tracker.debian.org/pkg/ibus-libpinyin
http://packages.debian.org/sid/ibus-chewing
http://qa.debian.org/popcon-graph.php?packages=ibus-chewing
http://qa.debian.org/popcon-graph.php?packages=ibus-chewing
https://tracker.debian.org/pkg/ibus-chewing
http://packages.debian.org/sid/ibus-libzhuyin
http://qa.debian.org/popcon-graph.php?packages=ibus-libzhuyin
http://qa.debian.org/popcon-graph.php?packages=ibus-libzhuyin
https://tracker.debian.org/pkg/ibus-libzhuyin
http://packages.debian.org/sid/ibus-rime
http://qa.debian.org/popcon-graph.php?packages=ibus-rime
http://qa.debian.org/popcon-graph.php?packages=ibus-rime
https://tracker.debian.org/pkg/ibus-rime
http://packages.debian.org/sid/ibus-cangjie
http://qa.debian.org/popcon-graph.php?packages=ibus-cangjie
http://qa.debian.org/popcon-graph.php?packages=ibus-cangjie
https://tracker.debian.org/pkg/ibus-cangjie
http://packages.debian.org/sid/ibus-hangul
http://qa.debian.org/popcon-graph.php?packages=ibus-hangul
https://tracker.debian.org/pkg/ibus-hangul
http://packages.debian.org/sid/ibus-libthai
http://qa.debian.org/popcon-graph.php?packages=ibus-libthai
http://qa.debian.org/popcon-graph.php?packages=ibus-libthai
https://tracker.debian.org/pkg/ibus-libthai
http://packages.debian.org/sid/ibus-table-thai
http://qa.debian.org/popcon-graph.php?packages=ibus-table-thai
https://tracker.debian.org/pkg/ibus-table-thai
http://packages.debian.org/sid/ibus-unikey
http://qa.debian.org/popcon-graph.php?packages=ibus-unikey
http://qa.debian.org/popcon-graph.php?packages=ibus-unikey
https://tracker.debian.org/pkg/ibus-unikey
http://packages.debian.org/sid/ibus-keyman
http://qa.debian.org/popcon-graph.php?packages=ibus-keyman
http://qa.debian.org/popcon-graph.php?packages=ibus-keyman
https://tracker.debian.org/pkg/ibus-keyman
https://keyman.com/
http://packages.debian.org/sid/ibus-table
http://qa.debian.org/popcon-graph.php?packages=ibus-table
https://tracker.debian.org/pkg/ibus-table
http://packages.debian.org/sid/ibus-m17n
http://qa.debian.org/popcon-graph.php?packages=ibus-m17n
https://tracker.debian.org/pkg/ibus-m17n
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EIGE] AT N | XERRE SR
fcitxs V6, 111 760 [ W AATVEREF"ibus” HE
fcitx5-mozc V:1.0, 1:11.6 1262 | HX

. V:0.06,
fcitx5-anthy 10.21 802 H3C

. V:0.05, N
fcitx5-skk 1017 364 Hx

. V:0.00, N
fcitx5-kke 1:0.08 409 Hx
fcitx5-chinese- ] . B = A
fcitx5-pinyin V:3.3,1:9.0 | 1000 | %3 (zh_CN)
fcitx5-chewing V:0.2,1:11.2 | 213 FHER L (zh_TW)
fcitx5-zhuyin 1:0.07 41044 | EHEF X (zh_TW)
foitx5-rime i 365 | 3L (zh_CN/zh_TW)
fcitx5-table-cangjie- . .
large 1:0.11 1292 | #13C (zh_HK)

. V:0.07, N
fcitx5-hangul 10.22 231 gy
fcitx5-libthai 1:0.06 114 3
fcitx5-table-thai 1:0.09 34 =X

. . V:0.06, s
fcitx5-unikey 10.17 586 DR

: V:0.15, Pe—— - Ny o
fcitx5-table V:0.3,1:8.8 | 518 fcitx5 Fkg| =
fcitx5-keyman Y000%4 234 %:ES : Keyman 5|2, 18 2000 &

Table 8.2: Fcitx5 1B (3| Zék 5K



http://packages.debian.org/sid/fcitx5
http://qa.debian.org/popcon-graph.php?packages=fcitx5
https://tracker.debian.org/pkg/fcitx5
http://packages.debian.org/sid/fcitx5-mozc
http://qa.debian.org/popcon-graph.php?packages=fcitx5-mozc
https://tracker.debian.org/pkg/fcitx5-mozc
http://packages.debian.org/sid/fcitx5-anthy
http://qa.debian.org/popcon-graph.php?packages=fcitx5-anthy
http://qa.debian.org/popcon-graph.php?packages=fcitx5-anthy
https://tracker.debian.org/pkg/fcitx5-anthy
http://packages.debian.org/sid/fcitx5-skk
http://qa.debian.org/popcon-graph.php?packages=fcitx5-skk
http://qa.debian.org/popcon-graph.php?packages=fcitx5-skk
https://tracker.debian.org/pkg/fcitx5-skk
http://packages.debian.org/sid/fcitx5-kkc
http://qa.debian.org/popcon-graph.php?packages=fcitx5-kkc
http://qa.debian.org/popcon-graph.php?packages=fcitx5-kkc
https://tracker.debian.org/pkg/fcitx5-kkc
http://packages.debian.org/sid/fcitx5-chinese-addons
http://packages.debian.org/sid/fcitx5-chinese-addons
http://qa.debian.org/popcon-graph.php?packages=fcitx5-chinese-addons
https://tracker.debian.org/pkg/fcitx5-chinese-addons
http://packages.debian.org/sid/fcitx5-pinyin
http://qa.debian.org/popcon-graph.php?packages=fcitx5-pinyin
https://tracker.debian.org/pkg/fcitx5-pinyin
http://packages.debian.org/sid/fcitx5-chewing
http://qa.debian.org/popcon-graph.php?packages=fcitx5-chewing
https://tracker.debian.org/pkg/fcitx5-chewing
http://packages.debian.org/sid/fcitx5-zhuyin
http://qa.debian.org/popcon-graph.php?packages=fcitx5-zhuyin
https://tracker.debian.org/pkg/fcitx5-zhuyin
http://packages.debian.org/sid/fcitx5-rime
http://qa.debian.org/popcon-graph.php?packages=fcitx5-rime
http://qa.debian.org/popcon-graph.php?packages=fcitx5-rime
https://tracker.debian.org/pkg/fcitx5-rime
http://packages.debian.org/sid/fcitx5-table-cangjie-large
http://packages.debian.org/sid/fcitx5-table-cangjie-large
http://qa.debian.org/popcon-graph.php?packages=fcitx5-table-cangjie-large
https://tracker.debian.org/pkg/fcitx5-table-cangjie-large
http://packages.debian.org/sid/fcitx5-hangul
http://qa.debian.org/popcon-graph.php?packages=fcitx5-hangul
http://qa.debian.org/popcon-graph.php?packages=fcitx5-hangul
https://tracker.debian.org/pkg/fcitx5-hangul
http://packages.debian.org/sid/fcitx5-libthai
http://qa.debian.org/popcon-graph.php?packages=fcitx5-libthai
https://tracker.debian.org/pkg/fcitx5-libthai
http://packages.debian.org/sid/fcitx5-table-thai
http://qa.debian.org/popcon-graph.php?packages=fcitx5-table-thai
https://tracker.debian.org/pkg/fcitx5-table-thai
http://packages.debian.org/sid/fcitx5-unikey
http://qa.debian.org/popcon-graph.php?packages=fcitx5-unikey
http://qa.debian.org/popcon-graph.php?packages=fcitx5-unikey
https://tracker.debian.org/pkg/fcitx5-unikey
http://packages.debian.org/sid/fcitx5-m17n
http://qa.debian.org/popcon-graph.php?packages=fcitx5-m17n
http://qa.debian.org/popcon-graph.php?packages=fcitx5-m17n
https://tracker.debian.org/pkg/fcitx5-m17n
http://packages.debian.org/sid/fcitx5-table
http://qa.debian.org/popcon-graph.php?packages=fcitx5-table
https://tracker.debian.org/pkg/fcitx5-table
http://packages.debian.org/sid/fcitx5-keyman
http://qa.debian.org/popcon-graph.php?packages=fcitx5-keyman
http://qa.debian.org/popcon-graph.php?packages=fcitx5-keyman
https://tracker.debian.org/pkg/fcitx5-keyman
https://keyman.com/
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8.2.4 —{EBZENBIF
’ﬁi%iﬁ?f%%fﬁi% ("en_US.UTF-8") TR H NEIEE B H. THERZ7E Wayland LA GNOME £ 1Bus ]
%

1. RERENIAEEEE ibus-moze (k ibus-anthy ), A& im-config S EHREEA,

2. #EF"Settings” - "Keyboard” - “Input Sources” — FE’Input Sources” FEE"+" _, "Japanese”’ - "Japanese
mozc (or anthy)” , ZATZEE"Add". MREIRFHAA.

PRAT LR S M NIR.

ERBNERERR.

LIREE GUI TRKER , (RES—EHMAIR.

1§/} SUPER-SPACE FER i \ A2 M4 TY)H%. (SUPER $RIB% 2 Windows §g.)

o 0 M w

N

MRREBIERAYIREE (shift-2 1RBZIEE—E" E31554Z50) MR EFERNEEIRE | £ KBTS
FiEiE Japanese” . REEFIEYIEAIUS RER (shift-2 IRIBZIBHE —1E @ 4Z5C) _L{F A Japanese mozc (zk anthy)”
AHX.

« im-config(8) M{FE AH N EIEE N L Input method”,

AN, REMEM shell KEHIT"im-config”,

+ im-config(8) aRIELEE root IRFHITHFRIRE R FTAR.,

* im-config(8) ERIENM NIAERRRTIERMA T EERETTE.

8.3 #a/~Et

Linux 252 RRERURBIRMFIT. (IRFR(E RSN IRTEL , 6120 jfbterm(1) , RMFEIE GUI I=HETHIRIE

BMeES.)

REFEMFTIRRIHWHA , GUI (BIRERENE) IR (F 7) BBARIREE UTF-8 Fit. (BUATRERM
ARASE R |, WHERAERREEHN.)

8.4 HEIIRIE FREAEZMNTIT

ERTESIRE ~ , AIEER, FHFTAAEERT T @RS ATRINGFER | EBReERImH L HS
AEERE (2R Unicode 1ZZEM$% #11 , 4.2 Ambiguous FJT).

ZATAERIE BT

 gnome-terminal : BI#IA - BLEREER - ICER - MM - REAERNTT - &
* ncurses : ;XEIRIFEE export NCURSES_NO_UTF8_ACS=0,



https://unicode.org/reports/tr11/#Ambiguous
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Chapter 9

ABETT

B2, FARECAEIE AR EARITT , KBRS TEITHIEERE.

9.1 IFHIERT

AL T AR REIRRITHIEEE.

] TE X/ | ZREA

mc V:i44,1:1184 | 1590 | ZR& 1.3

bsdutils V:443,1:999 | 335 script (1) n S Kalsk i m e ag

screen V:54, 1:200 1006 | VT100/ANSI &gt 25 B &1 AR n
tmux V81, 1154 | 1292 | ZigEFREEAE ({FH Control-BXE)
ripgrep V9, 1:31 5342 | ARIAEEPREREEESTE  YETBE
fzf V9, 1:33 4902 | BRI FE RS

fzy ?;/694019’ 59 | MMM T AR

riwrap V1, 1112 328 B 1% readline HENHGSIFHE

Tedit V0.5 1:84 | 375 E1& readline BB ER

rife iy 45 | Bt readiine FMHIH ST

Table 9.1: SEITHIEEBINFENSIR

9.1.1 j5MiEGCLER shell JEE)

EMER script(l) (BRE 1.4.9) 508% shel FENG EL —EFEHFTUAER. BELEHF T IR TEK
AR, {#8 col(l) XK,

$ script
Script started, file is typescript

L3R E- 4R Ctr1-D JBE script.

$ col -bx < typescript > cleanedfile
$ vim cleanedfile

BERRARGCER shell JEE)



http://packages.debian.org/sid/mc
http://qa.debian.org/popcon-graph.php?packages=mc
https://tracker.debian.org/pkg/mc
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
https://tracker.debian.org/pkg/bsdutils
http://packages.debian.org/sid/screen
http://qa.debian.org/popcon-graph.php?packages=screen
https://tracker.debian.org/pkg/screen
http://packages.debian.org/sid/tmux
http://qa.debian.org/popcon-graph.php?packages=tmux
https://tracker.debian.org/pkg/tmux
http://packages.debian.org/sid/ripgrep
http://qa.debian.org/popcon-graph.php?packages=ripgrep
https://tracker.debian.org/pkg/ripgrep
http://packages.debian.org/sid/fzf
http://qa.debian.org/popcon-graph.php?packages=fzf
https://tracker.debian.org/pkg/fzf
http://packages.debian.org/sid/fzy
http://qa.debian.org/popcon-graph.php?packages=fzy
http://qa.debian.org/popcon-graph.php?packages=fzy
https://tracker.debian.org/pkg/fzy
http://packages.debian.org/sid/rlwrap
http://qa.debian.org/popcon-graph.php?packages=rlwrap
https://tracker.debian.org/pkg/rlwrap
http://packages.debian.org/sid/ledit
http://qa.debian.org/popcon-graph.php?packages=ledit
https://tracker.debian.org/pkg/ledit
http://packages.debian.org/sid/rlfe
http://qa.debian.org/popcon-graph.php?packages=rlfe
http://qa.debian.org/popcon-graph.php?packages=rlfe
https://tracker.debian.org/pkg/rlfe
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« {FF tee (f£ initramfs KIEENEFEHT] A) :
$ sh -i 2>&1 | tee typescript

* {£/ gnome-terminal 3EMNIT4EME , FARBHGRTR.
« {£/ screen " A H" (B RET 9.1.2) FEITIEFIECEE.

« A vim BN terminal” EAAIRE, EACEr1-w N RAQHIERIRHEIEEEK. F/A":w typescript”
HRE R —EER.

o {#H emacs FI"M-x shell”, "M-x eshell”, B{’M-x term” RHENECEEITHIE, {FH'C-x C-w” #IREEZIFER,

9.1.2 screen &%\

screen(l) NE R —EAHREADITLEIERF , B AR shell FFEPRIAER EEE —EHREIK
screen(l) {# Hig=.

B —ERimHES.

B A2 _ RS screen,

M AA ¢ ("Control-A” #3"c”) 7 screen FES KR EHITZ EFE.

& AA n ("Control-A” 3#3'n”) K1EZ{E screen 1R EHER.

R IRRERERMRNA s , BIRAERIEEAERRNTE , MELTEREERRRE.
RAT BB AR HE screen &5E.

o BN RAOARIE AR

o # \ AA d ("Control-A” #:3&"d”) WF T HERIGEARIRE BN

« # )\ NA DD ("Control-A” #%"DD") /3% screen A IRH E A\

7. FREHBNEIE—EREETH RMERARALL).

8. {§f"screen -r” BiE) screen.

9. screen BATMRWERNM_LIERIFTAM screen REAMTEEFEBATORER.

o a0 0w D P

2N
HA SR E IR BT BRI ELR |, RATLUEIR screen B ERER | EART AIERIBIEARIFE— (R A
EPIT , BIRREBRESIRERR LE.

£ screen BFEHE, T HESRBINNTARBMABEWZXZETNHE. screen FIAIELSIRHEIEB NA
("Control-A”) MNE(ESE [MNEMEH] KA. EEF - LERRNIESIRR TR,

MERS R screen(l).
25 tmux(1) , BEEEAHSHTIRE.
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SRAPRE ThiE AR

NA 2 HNERRE (RNETA)

AA C BTN REYTREZ AR
AA N T —ERE

A p Fa—ERE

RO F0RAER

A1 F1RAEH

A W N R IES

AA a TEREERNEE Cul-A Z[E R A
AA h IEER AR EERE—ERER
AA H BRIAAE R E AT & 2 R AJACER
AR AX SRR (EIEIREE)

AAd & m B screen 855

AA DD SYBE screen @FEIREFA

Table 9.2: screen $E%84t%13%

9.1.3 7EB &kMEE

EE 1.4.2, 2 ERTIAFFREER $EMIEE , 7£ SCOPATH # me ik,
ARAREE FIEMIS T RIEAET | fRAESA R AKSTEIRAE., WY fzf A8H , 7 ~/ . bashrc EEBFETIINEA.

FZF_KEYBINDINGS_PATH=/usr/share/doc/fzf/examples/key-bindings.bash
if [ -f $FZF_KEYBINDINGS_PATH ]; then

. $FZF_KEYBINDINGS_PATH
fi

Bign

* fREESER/IMURIRIEBEAIFR IR T B . RESLHAcd ** &% Tab, SARFHIRNERERTE. WA K
&5 &, thin s/d/b foo , MEMEFEERERE. BREIATMEEREN cd , REEEE ML,

« (RATARBIMURIRME | RS EREREE—EmS, EdLIHRFRM TR Ctr1-R . KEFIEHRRMRIE N 6
£, MABAHLSTE , tgn vim d | IEMHEFREIE. ERIFRANEEREFRERNH L.

9.1.4 Readline it

—sba5 4, Pban /usr/bin/dash , Bk a4 SIFELARERAED |, BIE r lwrap SUE EEY N HITHAESE A
IIEERAITIRE,

$ rlwrap dash -i

ERMH—EEFFEIRE dash AR & | (ERAAML bash WAIFIRIE,

9.1.5 IFHIRIAHER

1 ripgrep SEMEPRN ro(l) H4 , R RIATHENARIS SR | 1247 —{Ab grep(l) HOERENBR, ©
FAFIB TS CPU , W ABEAEE KBS RH 2M— R,

9.2 & vim

EAREIBED 1.4.8 8EFEAKK) vim(l) 1, s5R:E Bram Moolenaar f{]"Seven habits of effective text editing (2000)” 3k
% vim EEERMERA.



https://www.moolenaar.net/habits.html
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9.2.1 FRIMEEER vim

vim BITABBABEIE RS , B8 Ex-EXMG< , AT , kil set .. .7 FEGE vim JRIH,

BEL Ex-1EIKa 4 |, BESTEFE AR vimre IEREmBIE , B840~/ . vimre” 8 git ZFH "~/ .vim/vimre”, &
HE—EIER HEMNEFL

""" Generic baseline Vvim and Neovim configuration (~/.vimrc)
e - For NeoVvim, use "nvim -u ~/.vimrc [filename]"

LRI R R R R R R N N N R R N IR R RN R R R R RN R R NI R IR R R IR I RIRIRIRIRIR IR IRINIRIRIRIRININIRIRIRINIn}

let mapleader = ' ' " :h mapleader

set nocompatible " :h 'cp -- sensible (n)vim mode

syntax on " :h :syn-on

filetype plugin indent on " :h :filetype-overview

set encoding=utf-8 " :h 'enc (default: latinl) -- sensible encoding
""" current vim option value can be verified by :set encoding?

set backspace=indent,eol,start " :h 'bs (default: nobs) -- sensible BS

set statusline=%<%f%m%r%h%w%=%y [U+%04B]%21/%2L=%P , %2Cc%V

set listchars=eol:q,tab:b''ab''\ ,extends:b''ab'', precedes:b''ab'', nbsp:b''ab"’'
set viminfo=!, '100,<5000,s100,h " :h 'vi -- bigger copy buffer etc.

""" pick "colorscheme" from blue darkblue default delek desert elflord evening
""" habamax industry koehler lunaperche morning murphy pablo peachpuff quiet ron
""" shine slate torte zellner

colorscheme industry

""" don't pick "colorscheme" as "default" which may kill SpellUnderline settings
set scrolloff=5 " :th 'scr -- show 5 lines around cursor

set laststatus=2 " :h 'ls (default 1) Kk

""" boolean options can be unset by prefixing "no"

set ignorecase " :th 'ic
set smartcase " :h 'scs
set autoindent " :h 'ai
set smartindent " :h 'si
set nowrap " :h 'wrap

"set list " th 'list (default nolist)

set noerrorbells " 'eb

set novisualbell " 'vb

set t_vb= " 't_vb -- termcap visual bell
set spell " 'spell

set spelllang=en_us, cjk "
set clipboard=unnamedplus "

'spl -- english spell, ignore CJK
'cb -- cut/copy/paste with other app

O O35S O IO 5T DT O T

set hidden " "hid
set autowrite " 'aw
set timeoutlen=300 " "tm

vim g BN IRBESIEE AE W vimre BEREEBH. B4

EE
BRAFFEIFIER |, AR EA BT RR R4,

""" pPopular mappings (imitating LazyVim etc.)

""" window moves without using CTRL-W which is dangerous in INSERT mode
nnoremap <C-H> <C-W>h

nnoremap <C-J> <C-W>j

nnoremap <C-K> <C-W>k

silent! nnoremap <C-L> <C-W>1

1E L X ORERERBIF : "Vim Galore”, "sensible.vim”,



https://github.com/mhinz/vim-galore
https://github.com/tpope/vim-sensible
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""" window resize

nnoremap <C-LEFT> <CMD>vertical resize -2<CR>
nnoremap <C-DOWN> <CMD>resize -2<CR>

nnoremap <C-UP> <CMD>resize +2<CR>

nnoremap <C-RIGHT> <CMD>vertical resize +2<CR>

""" Clear hlsearch with <ESC> (<C-L> is mapped as above)
nnoremap <ESC> <CMD>noh<CR><ESC>

inoremap <ESC> <CMD>noh<CR><ESC>

""" center after jump next

nnoremap n nzz

nnoremap N Nzz

""ofast "jk" to get out of INSERT mode (<ESC>)
inoremap jk <CMD>noh<CR><ESC>

""" fast "<ESC><ESC>" to get out of TERM mode (CTRL-\ CTRL-N)
tnoremap <ESC><ESC> <C-\><C-N>

""" fast "jk" to get out of TERM mode (CTRL-\ CTRL-N)
tnoremap jk <C-\><C-N>

""" previous/next trouble/quickfix item

nnoremap [gq <CMD>cprevious<CR>

nnoremap ]q <CMD>cnext<CR>

""" puffers

nnoremap <S-H> <CMD>bprevious<CR>

nnoremap <S-L> <CMD>bnext<CR>

nnoremap [b <CMD>bprevious<CR>

nnoremap ]b <CMD>bnext<CR>

""" Add undo break-points

inoremap , ,<C-G>u

inoremap . .<C-G>u
inoremap ; ;<C-G>u
""" save file

inoremap <C-S> <CMD>W<CR><ESC>

xnoremap <C-S> <CMD>W<CR><ESC>

nnoremap <C-S> <CMD>W<CR><ESC>

snoremap <C-S> <CMD>W<CR><ESC>

""" petter indenting

vnoremap < <gv

vnoremap > >gv

""" terminal (Somehow under Linux, <C-/> becomes <C-_> in Vim)
nnoremap <C-_> <CMD>terminal<CR>

"nnoremap <C-/> <CMD>terminal<CR>

LRI R IR R IR R R IR R R IR R R RN NI RN R RN RN R IR RN RN RN IR IR IRIRINIRIRIRIRIRINIRIRIRINIRIRL

if ! has('nvim')

""" Toggle paste mode with <SPACE>p for Vim (no need for Nvim)
set pastetoggle=<leader>p

""" nvim default mappings for Vim. See :h default-mappings in nvim
""" copy to EOL (no delete) like D for d

noremap Y y$

""" sets a new undo point before deleting

inoremap <C-U> <C-G>u<C-U>

inoremap <C-W> <C-G>u<C-W>

""" <C-L> is re-purposed as above

""" execute the previous macro recorded with Q

nnoremap Q @@

""" repeat last substitute and *KEEP* flags

nnoremap & :&&<CR>

""" search visual selected string for visual mode

xnoremap * y/\V<C-R>"<CR>

xnoremap # y?\V<C-R>"<CR>

endif

AT EERIREEAAIEELET  RipfENEERCE : Backspace-s# &4 "ASCII DEL”

. Delete-§# &4 "Escape
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sequence”,
HEMIARLERESIE(FAE M vimre FEREEE Y. BiIZn :

""" yse faster 'rg' (ripgrep package) for :grep
if executable("rg")
set grepprg=rg\ --vimgrep\ --smart-case
set grepformat=%f:%1:%c:%m
endif
IR RN IR IR RN RN RN RN NI R R I I R I NI I R IR RN IRININININININININININI]
""" Retain last cursor position :h '"
augroup RetainLastCursorPosition
autocmd!
autocmd BufReadPost *
\ if line("'\"") > 0 && line ("'\"") <= line("$") |
\ exe "normal! g'\"" |
\ endif
augroup END
IR RN IR R RN RN RN RN RN IR IR RN R IR NI R IR IR IRINININIRININININININIn]
""" Force to use underline for spell check results
augroup SpellUnderline
autocmd!
autocmd ColorScheme
autocmd ColorScheme
autocmd ColorScheme
autocmd ColorScheme
augroup END

LRI R IR IR R R R RN IR R R RN NI RN R RN IR RN RN R IR RN RN IRI RN RIRIRINIRIRIRIRIRINIRIRIRINIRIRL

highlight SpellBad term=Underline gui=Undercurl
highlight SpellCap term=Underline gui=Undercurl
highlight SpellLocal term=Underline gui=Undercurl
highlight SpellRare term=Underline gui=Undercurl

E I T 3

""" highlight tailing spaces except when typing as red (set after colorscheme)
highlight TailingWhitespaces ctermbg=red guibg=red

me A\ g\+ 1 or more whitespace character: <Space> and <Tab>

"MO\%#\@<! Matches with zero width if the cursor position does NOT match.
match TailingWhitespaces /\s\+\%#\@<!'!$/

9.2.2 MSMPEASEER vim
T AR BRSNS ML :

o Vim - BIIANTERC FAREERS - Vim # vim F6 8B A _LibhZh
« VimAwsome -- Vim §MilFI&
* vim-scripts -- Debian 24 : —{& vim F54MSRRE

vim-scripts #EEEEEAISMINKEE A , AESA(ERGEAER) vimre #ERRUR. bhan

packadd! secure-modelines

packadd! winmanager

" IDE-like UI for files and buffers with <space>w
nnoremap <leader>w :WMToggle<CR>

P RAE Vim i R4 E"git” F"git submodule” JEFIM T/, —EEHRKECE B FREFIE TR git BE:
dot-vim %%, AF_EEIEFRMM :

- BBFEMA"git" M git submodule” , ZIHIBEAEHEISE , tbaNz name” , @ KZE) ~/ . vim/pack/*/opt/name
FEBINRIE T

« BiRIEAN :packadd! name {TEHEREM vimrc FER |, EEEREAEEE) runtimepath,

o Vim ZEEKYA LR IE L iEEE) runtimepath,



https://www.vim.org/
https://vimawesome.com/
https://packages.debian.org/unstable/vim-scripts
https://packages.debian.org/unstable/vim-scripts
https://github.com/osamuaoki/dot-vim/tree/old
https://github.com/osamuaoki/dot-vim/tree/old
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« FEVBRURRE  RESUHIARERER , £A "helptags ALL,

BLZEM , s5EM'vim --startuptime vimstart.log” &) vim Ki@EERNBITIEF NG —E SR BRI
.

EHERBMEIEEZNAN2 KEFEMHENELSMINEAEAE vin, RERIGHERAERIFNAIE.

e &l

‘help package fifRE vim SXHE AR

:help runtimepath fi2%E runtimepath #&H|]

:version BBIRRE , B3 vimre R ROIRE

recho $VIM IR EFESVIM FIRE L vimre AR R AR S

:set runtimepath? S ARG S B I TR X 1B e e ) B %

.echo $VIMRUNTIME E;Ei}%ﬁ(%VIMRUNTIME" ARENKRERZIRENBITR RS |

Table 9.3: vim 41L&

9.3 BHELERAREIR

9.3.1 HitE=E5=7E (daemon)

T EGNFERTE /var/log/” B3R F X FREERCEFTMINIEE).
E—EEERZ BEERNAS L , B logrotate(8) KRB HERNEE,

AL FrFE{EA systemd- journald(8) HiE RIS Z i FIAERAE RS EMINIEE) , 7£7/var/log/journal”
EEEEN

1AL shell 15 IB24%EHIE] systemd-journald(8) Hib , #EM systemd-cat(l) H4
L HE 3.5 FE 3.4.
9.3.2 HiEN#H

EEETEWNHZEATERE ("~Gsecurity: : log-analyzer” #£ aptitude(8) ).

)
CRM114 fRUGGES MR BAEMIRRES , (AT TRE ERFENE . ©EEXEELIRIMHBIRSTER , Eihaes
T BRENHT

9.3.3 ERXFEMMEIR

HEHIEN more(1) M less(l) EXMN BN (2RE 1.4.5) MARSSMEIMEE Iﬂ (2R 11.1.8) 7]
PURSHIBUR R, BBARmES (B2RE 1.4.6) Fﬁﬁﬁiﬁﬁﬂ‘] HAJE ®tmR

2N
i vin(l) MERH BRAHIE view(d) “:set hls"a ] ABASRES.

2vim-pathogen tH1RR1T.



https://zh.wikipedia.org/wiki/CRM114_(program)
https://github.com/laurikari/tre/
https://packages.debian.org/unstable/vim-pathogen
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L MTE N
fail2ban V:96, 1:1107 2191 PHERS EREEEZH IP
Togwatch Vi9, 1111 2436 | A Perl BRIHAIERE , BIFRIEE
awstats V:5.5,1:8.7 | 6935 | s@ KAL) web {AIREF Hat AT
analog V:3,1:88 3739 | web {AREEHEELHT
sarg Y()Og%z 863 | 4K squid HATIRE
pflogsumm V:15,1:3.8 170 Postfix Hi& B HIE
fwlogwatch VoSl | asT | BRI
squidview ?_’605%5’ 189 | EA¥EMSHT squid access.log 13

V:0. e
swatch |_003029’ 99 FERFKEX, SMEliRMBEERRIAR
crmili4 Y003077 1371 | Controllable Regex Mutilator 153REp41RE (CRM114)
icmpinfo ?_’60'3%3’ 42 | fREE ICMP &R,

Table 9.4: A& HEENHTEEES IR

9.3.4 EREHEHHYKEIR

“Is - Ui S TR B IR R BURRGE S IRIE (MHERNEZ2RE 1.2.6), “SLANG B ELERE
S WEL A SLC_TIME'E"$SLC_ALL" RIS A= .

FEE S BRI BN TFER ARG NBURA FTE AR C 1ZZEEMMRA (libee #324) , W ER , AN[EK) Debian %
ITHRBARIMTERRIER . HH iso-formates , 2 R, 1ISO 8601,

MRARANEE ERBEESIRENEEMBIRIRER |, (RIEZEB - -time-sty le"B8E“STIME_STYLE"HI{E
KEEERFMERE (2R 1s(1). date(l). “info coreutils 'ls invocation'”),

RSN FEE IRIR, IrfEiA0 H HRRAR
iso EaERE] 01-19 00:15
Tong-iso ESEEE 2009-01-19 00:15
. 2009-01-19 00:15:16.000000000
full-iso eI +0900
locale C Jan 19 00:15
locale en_US.UTF-8 Jan 19 00:15
locale es_ES.UTF-8 ene 19 00:15
+%d . %m . %y %H : %M {EfA{E 19.01.09 00:15
+%d . %b . %y %H:%M C =k en_US.UTF-8 19.Jan.09 00:15
+%d . %b . %y %H :%M es_ES.UTF-8 19.ene.09 00:15

Table 9.5: &/ B ER"1s - 1" 5L EIAN B IREIR 1T

N
RATAGE R an 4 5145 DUB S B s 3P A RIIEIE , (BRE 1.5.9) :

alias 1ls='ls --time-style=+%d.%m.%y %H:%M'



http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon-graph.php?packages=fail2ban
https://tracker.debian.org/pkg/fail2ban
http://packages.debian.org/sid/logwatch
http://qa.debian.org/popcon-graph.php?packages=logwatch
https://tracker.debian.org/pkg/logwatch
http://packages.debian.org/sid/awstats
http://qa.debian.org/popcon-graph.php?packages=awstats
https://tracker.debian.org/pkg/awstats
http://packages.debian.org/sid/analog
http://qa.debian.org/popcon-graph.php?packages=analog
https://tracker.debian.org/pkg/analog
http://packages.debian.org/sid/sarg
http://qa.debian.org/popcon-graph.php?packages=sarg
http://qa.debian.org/popcon-graph.php?packages=sarg
https://tracker.debian.org/pkg/sarg
http://packages.debian.org/sid/pflogsumm
http://qa.debian.org/popcon-graph.php?packages=pflogsumm
https://tracker.debian.org/pkg/pflogsumm
http://packages.debian.org/sid/fwlogwatch
http://qa.debian.org/popcon-graph.php?packages=fwlogwatch
http://qa.debian.org/popcon-graph.php?packages=fwlogwatch
https://tracker.debian.org/pkg/fwlogwatch
http://packages.debian.org/sid/squidview
http://qa.debian.org/popcon-graph.php?packages=squidview
http://qa.debian.org/popcon-graph.php?packages=squidview
https://tracker.debian.org/pkg/squidview
http://packages.debian.org/sid/swatch
http://qa.debian.org/popcon-graph.php?packages=swatch
http://qa.debian.org/popcon-graph.php?packages=swatch
https://tracker.debian.org/pkg/swatch
http://packages.debian.org/sid/crm114
http://qa.debian.org/popcon-graph.php?packages=crm114
http://qa.debian.org/popcon-graph.php?packages=crm114
https://tracker.debian.org/pkg/crm114
http://packages.debian.org/sid/icmpinfo
http://qa.debian.org/popcon-graph.php?packages=icmpinfo
http://qa.debian.org/popcon-graph.php?packages=icmpinfo
https://tracker.debian.org/pkg/icmpinfo
https://zh.wikipedia.org/wiki/ISO_8601
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9.3.5 shell &7 echo HEAE,

KEBDIRARALIHH shell & echo BESA{E B ANSI #35F ST K AE/RBEG (2 R“/usr/share/doc/xterm/ctlseqs. txt.gz"
B T FI6IF

$ RED=$(printf "\x1b[31m")

$ NORMAL=$(printf "\x1b[em")

$ REVERSE=$(printf "\xib[7m")

$ echo "${RED}RED-TEXT${NORMAL} ${REVERSE}REVERSE-TEXT${NORMAL}"

9.3.6 AEAHENTES

EEBHFMIRET | fEOMMEFES | ABUEIRETE S MMM FRIER. KEFKMN~/ bashre” BEMAT TEN
=.

if [ "$TERM" !'= "dumb" ]; then
eval "'dircolors -b™"
alias ls='ls --color=always'
alias 11='1ls --color=always -1'
alias la='ls --color=always -A'
alias less='less -R'
alias ls='ls --color=always'
alias grep='grep --color=always'
alias egrep='egrep --color=always'
alias fgrep='fgrep --color=always'
alias zgrep='zgrep --color=always'
else
alias 11='1ls -1'
alias la='ls -A'
fi

EEFHRXFEST , TR RRFEERNTZELSE, ELRIEESE export GREP_OPTIONS="--color=auto"”
MBIFR , EREEFIE less() 2N BEEBERNEREG. EFRAEEIHECIESN, RIEXEEE , @5
F’~/.bashrc” FRINZA , AJRM{EA"- -color=auto” {t%.

R
HEEHRIRET , WA "TERM=dumb bash” [FFIY shell , {RREFABARAIELEAERI%.

9.3.7 GLEKAWEEEN AN ERIRIEEME

(KRS SR AR E B

54 Vim, 55 FERAE,

-+ "qa”; BTSRRI A T TEIE £ TR
AR SRR

C Q" GERGEEI A TTT,

02" PATHIAEIE 2 N,

1 Emacs, 518 FHEIIRIE.

< "C-x (" BlAER—EREREL.



https://zh.wikipedia.org/wiki/轉義序列
https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
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o AR IRIE

¢ "C-x ) AERER—ERBESE.
¢ "C-x e” PIT—EEBREL.

9.3.8 :it% X ERREXNETFE
BOBETRAENSE X ERRE

, BIE xterm B,

LN TTE N RE
gnome-screenshot| .15 1910 | 1115 | wayland
flameshot V8, 1:18 3532 | Wayland
gimp V:33, 1:1229 32032 | Wayland + X
x11-apps V:33,1:463 | 2461 | X
imagemagick V39, 1:1291 77 X

scrot V4, 1154 141 X

9.3.9 CSRARRERERMNETE

BRENTAAIAIR DVCS R BIRELSHBCETERME T ML Bufs _ERIERFIRE.

Table 9.6: BE#ZEIHET A5k

AT E AT L _ ] ,
etckeeper V25, 128 157 {E;FH Git i%‘jﬁ‘)‘ Mercurial 3%, GNU Bazaar iz AL Elmaer]
EPIREER AR
timeshift V8, 1114 4481 | {£H rsync 2k BTRFS TREERAZKE L&

snapper Vi6.5,1:8.8 | 2410 | Linux IR AGRIBETE LR
Table 9.7: FCS%ACE E SR Bk IS AT 13K

RUATLE BAHTESA5ET 10.2.3 7T,

9.4 EBUE. IHIFIRENFEVEE)

FEIVEBIRESE AR LR B IR H,

R

procps ARALT IEFH ERMETE. FHRXEBTREMBEITEATIRE. REELMMILIES,

9.4.1 FEFFENS

RERTE S I FE s T HAE .

# time some_command >/dev/null
# time on wall clock (elapsed real time)

real Omoe.035s
user Omo.000s
sys Omo.020s

# time in user mode
# time in kernel mode



http://packages.debian.org/sid/gnome-screenshot
http://qa.debian.org/popcon-graph.php?packages=gnome-screenshot
https://tracker.debian.org/pkg/gnome-screenshot
http://packages.debian.org/sid/flameshot
http://qa.debian.org/popcon-graph.php?packages=flameshot
https://tracker.debian.org/pkg/flameshot
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
https://tracker.debian.org/pkg/gimp
http://packages.debian.org/sid/x11-apps
http://qa.debian.org/popcon-graph.php?packages=x11-apps
https://tracker.debian.org/pkg/x11-apps
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
https://tracker.debian.org/pkg/imagemagick
http://packages.debian.org/sid/scrot
http://qa.debian.org/popcon-graph.php?packages=scrot
https://tracker.debian.org/pkg/scrot
https://zh.wikipedia.org/wiki/Btrfs
http://packages.debian.org/sid/etckeeper
http://qa.debian.org/popcon-graph.php?packages=etckeeper
https://tracker.debian.org/pkg/etckeeper
https://zh.wikipedia.org/wiki/Git_(software)
https://zh.wikipedia.org/wiki/Mercurial_(software)
https://zh.wikipedia.org/wiki/GNU_Bazaar
http://packages.debian.org/sid/timeshift
http://qa.debian.org/popcon-graph.php?packages=timeshift
https://tracker.debian.org/pkg/timeshift
http://packages.debian.org/sid/snapper
http://qa.debian.org/popcon-graph.php?packages=snapper
https://tracker.debian.org/pkg/snapper
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L AT N

coreutils oot 17994 | nice(l): FHERAUHFRBSCHEIT—BFR

bsdutils V:443,1:999 | 335 | renice(l): s —{EE BT FRHFREE EE
procps V:822,1:998 | 2404 | "/proc” fEE A& LA ps(l), top(1), kill(1), watch(1), -
psmisc V410, 1:742 | 950 ’F’)/Sptrroece”(ﬁﬁﬁéfﬁl,ﬁc: killall(l), fuser(1), peekfd(1),
time V6, |:85 129 ;gﬁr%e(l) ?l‘jl.'/ﬂ—'_'f$git , ﬁﬁ;ﬁﬂ%%ﬁiﬁ$%7‘j—ﬁ%$ﬁ%/¥\%ﬁiﬁ%
sysstat V:124,1:163 | 1904 | sar(1), iostat(l), mpstat(l), --: linux A& MERET H

isag V:0.1,1:33 | 109 | sysstat HE B A% & BE]

Lsof V:445, 1:950 | 492 Lsof(8): {F " -p” BIAS L W —E ARG AZ FRIRETE S
strace V:10, 1104 | 3253 | strace(l): IRHt AZITFIUFIENER

ltrace Vi1, 1:12 420 ltrace(1): EEHEENFIY

xtrace Y006%6 353 xtrace(l): FRHE X11 % FumA{E AR 28 2 RIRIER
powertop V:34,1:231 | 696 powertop(l): AABEREE &

cron V:907,1:997 | 250 | f&i& cron(8) B=5 mAzz. (daemon) HIHFAEIT BT
anacron V:421, 1:492 | 112 FARIEREX 24 /NEFHITAS 545TE ,_ﬁ,ﬁ cron

at V74, 1:1101 158 %F—(é%j-?zj—_batcr](l) T_{IE%XEEQH%FHEJ%TTEEZ%E‘ZT:Ei_/ \%3 . g

Table 9.8: By &Mz HIF2z\iREN LAY 3R

9.4.2 HAEESIAFF
TR ST AUHERR (B SEIA P 2 — AR FF R ST (B,

BRFEEIEFE AR B EIEFF
19 RINBENEFTEF
0 FReREEEREREIEFERF
-20 root FAHEIFE SNEEIEFERF
Table 9.9: HIFBILIAFFES K
# nice -19 top # very nice
# nice --20 wodim -v -eject speed=2 dev=0,0 disk.img # very fast

FEFELERT  minfEFRAEEFESHRARERSGE. NMEREEES.

9.4.3 ps#5d

1€ Debian A%t _EH ps(1) F§4EFZIE BSD # SystemV 455 , BB SR RERIFEFIEEN,

B HAFES LS
BSD ps aux BRY%CPU %MEM
System V ps -efH %7~ PPID

Table 9.10: ps 1§44 ¥%

HWidiERE (ST ) FAEFF , RAESNIEIA"PPID” HIGIANALFEFF ID BARILE.
pstree(l) FESRURER .



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
https://tracker.debian.org/pkg/bsdutils
http://packages.debian.org/sid/procps
http://qa.debian.org/popcon-graph.php?packages=procps
https://tracker.debian.org/pkg/procps
http://packages.debian.org/sid/psmisc
http://qa.debian.org/popcon-graph.php?packages=psmisc
https://tracker.debian.org/pkg/psmisc
http://packages.debian.org/sid/time
http://qa.debian.org/popcon-graph.php?packages=time
https://tracker.debian.org/pkg/time
http://packages.debian.org/sid/sysstat
http://qa.debian.org/popcon-graph.php?packages=sysstat
https://tracker.debian.org/pkg/sysstat
http://packages.debian.org/sid/isag
http://qa.debian.org/popcon-graph.php?packages=isag
https://tracker.debian.org/pkg/isag
http://packages.debian.org/sid/lsof
http://qa.debian.org/popcon-graph.php?packages=lsof
https://tracker.debian.org/pkg/lsof
http://packages.debian.org/sid/strace
http://qa.debian.org/popcon-graph.php?packages=strace
https://tracker.debian.org/pkg/strace
http://packages.debian.org/sid/ltrace
http://qa.debian.org/popcon-graph.php?packages=ltrace
https://tracker.debian.org/pkg/ltrace
http://packages.debian.org/sid/xtrace
http://qa.debian.org/popcon-graph.php?packages=xtrace
http://qa.debian.org/popcon-graph.php?packages=xtrace
https://tracker.debian.org/pkg/xtrace
http://packages.debian.org/sid/powertop
http://qa.debian.org/popcon-graph.php?packages=powertop
https://tracker.debian.org/pkg/powertop
http://packages.debian.org/sid/cron
http://qa.debian.org/popcon-graph.php?packages=cron
https://tracker.debian.org/pkg/cron
http://packages.debian.org/sid/anacron
http://qa.debian.org/popcon-graph.php?packages=anacron
https://tracker.debian.org/pkg/anacron
http://packages.debian.org/sid/at
http://qa.debian.org/popcon-graph.php?packages=at
https://tracker.debian.org/pkg/at
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9.4.4 top 54

Debian A%t LH top(l) #E 2= 4 , BRI F A BRERETA.
EE—EEEFXKLFEEN., TSR N #RESFCRERER , R'q" #RALEZERN.
9.45 JHE—EREFFRNESR

YRAESIEIB —EFEFF ID(PID) FIHZARFF T A RIRAESR | 5120, PID 2 1 (0F2FF , A TERA.
$ sudo lsof -p 1

PID=1 @% A init 23K,

9.4.6 IRHFEIEES

{REefaRMEFEINIEEN , £ strace(l), ltrace(l), xtrace(l) FERHE RANFIYAIFRGR. FEIFNY, X11 & FunF0{a Bk
#3ium FEAIEAR.

IRHE s 5 ALNTEY,

$ sudo strace 1s

R
{#F31£ lusrishareldocistracelexamples/ 1 #$15 K] strace-graph 54T 4 i —EIFE IS TEAG R

0.47 BAMEFMEMERETHRT

@ﬂuﬁj@ fuser(l) KA FERERNFERF , a0, B TEARAGEAE"/var/log/mail. log” BHBMEFE 5

$ sudo fuser -v /var/log/mail.log
USER PID ACCESS COMMAND
/var/log/mail. log: root 2946 F.... rsyslogd

YRATAE R /var/log/mail. log” 2 rsyslogd(8) F54BIRIEE .
RATAEIB fuser (1) KSR FEREZRTFRERF , fla0 , B TEMARGER L smtp/ tep” EWMEFREFEIR.

$ sudo fuser -v smtp/tcp
USER PID ACCESS COMMAND
smtp/tcp: Debian-exim 3379 F.... exim4

RARMERRARRDIT exima(8) KEIHEARE) SMTP 18 (25) f) TCP E4R.

0.48 (ERECHMBER—EES

watch(l) £ AREFIRENRBIT—EES , WLBRBRRML

$ watch w

BURIPLE NBENBIRS , & 2 MEEH—IX.



https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
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9.49 {FAREXEERER—EELS
BIBLECHE LR AR R LB EE —ET5S , BREATL , Bl , LR EMET . ext”.
« Shell BEARN (2 RE 12.1.4):

for x in *.ext; do if [ -f "$x"]; then command "$x" ; fi; done

« find(1) 1 xargs(1) B4

find . -type f -maxdepth 1 -name '*.ext' -print® | xargs -0 -n 1 command

o find(1) {#F”-exec” RIANHITIES:

find . -type f -maxdepth 1 -name '*.ext' -exec command '{}' \;

« find(1) " -exec” BIAWHIT—(E4GH shell 154-45:
find . -type f -maxdepth 1 -name '*.ext' -exec sh -c "command '{}' && echo 'successful'" \;

TEMIFRRBEGEFRERNES (BT, find(l) ELSMEMAE , 2RE 10.15.

9.4.10 7% GUI BE— AR

4 543/ (command-line interface , CLI) , $PATH IRISSSTIEE M E 5P E—ELEAELBRER &%
BIT. 2RE 153,

B freedesktop.org FZEZEH) B &/ @ (graphical user interface , GUI) , /usr/share/applications/
Bé%H i * . desktop HERABERNN GUI EERIRIZM T VEMEM. EX Freedesktop.org xdg X E RGME
—{EEiEA , BB /usr/share/applications/” T"*.desktop” IZHtHI SR R ZRTHIEE ., I Freedesktop.org FEHEK]
IR EMIRIE , A xdg-utils #38 a5 AELEREREMRIEE, 2 R /usr/share/doc/xdg-utils/README”,

£48 617, chromium.desktop &3 & "Chromium 4B BIEE 25" 58 7 MBAEME | BlNFE 4 Name”, F2XHAT
BRASAZ Y Exec”, FHEANEIN Icon 5% (2R KESARIARN). HERABWT :

[Desktop Entry]
Version=1.0
Name=Chromium Web Browser
GenericName=Web Browser
Comment=Access the Internet
Comment[fr]=Explorer le Web
Exec=/usr/bin/chromium %U
Terminal=false
X-MultipleArgs=false
Type=Application
Icon=chromium
Categories=Network;WebBrowser;
MimeType=text/html; text/xml;application/xhtml_xm1l;x-scheme-handler/http;x-scheme-handler/ <«
https;
StartupwMClass=Chromium
StartupNotify=true

ER—EEAMENREE. *.desktop ARG TEIMEHIES.
HEIRIESE $XDG_DATA_HOME F1 $XDG_DATA_DIR IRIZste,. S4EHFIF , 7£ GNOME & :



https://zh.wikipedia.org/wiki/Command-line_interface
https://www.freedesktop.org/wiki/
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://specifications.freedesktop.org/desktop-entry-spec/desktop-entry-spec-latest.html

Debian 2% 154/ 247

* K&XE $XDG_DATA_HOME, (H${5fTHR{E $HOME/ . local/share,)
+ $XDG_DATA_DIRS #:%E% /usr/share/gnome:/usr/local/share/:/usr/share/,

HHEHEE (2K XDG Base Directory Specification) F1FERFEIHE ££40F BT,

» $HOME/ . local/share/ — $HOME/.local/share/applications/

/usr/share/gnome/ - /usr/share/gnome/applications/

/usr/local/share/ - /usr/local/share/applications/

/usr/share/ - /usr/share/applications/

* desktop HERIRIBIEEIEFEIELE applications B¢ ITIES.

1 ZIN
BT —EAFERAEEERMN GUI RETE , EE 1 $HOME/ . local/share/applications/ B &4 Hit—1E
*.desktop t&X,

LRI
"Exec=..." {TAREH shell fi##r. MNRFELEIRTEE , A env(l) command,

N
A, NRAEELEERSE TR autostart BEFEIL T —f@ *.desktop 8% , Rl *.desktop fERFIEE
RER G EEIRERERFEEPIT. 25 Desktop Application Autostart Specification,

TN

R | 20RFE SHOME/Desktop BEFREI T —1@ * . desktop &R B R EIRITHFAACA SR 5 [ B RS
BRE , BIZNRBEIRIFIEE WA WHIIT. 5715 , $HOME/Desktop BN B A MBIESIRIEAN. 2R
xdg-user-dirs-update(l),

9.4.11 HERMMBNIFEI
—lEX e A —ERREPAE. THREERRLBENE.

« FERFEXFHECEE

GNOME =il :“:8E" -~ “EREN - AR ERAE

KDE £ :“ERIERE" - RE" -~ RRRE -~ AR - TERERRER
Iceweasel BB “4weE - “ERIE - AR

mc(1) :“/etc/mc/mc.ext”

* I4N“$BROWSER”, “$EDITOR”, “$VISUAL F“$SPAGER™ EHHIRIZE S (&R environ(7))

” &

o AN editor” “view” ‘X -www-browser” “‘gnome -www-browser"Fl“www-browser"E KT update-altert
R (BRE 147)

« “~/.mailcap’f“/etc/mailcap &R MWNARIH T F2NHM MIME LR (2R mailcap(5))
e “~/.mime.types’Fl“/etc/mime. types’tERMANAENEG T MIME BLRIMEIRESRZ (2R run-mailcap(l))



https://specifications.freedesktop.org/basedir-spec/basedir-spec-latest.html
https://specifications.freedesktop.org/autostart-spec/autostart-spec-latest.html
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
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EI YN
update-mime(8) & T Hi"/etc/mailcap’ & £, HI H & A F"/etc/mailcap.order” £ X (& R
mailcap.order(5)).

N
debianutils #pEmiR{it sensible-browser(l), sensible-editor(1) 1 sensible-pager(l) , BT
SR EFMRAmERR . 2 BN SIER L IAEEE, IRERREIEINL shell F5418,

N
AT GUl (BIEFERENE) THITHIZN mutt ERMIEHEEAREARKEARKERERER |, KREZGTAE
BREESL—E GUI (B ERENT) ERERXWEETE/usr/local/bin/mutt-term A{/RABERENNEIZEER
723K,

# cat /usr/local/bin/mutt-term <<EOF
#1/bin/sh

gnome-terminal -e "mutt \$@"

EOF

# chmod 755 /usr/local/bin/mutt-term

9.4.12 MIL—EFEFF

£ kill(1) BBFEFF ID KRIE (FxE—ERWR) —EfRF.
M killall(l) gk pkill(l) BBEFHLSMNEFHHE BHERMERNES.

AERME IR B BE | R
RE
ki
0 BFX | MEREFEAYIT
2R
kill(2))
%%JJ: 4M Al s 71D
1 SIGHUP B acumlaibaEsR (FRIRHEML)
i
2 SIGINT % [ X488l (CTRL-C)
&I
&
3 SIGQUIT %ﬁ WEAIR (CTRL-\)
dump
core
9 siokill | b T rarmazens kil inag
%E%i ZEES A
n%% > [===] & 5 o,
15 SIGTERM o) A4 A ZEAAE LERRSR

Table 9.11: kill ¥§4% FEASEY3=



https://zh.wikipedia.org/wiki/SIGHUP
https://zh.wikipedia.org/wiki/Signals_intelligence
https://zh.wikipedia.org/wiki/Signal_(IPC)#SIGQUIT
https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Signal_(IPC)#SIGKILL
https://zh.wikipedia.org/wiki/Unix訊號#SIGTERM
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9.4.13 EHR(EFSEFRI%HE

BT at(l) FESRTH—IRMER TIE.

$ echo 'command -args'| at 3:40 monday

9.4.14 TERHMEBLHE

{#F cron(8) KETER{EHLHE, 2K crontab(l) l crontab(5).
REESAVER —EEEEBEEHIIT—EFRFF , b, foo M crontab -e” #6493 —1@ crontab(5) HIFE

%"/var/spool/cron/crontabs/foo”,
¥ E—E crontab(5) IERHKIIF.

# use /usr/bin/sh to run commands, no matter what /etc/passwd says
SHELL=/bin/sh

# mail any output to paul, no matter whose crontab this is

MAILTO=paul

# Min Hour DayOfMonth Month DayOfWeek command (Day... are OR'ed)

# run at 00:05, every day

5 0 * ** $HOME/bin/daily.job >> $HOME/tmp/out 2>&1

# run at 14:15 on the first of every month -- output mailed to paul

15 14 1 * * $HOME/bin/monthly

# run at 22:00 on weekdays(1-5), annoy Joe. % for newline, last % for cc:
0 22 * * 1-5 mail -s "It's 10pm" joe%Joe,%¥Where are your kids?%.%%
23 */2 1 2 * echo "run 23 minutes after ©am, 2am, 4am ..., on Feb 1"
5 4~ * sun echo "run at 04:05 every Sunday"

# run at 03:40 on the first Monday of each month

40 3 1-7 * * [ "$(date +%a)" == "Mon" ] && command -args

Er N
HAPLLAEEEBI TR AL , T8 anacron BHEARERPITEMRTES | 5 TEHRIE MR REIMERIBIT , X
A EHEEER. 2R anacron(8) 1 anacrontab(s).

TN

HRERAKAEIELSTE, ReEFAIL root RIEERPIT, LEFETESIE R AN /etc/cron.hourly/”,
"/etc/cron.daily/”, "/etc/cron.weekly/”, 8"/etc/cron.monthly/”. i35S IEMBITER , AT 1A
1Bi@"/etc/crontab” fl"/etc/anacrontab” K E®R,

cron B =TT (daemon) RFFERF , Systemd thERIFHET B T2 KHEIEREN B0 , /1ib/systemd/system/e
# /1lib/systemd/system/apt-daily.service EIY XM apt TEITE), 2R systemd.timer(5) .

9.4.15 EPNEHHGTEHER

Systemd BESABITATEIRES , NMEERISHEH | BEREAENHEEMN. 2RE 10.2.3.3 FE 10.2.3.2 HfIF.

9.4.16 Alt-SysRq $#

& Alt-SysRq (PrtScr) 4B & IR —EF %R , BT ERNARIERITH).
BLZEAZ R Linux #OMEREMEIREFM » Linux Magic System Request Key Hacks



https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd
https://www.kernel.org/doc/html/latest/admin-guide/sysrq.html
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Alt-SysRq z & R$e ITRTER

k kill BRI E R E Rz wie LR FTBFEF (SAK)

s sync fT B B &SRR R A% K8 S B FHEIE

u FHUREAEE A S HEREREZRS (umount)
r £ X FiEE , 1€ raw IBXTRERE

Table 9.12: £ SAK Gd-42%I3R

TN
% SSH #%u%% , {RAEFAIEIAM"/proc/sysrq-trigger” B ARNB R ER Alt-SysRq 45k, 5120 , ££ root shell 12
RFEITTHITecho s > /proc/sysrq-trigger; echo u > /proc/sysrq-trigger” 3 syncs 1 umounts

A TR RS,

B®i (2021) Debian amd64 Linux #%/>% /proc/sys/kernel/sysrq=438=00110110110:

* 2 = 0x2 - jARIEHIEERERRIES) BERD)

* 4= 0x4 - RURHERRIES (SAK, unraw) (FIRK)

« 8 =0x8 - RYFFEFFIRSEEE( (debugging dumps of processes) %5, (BEEf)
« 16 = 0x10 - g% sync %4 (BERY)

* 32 =0x20 - RAABRGEENHE (BIRD)

* 64 = 0x40 - B FAFERFENER (term, kill, oom-kill) (BRA)

« 128 = 0x80 - AFFERK. FAEIR (BARR)

* 256 = 0x100 - AAFFHAEEMA RT (BIEF) B EEIEF (BRD

9.5 ZARYAEERT

9.5.1 HERGKE?

PRATLUEIB FER AR E T NTERGAE.

* who(1) BIRsEBR NI R GAE M.

o w(l) BRREBR ANIERSAEH |, MMM,
« last(l) BREAERBEANIIK.

* lastb(1) BiRfEAEREIERENMNIIR.

7R
"/var/run/utmp” #1”/var/log/wtmp” EFERREREEN. 2K login(1) 1 utmp(5).

9.5.2 ZELERTHEA

FRAT BB FEMARER wall(l) ABEARGENE—EABEER.

$ echo "We are shutting down in 1 hour" | wall



https://zh.wikipedia.org/wiki/Secure_attention_key
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9.5.3 TEHEHA
i PCl $83E5E (AGP, PCI-Express, CardBus, ExpressCard %), —Btat{ER 1spci(8) (aFMm_L"-nn" EIE) &
ITIERER Rk ER LT

Btsh , AR RUEBRIRE"/proc/bus/pei/devices” #BHEKIABREIE"/sys/bus/pci” THK B $38 K EITIEE
Bl (B RE 1.2.12).

N TTE NNEIEL:

pciutils V:256, 1:992 | 280 Linux PCI TE: 1spci(8)
usbutils V:81, 1:887 322 Linux USB T H: Tsusb(8)
nvme-cli V:23, 1:31 2222 | Linux NVMe TE: nvme(1)
pcmciautils V4.6, ;7.1 92 Linux PCMCIA I E: pccardct1(8)
scsitools V:0.2,1:2.4 | 261 SCSIFEEBIE T H&: 1sscsi(8)
procinfo V:0.4,1:6.2 | 149 %" /proc”: 1sdev(8) BIE AL &N
Tshw V:13, 1:91 971 TEREFRC & Lshw(l)

discover V:27,1:677 | 81 RERRI A% discover(8)

Table 9.13: fg#&:5 R L A%k

9.5.4 fEREAL

% GNOME #1 KDE ERIRHREBER R mAL , #A KB AL IRNFACE @B ENE AR TAKEE , (B5E
—ERECEMRERAR , LE—EIFNEE.

S E AT XN | R
console-setup V81, 1:973 | 421 Linux IFFEFRIfERERTE
XA1-xserver-utilsy.31s 1542 | 559 | X FREHTA: xset(l), xmodmap(l)

IS (e SENZP2N X ZEEEE
acpid V58, 1:90 158 (ii%?ﬁﬁ)ﬁfﬁgﬁn%/ﬁ” M (ACPI) SN EREEE 5feT
acpi V:7,1:84 49 BN ACPI RE BT HE
sleepd V009 e | fEmiRATIN | I \KIRKASOEES R (daemon)
hdparm V118, 1:222 | 246 BIRFREEL (BRE 9.6.9)
smartmontools V:230, 11264 | 2455 | {# S.MAR.T. BHIAN B A%
setserial V:3.4,1:54 | 104 RIEEEIESE
memtest86+ V1, 1:19 12473 | ACIRREEE B LEE
scsitools V:i0.2,1:24 | 261 SCSI e T EE
setcd s 33 | HEASTERAEL
big-cursor :0.70 26 Bl NN

Table 9.14: T8¢l L A%3R

54, ACPI E—{Abt APM i B IETE AGEL

EF VI
IR AL CPU JEXFIEINGE , B OME4H acpi_cpufreq BIEMK.



https://zh.wikipedia.org/wiki/Peripheral_Component_Interconnect
https://zh.wikipedia.org/wiki/AGP
https://zh.wikipedia.org/wiki/PCI_Express
https://zh.wikipedia.org/wiki/PC_Card#CardBus
https://zh.wikipedia.org/wiki/ExpressCard
http://packages.debian.org/sid/pciutils
http://qa.debian.org/popcon-graph.php?packages=pciutils
https://tracker.debian.org/pkg/pciutils
http://packages.debian.org/sid/usbutils
http://qa.debian.org/popcon-graph.php?packages=usbutils
https://tracker.debian.org/pkg/usbutils
http://packages.debian.org/sid/nvme-cli
http://qa.debian.org/popcon-graph.php?packages=nvme-cli
https://tracker.debian.org/pkg/nvme-cli
http://packages.debian.org/sid/pcmciautils
http://qa.debian.org/popcon-graph.php?packages=pcmciautils
https://tracker.debian.org/pkg/pcmciautils
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
https://tracker.debian.org/pkg/scsitools
http://packages.debian.org/sid/procinfo
http://qa.debian.org/popcon-graph.php?packages=procinfo
https://tracker.debian.org/pkg/procinfo
http://packages.debian.org/sid/lshw
http://qa.debian.org/popcon-graph.php?packages=lshw
https://tracker.debian.org/pkg/lshw
http://packages.debian.org/sid/discover
http://qa.debian.org/popcon-graph.php?packages=discover
https://tracker.debian.org/pkg/discover
http://packages.debian.org/sid/console-setup
http://qa.debian.org/popcon-graph.php?packages=console-setup
https://tracker.debian.org/pkg/console-setup
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon-graph.php?packages=x11-xserver-utils
https://tracker.debian.org/pkg/x11-xserver-utils
http://packages.debian.org/sid/acpid
http://qa.debian.org/popcon-graph.php?packages=acpid
https://tracker.debian.org/pkg/acpid
http://packages.debian.org/sid/acpi
http://qa.debian.org/popcon-graph.php?packages=acpi
https://tracker.debian.org/pkg/acpi
http://packages.debian.org/sid/sleepd
http://qa.debian.org/popcon-graph.php?packages=sleepd
http://qa.debian.org/popcon-graph.php?packages=sleepd
https://tracker.debian.org/pkg/sleepd
http://packages.debian.org/sid/hdparm
http://qa.debian.org/popcon-graph.php?packages=hdparm
https://tracker.debian.org/pkg/hdparm
http://packages.debian.org/sid/smartmontools
http://qa.debian.org/popcon-graph.php?packages=smartmontools
https://tracker.debian.org/pkg/smartmontools
https://zh.wikipedia.org/wiki/S.M.A.R.T.
http://packages.debian.org/sid/setserial
http://qa.debian.org/popcon-graph.php?packages=setserial
https://tracker.debian.org/pkg/setserial
http://packages.debian.org/sid/memtest86+
http://qa.debian.org/popcon-graph.php?packages=memtest86+
https://tracker.debian.org/pkg/memtest86+
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon-graph.php?packages=scsitools
https://tracker.debian.org/pkg/scsitools
https://zh.wikipedia.org/wiki/SCSI
http://packages.debian.org/sid/setcd
http://qa.debian.org/popcon-graph.php?packages=setcd
http://qa.debian.org/popcon-graph.php?packages=setcd
https://tracker.debian.org/pkg/setcd
http://packages.debian.org/sid/big-cursor
http://qa.debian.org/popcon-graph.php?packages=big-cursor
https://tracker.debian.org/pkg/big-cursor
https://zh.wikipedia.org/wiki/高級調配與電源接口
https://zh.wikipedia.org/wiki/高級電源管理
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9.5.5 AL IFHEFNIEFERFR]

THEHRE ARG NIFELIFR % - MM/DD hh:mm, CCYY.

# date MMDDhhmmCCYY
# hwclock --utc --systohc
# hwclock --show

Debian ZARAIIFHIEH BEIZR A4S |, (BREISIFRIEE A UTC(GMT) K,
INSRIE LRI E & UTC B5f |, 578 /etc/default/reS #mEEE‘UTC=yes”,
THEHEEHFIRC Debian R4 BHIE.

# dpkg-reconfigure tzdata

ANRIRF R B BARRE R E ARG , BEMEM ntp, ntpdate M chrony EXABRAHK NTP JR¥.

7R
1t systemd T , 2{FF systemd-timesyncd REMREITHREIFHERLE. 258 systemd-timesyncd(8).

FTm,

* ASRERFFEIAN HHEIE HOWTO
o NTP AR ER
* ntp-doc A

R
7£ ntp BEMEK ntptrace(8) BEFAIRHE NTP JRFSSEZE JRIRIR.

9.5.6 ZRumAHAC

B TH T URRFARFTTIRHIEM ncurses(3) REGINRE.

« “/etc/terminfo/*/*"t&X (terminfo(5))

« “STERMIRIZSZE (term(7))

« setterm(l), stty(l). tic(l) F toe(l)

NS xterm ¥ terminfo ¥IE Debian i xterm A ER , BIERLIE

Vify
YRR RI“STERM”, fE“xterm" B ATNRER FRAIRAS (Fl20“xterm-r6”), E%
B STERM 518 A,

B \EI Debian RA&ly , REERERILL
RNAZ R “/usr/share/doc/libncurses5/F/

9.5.7 HEEMRM

FRIRAER Linux EBREBIREIFENA S Linux BEHE4& (Advanced Linux Sound Architecture , ALSA) 12
fit. ALSA 1t T B ZATH BAES A%t (Open Sound System , OSS) MHAEHEE,
JEREEAETHEEANEEESIFBEETRE  WTUBEB — S ZE4WBRERBmAKKAMEM. BET,
PulseAudio, JACK 1 PipeWire # FIEBEMRGin A%, 2 R Debian 4FEES BH SEIRIIER.
HEEMNEAREEEHE —EEANESS 2. SESEREXFERANESSIZBE ] UEREEREARIMNE SR
ARES.



https://zh.wikipedia.org/wiki/UTC
https://zh.wikipedia.org/wiki/Network_Time_Protocol
https://zh.wikipedia.org/wiki/Systemd
https://tldp.org/HOWTO/TimePrecision-HOWTO/index.html
https://www.ntp.org/
https://zh.wikipedia.org/wiki/ALSA
https://zh.wikipedia.org/wiki/Open_Sound_System
https://wiki.debian.org/Sound
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AN

{#/A“cat /dev/urandom > /dev/audio’@} speaker-test(1) KAE{5

BR (rCEL).

LN

MRFEEIERNEE | IMRMISE S TREEARE) T —ERF S . WANZZRARAFLME . alsa-utils &g

A H) alsamixer (1) AT RIFPFARCE S FEFFE.

ENER) TE AN | EREA

alsa-utils V:344, 1:475 | 2702 FRCAI{ER ALSAR TR

oss-compat Vi, 111 18 £ ALSA THZ& 0SS, 78f“/dev/dsp not found™$Eiz

pipewire V:320, 11374 | 142 Bal B 5| L& ERE IR in - B A e

pipewire-bin V:328, 1:374 | 2094 | Bl Al 5| EZ RIS IR i - = sl Al e 2 FFER

pipewire-alsa V:170, 1:239 | 197 Bl AR S | L AL R im - (B ALSA &G
SN SR B e F A3 : ==
73

pulseaudio V:166, 1:1196 | 6606 | PulseAudio fiR#5in

Tibpulse0 V:442,1:588 | 973 PulseAudio & FigE

jackd V2, 1:16 8 JACK Audio Connection Kit. (JACK) falfilkzs ({KiEE)

libjacke V:2.0,1:9.4 | 330 JACK Audio Connection Kit. (JACK) & ({KiEHE)

Libgstreamer1.0-Py, 455 |.601 | 5281 | GStreamer : GNOME 83235

Libphonon4qt5-4 1y, 55 163 | 572 | Phonon : KDE 8323

9.5.8

BARAER = RE

BRI RRE A TENES.

Table 9.15: EF# L4,

RIR

E5

Linux & 6%

XRE (BIFFERERE)

setterm -powersave off

xset s off

XR&E (FIEF dpms)

xset -dpms

XHE (ERRE GUIF)

xscreensaver-command -prefs

Table 9.16: BAPAERHMRETE LT3R

9.5.9 REAEAENSEE

AT DB BAKAIHE 2 ks K BARAMENSEE . 18 pespkr ReOARARMIRR | AT RAMEISEE.
bash(1) MZIK readline(3) 72X , BIBEIEEF T (ASCII=7) Iy , #§&#4A, TEHRRMERGIELLEAE,

$ echo "set bell-style none">> ~/.inputrc



http://packages.debian.org/sid/alsa-utils
http://qa.debian.org/popcon-graph.php?packages=alsa-utils
https://tracker.debian.org/pkg/alsa-utils
http://packages.debian.org/sid/oss-compat
http://qa.debian.org/popcon-graph.php?packages=oss-compat
https://tracker.debian.org/pkg/oss-compat
http://packages.debian.org/sid/pipewire
http://qa.debian.org/popcon-graph.php?packages=pipewire
https://tracker.debian.org/pkg/pipewire
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-bin
http://qa.debian.org/popcon-graph.php?packages=pipewire-bin
https://tracker.debian.org/pkg/pipewire-bin
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-alsa
http://qa.debian.org/popcon-graph.php?packages=pipewire-alsa
https://tracker.debian.org/pkg/pipewire-alsa
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pipewire-pulse
http://qa.debian.org/popcon-graph.php?packages=pipewire-pulse
https://tracker.debian.org/pkg/pipewire-pulse
https://zh.wikipedia.org/wiki/PipeWire
http://packages.debian.org/sid/pulseaudio
http://qa.debian.org/popcon-graph.php?packages=pulseaudio
https://tracker.debian.org/pkg/pulseaudio
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/libpulse0
http://qa.debian.org/popcon-graph.php?packages=libpulse0
https://tracker.debian.org/pkg/libpulse0
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/jackd
http://qa.debian.org/popcon-graph.php?packages=jackd
https://tracker.debian.org/pkg/jackd
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libjack0
http://qa.debian.org/popcon-graph.php?packages=libjack0
https://tracker.debian.org/pkg/libjack0
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libgstreamer1.0-0
http://qa.debian.org/popcon-graph.php?packages=libgstreamer1.0-0
https://tracker.debian.org/pkg/libgstreamer1.0-0
https://zh.wikipedia.org/wiki/GStreamer
http://packages.debian.org/sid/libphonon4qt5-4
http://qa.debian.org/popcon-graph.php?packages=libphonon4qt5-4
https://tracker.debian.org/pkg/libphonon4qt5-4
https://zh.wikipedia.org/wiki/Phonon_(KDE)
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9.5.10 :CiERE(FEH

WHRIER | 1R MR R A AR ISR ERE A (E FIIE IR

« “/var/log/dmesg A% O RENE B S T o] FIECIEALAASTRAE AN,
. free(1) # top(l) BERIEAEDITI RGP ECIEIE S IRNAIRIE .

T2 — @B,

# grep '\] Memory' /var/log/dmesg
[ 0.004000] Memory: 990528k/1016784k available (1975k kernel code, 25868k reserved, 931k «
data, 296k init)

$ free -k

total used free shared buffers cached
Mem: 997184 976928 20256 0 129592 171932
-/+ buffers/cache: 675404 321780
Swap: 4545576 4 4545572

R RE & BI5 AR “dmesg &5F 1K free & 990 MB , T free -k &55F{/R free & 320 MB, IEE%K T i 600 MB --+---

AR Mem: "EITH ‘Uused B RIER ‘Free"B/NIME , HESER , RHFERFNE THRNIME (FELEHNEIFHE
F2 675404 F1 321780),

HIATK MacBook , B 1GB=1048576k ;iCtElE (AR RAGMIE—L) , HBEIIWWT.

BE TN
dmesg F total FK/]\ 1016784k = 1GB - 31792k
dmesg F K] free 990528k

shell TH] total 997184k

shell ] free 20256k ({HEEHRA 321780k)

Table 9.17: FREHIGCIERL K/

9.5.11 FA#HLEMMTEMRE

KRR AGAE T REG REBERN AL , EBEHIMNBIEAEA.
HN AR R EMNTEMEMNRE , (REER TEEL A ERA.
» debsums #§&4, , 28 debsums(1) FEl 2.5.2,

chkrootkit ##gf , 2R chkrootkit(l),
» clamav EiEAZj% , 2/ clamscan(l) 1 freshclam(l),

» Debian security FAQ,
» Securing Debian Manual,

THE—EMENTESTS , BRI HTA N\ T RRSERIERT T,
# find / -perm 777 -a \! -type s -a \! -type 1l -a \! \( -type d -a -perm 1777 \)

( ) EE
¢ debsums BEEAE AN MDS5 #ehans , At MHREERE , WA REREMERGR MR
TA,



https://www.debian.org/security/faq
https://www.debian.org/doc/manuals/securing-debian-manual/
https://zh.wikipedia.org/wiki/MD5
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HE mTE K| FRER -
JZ=dE O Z =tis =IE B
Logcheck V5.0 164 | 120 @EA % %%Eifc (daemon) , B AGHAEEZTHRET BBEHE
~»A
debsums V4, 1:30 107 BT , £/ MD5 REshEE O TR IE AR R &7
chkrootkit V:9, [:15 966 rootkit & JAlERHE
clamav V:9, 1:40 33154 | Unix IRTReEE Afen—JFe2%4m|m
tiger V:14,1:1.8 | 7800 | MEAGTE WA
tripwire V:15,1:1.9 | 5050 | fEXRFNE &S MERAERAE
john V:1.4,1:8.0 | 469 | SEERERSERE LA
aide V:18,1:2.2 | 331 SPENRIREAR A —FFRE _ B
integrit o 2930 | PYETTHMEREFI
crack Y008121 153 EHEE AR

Table 9.18: AR AGRLMAZ IR BN T A
9.6 ERMAFTI

A Linux BAARSE (BRE 3.22 MEH 3.2.3) MEMRNASR , BREECERENAR LEHLCEERRFATEEES.

HIEH (H0D) (A DB ARIITHEAE | Hin SSD/U MR HEIE 1. SRAIT /dev/sda A
27, AHESMEELT /dev/nvmed, /dev/mmcblkO: -,

MRFEEE GUI (BREFEAENT) SARL THEDHE , EHEMETHRER , RUEFEXGLSIFL
umount(8) IBLLEEE,

9.6.1 REIRTRHIERBR

IRk AE B AT RUEIE mount, coreutils A xdu BEgAIR HEAFETURATAS
* mount(8) BE/RATABIMITER R4 (= HERE).

o df(1) SRR RAE RTERRZSR,

« du(1) ¥ B $xteifE FARE R =M.

LTV
YRET ARG du(8) msm L {5844 xdu(lx) , KEAERBERELERNER , flZl“du -k . |xdu”, “sudo du -k -x
/| xdu'EE,

9.6.2 FHENFIFEFREC

HREHRDENEREC , B%E fdisk(8) HAARIRENES , (B2 parted(8) TRERERIEN.

Z/) PC F LM IS 'E508% (Master Boot Record , MBR) AR , iElE N2 ERHEEES —EBE |, B LBA
FBIE 0 (512 fizJt4h).

— e AR E M2/ (Unified Extensible Firmware Interface , UEFI) fIE{E PC , BIEER Intel i
Mac , fFH £EMHE—1ZH2EHER (GUID Partition Table , GPT) A%, ﬁﬁ%ﬁ%‘l’f ERAEFEE—ERRE.

% fdisk(8) —EREHNEMENIZETAR |, (BIRFE parted(8) BATE.



http://packages.debian.org/sid/logcheck
http://qa.debian.org/popcon-graph.php?packages=logcheck
https://tracker.debian.org/pkg/logcheck
http://packages.debian.org/sid/debsums
http://qa.debian.org/popcon-graph.php?packages=debsums
https://tracker.debian.org/pkg/debsums
http://packages.debian.org/sid/chkrootkit
http://qa.debian.org/popcon-graph.php?packages=chkrootkit
https://tracker.debian.org/pkg/chkrootkit
https://zh.wikipedia.org/wiki/Rootkit
http://packages.debian.org/sid/clamav
http://qa.debian.org/popcon-graph.php?packages=clamav
https://tracker.debian.org/pkg/clamav
http://packages.debian.org/sid/tiger
http://qa.debian.org/popcon-graph.php?packages=tiger
https://tracker.debian.org/pkg/tiger
http://packages.debian.org/sid/tripwire
http://qa.debian.org/popcon-graph.php?packages=tripwire
https://tracker.debian.org/pkg/tripwire
http://packages.debian.org/sid/john
http://qa.debian.org/popcon-graph.php?packages=john
https://tracker.debian.org/pkg/john
http://packages.debian.org/sid/aide
http://qa.debian.org/popcon-graph.php?packages=aide
https://tracker.debian.org/pkg/aide
http://packages.debian.org/sid/integrit
http://qa.debian.org/popcon-graph.php?packages=integrit
http://qa.debian.org/popcon-graph.php?packages=integrit
https://tracker.debian.org/pkg/integrit
http://packages.debian.org/sid/crack
http://qa.debian.org/popcon-graph.php?packages=crack
http://qa.debian.org/popcon-graph.php?packages=crack
https://tracker.debian.org/pkg/crack
https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Solid-state_drive
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Memory_card
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Logical_block_addressing
https://zh.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Disk_partitioning
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HESE mTE X/ | EREA

util-linux ?_/'1%%20' 4384 | 2BHGTH , A4 fdisk(8) # cfdisk()

parted V:448,1:580 | 126 GNU Parted , FEHE D EMETTEEFZIC

gparted V:13,1:.93 2313 | EjA libparted i) GNOME S EE4REEFE L
gdisk V20,1306 | 940 | FARX GPT/MBR I R IR EFEAia et
kpartx V:17,1:28 76 AN EREENREHRAPFER

Table 9.19: FFENERESIREAL

( ) EE
%% parted(8) BMEMAEMKEILMARERARS , EEAMERFNEF TARMELEEERTS,
520 mkfs(8) (mkfs.msdos(8), mkfs.ext2(8), mkfs.ext3(8), mkfs.ext4(8)--- ) ¥ resize2fs(8),

pad
47 7E GPT #1 MBR Z i¥1# | J\m%ﬁ%ﬂﬂ']ﬁ?%ﬁﬂ‘]rl%ﬂﬂﬁ*ﬂ‘]?ﬂﬁ(Z&Eﬁ'ﬁ 9.8.6)Y{EM"parted /dev/sdx
mklabel gpt’Z“‘parted /dev/sdx mklabel msdos’XK:ZETE. g/t s , EEFAK ‘msdos”Z AN MBR,

9.6.3 {E/ UUID ZER > EHE

HEEHECERRD BB A RBENRHEN ENRBBIEF TR AN EMEELERRN AT , BIRATAEAR—E vUID
KAFEM. RIFE AL BRI BIOS/UEFI IR BAAEM—BINEERMEE , £ UUID B REEHERE,

« mount(8) 54 - UNEIART AfEFAUUID R —EIREE , MALMERMATELTE |, #l20°/dev/sdas”,
« “/etc/fstab” (2R fstab(5)) ARAMEMR UUID,
o B|EHEBAFER (8 3.1.2) HATUER UUID,

TIE/T
#RATAE R blkid(8) il —E4FEIREER UUID,
ROATRMER"1sb 1k - A& UUID AR HE &N,

9.6.4 LVM2

LVM2 B—E MR Linux #OREEEEIES. R LYM2 (55 , BIR Y BT DRI 7088 L RBA MR,
LVM BRI,

o Linux #% PR EL IR IE (Debian /0T X1 )
- FREBEREEHEIERE (libdevmapper * #k3%
- FREATESE LVM2 TE (lvm2 &igf,)

saft FER man FHEREREAE LVM2,
* lvm(8) : LVM2 #HIREREAN (FILE T B LVM2 $54)



http://packages.debian.org/sid/util-linux
http://qa.debian.org/popcon-graph.php?packages=util-linux
http://qa.debian.org/popcon-graph.php?packages=util-linux
https://tracker.debian.org/pkg/util-linux
http://packages.debian.org/sid/parted
http://qa.debian.org/popcon-graph.php?packages=parted
https://tracker.debian.org/pkg/parted
http://packages.debian.org/sid/gparted
http://qa.debian.org/popcon-graph.php?packages=gparted
https://tracker.debian.org/pkg/gparted
http://packages.debian.org/sid/gdisk
http://qa.debian.org/popcon-graph.php?packages=gdisk
https://tracker.debian.org/pkg/gdisk
http://packages.debian.org/sid/kpartx
http://qa.debian.org/popcon-graph.php?packages=kpartx
https://tracker.debian.org/pkg/kpartx
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
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lvm.conf(5) : LVM2 fRAHAERSS
Lvs(8) : & EEE BRI SN
vgs(8) : EHAAMIAERTE
pvs(8) : HEHYIEH KR A

9.6.5 1R AGIIAC
$4 extd HERFM, e2fsprogs AR TFHEIKTA.

« mkfs.ext4(8) BILHH extd tEERH

« fsck.ext4(8) HEMBEIRE extd tER R4

« tune2fs(8) FIAC extd HERARGHBAIR

« debugfs(8) EENHNREH extd IERARL. (EF undel 5L KRB CAMIBRAIESR.)

mkfs(8) # fsck(8) f§4 2 e2fsprogs AN , B EEER RGN NANE. (nkfs . Fstype M fsck. fstype).
HI extd tHER RS, BEFIRE mkfs.ext4(8) Fl fsck.ext4(8) (BT ELEE] mke2fs(8) F e2fsck(8)).

Linux SRS —EERAS , BAMNKTES.

S TIE X/ | FREA
e2fsprogs V:804, 1:998 | 1543 | ext2/ext3/extd FERF4 L H
btrfs-progs V49, 1:77 5204 | Btrfs fg= &4 L E
reiserfsprogs V:10, 1:22 473 Reiserfs fEX A% LA
zfsutils-linux | V:32,1:32 1893 | OpenZFS fEX A4 T H
dosfstools V:251, I:573 | 310 FAT t8X A% LK. (Microsoft: MS-DOS, Windows)
exfatprogs V:37,1:468 | 352 exFAT B F% L E , B=E4EE,
exfat-fuse V:2, 1:50 73 FUSE :EE& exFAT 2 X A% (ThEk) EREl.
xfsprogs V:37,1:87 4382 | XFS XA T E. (SGI: IRIX)
ntfs-3g V:219,1:527 | 1500 | FUSE #&& NTFS FEEX A4 (& : Windows NT-----+) E&E),
jfsutils V:0.5,1:7.2 | 1104 | JFSTERFATLE. (IBM: AIX, OS/2)
Xorriso V:15, 1:64 347 1SO-9660 18X F£%: L ELFMAK A libburnia i) CD/DVD £25% L A
wodim V:9, 1:97 898 B8 cdrkit B454%] CD/DVD &85 L A
genisoimage V:18, 1:168 1567 | KB cdrkit {5 1SO-9660 fEX A% S>3 LT E
reiser4progs V:0.1,1:15 | 1367 | Reiserd iz A% LA
hfsprogs V:0.3,1:35 | 394 HFS F1 HFS Plus 12 A% L. (Apple: Mac OS)
zerofree V:6, 1:120 30 1€ ext2/3/4 TR F 4 ETFPRE AT HIFER
Table 9.20: IR ARG EEMIFR
R

Ext4 tERAHRE Linux A& LTARRHIER AL | @B EREBEERASL , RIERERHRIIEENER.
Btrfs HABEREFAFE Debian wiki on btrfs F1 kernel.org wiki on btrfs 218, E#EIE/EA extd R ARG BT —E

TARRER AR

—HTRAATIERE Linux ZO3HRIIER THRIMERAR (B RE 9.8.2).



https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/e2fsprogs
http://qa.debian.org/popcon-graph.php?packages=e2fsprogs
https://tracker.debian.org/pkg/e2fsprogs
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/btrfs-progs
http://qa.debian.org/popcon-graph.php?packages=btrfs-progs
https://tracker.debian.org/pkg/btrfs-progs
https://zh.wikipedia.org/wiki/Btrfs
http://packages.debian.org/sid/reiserfsprogs
http://qa.debian.org/popcon-graph.php?packages=reiserfsprogs
https://tracker.debian.org/pkg/reiserfsprogs
https://zh.wikipedia.org/wiki/Reiserfs
http://packages.debian.org/sid/zfsutils-linux
http://qa.debian.org/popcon-graph.php?packages=zfsutils-linux
https://tracker.debian.org/pkg/zfsutils-linux
https://zh.wikipedia.org/wiki/OpenZFS
http://packages.debian.org/sid/dosfstools
http://qa.debian.org/popcon-graph.php?packages=dosfstools
https://tracker.debian.org/pkg/dosfstools
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/exfatprogs
http://qa.debian.org/popcon-graph.php?packages=exfatprogs
https://tracker.debian.org/pkg/exfatprogs
https://zh.wikipedia.org/wiki/ExFAT
http://packages.debian.org/sid/exfat-fuse
http://qa.debian.org/popcon-graph.php?packages=exfat-fuse
https://tracker.debian.org/pkg/exfat-fuse
https://zh.wikipedia.org/wiki/ExFAT
http://packages.debian.org/sid/xfsprogs
http://qa.debian.org/popcon-graph.php?packages=xfsprogs
https://tracker.debian.org/pkg/xfsprogs
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/ntfs-3g
http://qa.debian.org/popcon-graph.php?packages=ntfs-3g
https://tracker.debian.org/pkg/ntfs-3g
https://zh.wikipedia.org/wiki/NTFS
http://packages.debian.org/sid/jfsutils
http://qa.debian.org/popcon-graph.php?packages=jfsutils
https://tracker.debian.org/pkg/jfsutils
https://zh.wikipedia.org/wiki/JFS_(file_system)
http://packages.debian.org/sid/xorriso
http://qa.debian.org/popcon-graph.php?packages=xorriso
https://tracker.debian.org/pkg/xorriso
https://zh.wikipedia.org/wiki/ISO_9660
https://en.wikipedia.org/wiki/Libburnia
http://packages.debian.org/sid/wodim
http://qa.debian.org/popcon-graph.php?packages=wodim
https://tracker.debian.org/pkg/wodim
https://zh.wikipedia.org/wiki/Cdrkit
http://packages.debian.org/sid/genisoimage
http://qa.debian.org/popcon-graph.php?packages=genisoimage
https://tracker.debian.org/pkg/genisoimage
https://zh.wikipedia.org/wiki/Cdrkit
https://zh.wikipedia.org/wiki/ISO_9660
http://packages.debian.org/sid/reiser4progs
http://qa.debian.org/popcon-graph.php?packages=reiser4progs
https://tracker.debian.org/pkg/reiser4progs
https://zh.wikipedia.org/wiki/Reiser4
http://packages.debian.org/sid/hfsprogs
http://qa.debian.org/popcon-graph.php?packages=hfsprogs
https://tracker.debian.org/pkg/hfsprogs
https://zh.wikipedia.org/wiki/Hierarchical_File_System
https://zh.wikipedia.org/wiki/HFS_Plus
http://packages.debian.org/sid/zerofree
http://qa.debian.org/popcon-graph.php?packages=zerofree
https://tracker.debian.org/pkg/zerofree
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Btrfs
https://wiki.debian.org/Btrfs
https://btrfs.wiki.kernel.org/index.php/Status
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9.6.6 EXAGEVHNTEMRE

mkfs(8) 7£ Linux A& EIEMIERFRLE. Fsck(8) F541E Linux A& LIRHHER ARG TREMAGE TSR INGE.
TEFERZASIE 12 |, Debian IR 7EFAE A BHAME BT Fsck.

RS
=

EEAHBIERAL LBIT fsck , —RERTEM.

EF N

f£'/etc/mke2fs.conf” #:& E enable_periodic_fsck” A {F A "tune2fs -cO /dev/partition_name”
RUERAHEE A 0, FATAIEE R | B root IBREARBIEENNTARERRGE L | TLMBPIT Fsck(8) 154
2 H mke2fs.conf(5) #l tune2fs(8).

RRENA B EHATH Fsck(8) T5445R , WRATE"/var/log/fsck/” B &1,

9.6.7 EBHERIARUERZAR

“/etc/fstab’™FEET ERKIFRERERZASTANC. #0 ,

«file system» «mount point» «type» «options» «dump» «pass»

proc /proc proc defaults 00

UUID=709cbe4c-80c1-56db-8abl-dbce3146d2f7 / ext4 errors=remount-ro 0 1

UUID=817bae6b-45d2-5aca-4d2a-1267ab46ac23 none swap sw 00

/dev/scdO /media/cdrom@ udf,is09660 user,noauto 0 O
TN

UUID (2RE 9.6.3) AIIER—MIIRICELTE (H121"/dev/sdal’ “/dev/sda2” ) FGHAI—EREE.

% Linux 2.6.30 if2 , #OMITERRIT AR R relatime” J#IH,
£ 5 fstab(5) 1 mount(8).

9.6.8 EiBBAIE (superblock) BUERER%

—EE R ABAHERTUER tune2fs(8) 154 1BIBBARIR KB

e HYTsudo tune2fs -1 /dev/sdal m[PIRER“/dev/sdal” FitER R4 B AIRNE.

» H#7'sudo tune2fs -c 50 /dev/sdal” %" /dev/sdal” FERX RGBT (ERENIFET fsck) SR A% 50
N ELR

« Y iT“sudo tune2fs -j /dev/sdal’@4ARERAGLIIEBEINEE , Bl*/dev/sdal’ RER RGN ext2 #ikk
ext3, (HFHEBHRIERAKEEMK.)

« H{T“sudo tune2fs -0 extents,uninit_bg,dir_index /dev/sdal && fsck -pf /dev/sdal’f£“/dev/sd
HHEER ext3 A extd, (HEHBRNARGIEEM. )

N
&% tune2fs(8) ML FRIEHRM , (BENEREMRN ext2 tRRARS , hAEAN ext3 M extd HERAMR.



https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
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9.6.9 FHERZIENL

%ﬁﬂ:

Tﬂ ITIERERARCZ B , s ERAIAEREILBEIRE hdparm(8) i) man F R , RAETREGH AR TRME
BHERREE.

R BAIB B “hdparm -tT /dev/sda’ZFK AR /dev/sda’ BN FEUE E, HA—L{F A (E)IDE AR HERE | /R
" AER“hdparm -q -c3 -d1 -ul -mi16 /dev/sda’Rpgf“(E)IDE 32 {3 3i2". BtF“using_dma flag”. :&X3E
“interrupt-unmask flag"¥t &5 “multiple 16 sector 1/0” (/&g 1) , A MINREEFEGERE.

#RATBUEB *hdparm -W /dev/sda’Z A"/ dev/sda i RE B NRENDNBE #RAT A{E FB*hdparm -W @ /dev/sda”
BAIRAR N\ IREXTNRE.

IR EE CD-ROM Yi#s , RAJUE M seted -x 2" fRRERE |, KEMAEB4ERK CDROM Y,

9.6.10 [E|REFFMERIEN

ERERFTE (Solid state drive , SSD) B ®Ia] Atk B En&A.
1E /etc/fstab #H , BEHRMEERIECHE A tmpfs” |, A RURD AN M E ARSI 3R BE L HERFHEFE

9.6.11 {#fH SMART TEJAIER k=
HRATAE FIMEZS SMART () smartd(8) B=L5fEs (daemon) RESISFIEREEIRITERE,

1. 7£ BIOS FRUA SMART ZfiRE
2. i smartmontools #fgf,
3. i@ df(1) FIt iR RREREN L A E .
o EEPURREEITHRERE 2"/ dev/sda’,
4. #pE“smartctl -a /dev/sda’f#gmt , & SMART IEER SR,
o INRIZAH , BiB“smartctl -s on -a /dev/sda’BiAE
5. BB TIIARBIT smartd(8) EE=F=FE (daemon),

 JHf& /etc/default/smartmontools’ &G “start_smartd=yes I,
« &EiB“sudo systemctl restart smartmontools’EHEIE) smartd(8) E=TEF2/F (daemon),

EF YN
smartd(8) BEHERFEIX (daemon) FTRAEM /etc/smartd.conf HERETEER , BETEE T HENES

]

9.6.12 @i $STMPDIR #5ClahH# 7 H #%

FERFE —RAEERIF 7 B 8%/ tmp” FRIERIFESR. 2R/ tmp R A RSANZER] , ARATLUIEIE STMPDIR 48K 2%
RRtE R TR,
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9.6.13 @i LVM #E 7] B ETR

FERIHFIE N 7E Logical Volume Manager #E#5{#&E1E (LVM) (Linux F514) LIRINEIHE , E©FRTAE ZHEIB S HHE
FEMERRETRA T AR EKN , MABERAEZ EFFRE LEITRENENRLC.

9.6.14 EBHEF—ENENERIRTTA AFHFTH

WMRFA— AT ENE (FIgn/dev/sdx”) , FRATAER mkfs. ext4(l) EER , AAEM mount(8) e HEk
BGEEESSMNEE. (REERREAERNE. )

$ sudo mv work-dir old-dir

$ sudo mkfs.ext4 /dev/sdx

$ sudo mount -t ext4 /dev/sdx work-dir
$ sudo cp -a old-dir/* work-dir

$ sudo rm -rf old-dir

7R
PROFTRUR S — AR RMGAER (258 9.75) fA—EEEKE (2RH 9.7.3). BERNERERE
fE=& B R A SR g,

9.6.15 1Ei8“mount --bind & F—E B K IFEAREH ] ARAGFETH

WRIFAE S — AN ENEEH —EFH AT F‘EIEJEN ~H$% (flan“/path/to/emp-dir”) , FRAJLUBEBHH"- -bind i
IAF mount(8) , I EHEEI—ERFEEL TMWBE % (BN work-dir),

$ sudo mount --bind /path/to/emp-dir work-dir

9.6.16 %A overlay ##; (overlay-mounting) B—{EH$&KIEXREHAEEESH

MRIRFER— @ﬁj‘%lﬂ‘ﬁ%qﬂ?ﬁ—fﬁﬁﬂq Sf (5140 ,“/path/to/empty’#1*/path/to/work”) , fRA]ATEH T —
BB W HEIRFRETHNIMEENE$% (65120 ,*/path/to/old) , Eigkkifl , REZ M Linux 3.18 fRAZ/OEK
BHIRA (¥ Debian Stetch 9.0 Bk EHhRA<) 4 OverlayFs,

$ sudo mount -t overlay overlay \
-olowerdir=/path/to/old-dir, upperdir=/path/to/empty,workdir=/path/to/work

“/path/to/empty"F1“/path/to/wor k" FEZA FTRERMIAERE | RMBESAR AN /path/to/old”,

9.6.17 {EARFREAEHIE A AAFTH

( ) EE
E:]ﬁ—{laﬁﬁﬁﬂﬁﬁi/ﬁ FURIGERE REAB S RE A IER TE, AR LATRHK HE
1(((

WRIFESZ—ENBEEFT —EFATATHRNT B (FlN/path/to/emp-dir’) , FRATAERA 1n(8) BILH %
H—{E4FIRIEAE.
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sudo mv work-dir old-dir

sudo mkdir -p /path/to/emp-dir

sudo ln -sf /path/to/emp-dir work-dir
sudo cp -a old-dir/* work-dir

sudo rm -rf old-dir

&P B BB P

ﬁﬂ“_fﬂ:

E'J“THH?’*}EAEEE@Eﬁ (Blan*/opt”) R EALZIBSE, BRMEAERRTHR T REGWES.

9.7 HAMEAR (%

BAEE TR B HIRIE.

9.7.1 RUERIFIMRBIESR

—ERBNEREE (FI20 , 518 SCSI B FF! ATA #E*/dev/sdb”) IR GIER disk.img”, B RMERTFA
Rz—#3L.

# dd if=/dev/sdb of=disk.img; sync

# cp /dev/sdb disk.img ; sync
# cat /dev/sdb > disk.img ; sync

84 PC B {uidE IDE I E—BENTESIFGCs (MBR) (2RE 9.6.2) RBMEMRRTMERS dd(1) BaT37H
REEIL,
# dd if=/dev/sda of=mbr.img bs=512 count=1

# dd if=/dev/sda of=mbr-nopart.img bs=446 count=1
# dd if=/dev/sda of=mbr-part.img skip=446 bs=1 count=66

“‘mbr.img”: HEHEFERK MBR
“‘mbr-nopart.img”: RNENEIFERE MBR
“‘mbr-part.img”: {£ MBR IO EHER

IRFEZ N AR R — ERR R BB | (REREM"/dev/sdal’FHN"/dev/sda’,

9.7.2 EBHXBMNEMH

HERE R RIS R disk. img" T UBB FIARZ —SAE—ELE AK/NOKHEEE (Fla0, 5518 SCSI £E
“/dev/sdb”,

# dd if=disk.img of=/dev/sdb ; sync

# cp disk.img /dev/sdb ; sync
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# cat disk.img >/dev/sdb ; sync

A | RS BB EAER ‘partition. img A RUEIB T AR BRI K/ NIEKE S BIRE (Hla0 , E1E
SCSI HERFE—ENEINE /dev/sdb1’),

# dd if=partition.img of=/dev/sdbl ; sync

9.7.3 HEMIEGIESR
AT {55 R P B N T 5 SRR T A BB ) BRI AR AR “par tition . img’,

# losetup --show -f partition.img
/dev/1loop0

# mkdir -p /mnt/loop®

# mount -t auto /dev/loop® /mnt/loop®
...hack...hack. . .hack

# umount /dev/loop®

# losetup -d /dev/1loop0

A AR AN T P8R,

# mkdir -p /mnt/loop®
# mount -t auto -o loop partition.img /mnt/loop®
...hack...hack. . .hack
# umount partition.img

ATAER R E A S ZED BRI disk . img KR BIHE.

# losetup --show -f -P disk.img

/dev/1loop0

# 1s -1 /dev/loop0*

brw-rw---- 1 root disk 7, O Apr 2 22:51 /dev/loop@
brw-rw---- 1 root disk 259, 12 Apr 2 22:51 /dev/loopOpl
brw-rw---- 1 root disk 259, 13 Apr 2 22:51 /dev/loopOpl4
brw-rw---- 1 root disk 259, 14 Apr 2 22:51 /dev/loop0Opl5

# fdisk -1 /dev/1loop®

Disk /dev/loopO: 2 GiB, 2147483648 bytes, 4194304 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disklabel type: gpt

Disk identifier: 6A1D9E28-C48C-2144-91F7-968B3CBC9BD1

Device Start End Sectors Size Type

/dev/1loopOpl 262144 4192255 3930112 1.9G Linux root (x86-64)
/dev/loop0Opl4 2048 8191 6144 3M BIOS boot
/dev/loop@pl5 8192 262143 253952 124M EFI System

Partition table entries are not in disk order.

mkdir -p /mnt/loop@pl

mkdir -p /mnt/loopOpl5

mount -t auto /dev/loopOpl /mnt/loopOpl

mount -t auto /dev/loop@pl5 /mnt/loopOpl5

mount |grep loop

/dev/1loopOpl on /mnt/loop@pl type ext4 (rw,relatime)

/dev/1loop@pl5 on /mnt/loopOpl5 type vfat (rw,relatime, fmask=0002, dmask=0002,allow_utime <«
=0020, codepage=437, iocharset=ascii, shortname=mixed, utf8, errors=remount-ro)

...hack...hack. . .hack

# umount /dev/loopOpl

H H H H*H*
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# umount /dev/loopO@pl5
# losetup -d /dev/loop0

;E , RATRAMER kpartx BE8EFH kpar tx(8) B H¢ B H MR B R IEZA R FIBR.

# kpartx -a -v disk.img

add map loopOpl (253:0): 0 3930112 linear 7:0 262144
add map loopOpl4 (253:1): O 6144 linear 7:0 2048

add map loopOpl5 (253:2): O 253952 linear 7:0 8192

# fdisk -1 /dev/loop®

Disk /dev/loop®: 2 GiB, 2147483648 bytes, 4194304 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes
Disklabel type: gpt

Disk identifier: 6A1D9E28-C48C-2144-91F7-968B3CBC9BD1

Device Start End Sectors Size Type

/dev/1loopOpl 262144 4192255 3930112 1.9G Linux root (x86-64)
/dev/loop0Opl4 2048 8191 6144 3M BIOS boot
/dev/1loop@pl5 8192 262143 253952 124M EFI System

Partition table entries are not in disk order.
# 1s -1 /dev/mapper/

total 0

Crw------- 1 root root 10, 236 Apr 2 22:45 control

lrwxrwxrwx 1 root root 7 Apr 2 23:19 loop@Opl -> ../dm-0

lrwxrwxrwx 1 root root 7 Apr 2 23:19 loopOpl4 -> ../dm-1
lrwxrwxrwx 1 root root 7 Apr 2 23:19 loopOpl5 -> ../dm-2

# mkdir -p /mnt/loopOpl

# mkdir -p /mnt/loopOpl5

# mount -t auto /dev/mapper/loopOpl /mnt/loopOpl

# mount -t auto /dev/mapper/loopOpl5 /mnt/loopOpl5

# mount |grep loop

/dev/1loopOpl on /mnt/loop@pl type ext4 (rw,relatime)

/dev/1loop@pl5 on /mnt/loopOpl5 type vfat (rw,relatime, fmask=0002, dmask=0002,allow_utime <«
=0020, codepage=437, iocharset=ascii, shortname=mixed, utf8, errors=remount-ro)

...hack...hack. . .hack

# umount /dev/mapper/loopOpl

# umount /dev/mapper/loop0pl5

# kpartx -d disk.img

9.7.4 J5IRRGTERRLGFES

FERATEMAR, —EHKRRGIERdisk. img” BEFFIR B CAMBRMIER , A —EZFNHEBR

%"new.img”,

umount new.img
umount disk.img

# mkdir old; mkdir new

# mount -t auto -o loop disk.img old

# dd bs=1 count=0 if=/dev/zero of=new.img seek=5G
# mount -t auto -o loop new.img new

# cd old

# cp -a --sparse=always ./ ../new/

# cd ..

#

#

MR disk.img b ext2, ext3 2k extd , YRULATRAGE T EAMR{ER zerofree B K zerofree(8).
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# losetup --show -f disk.img
/dev/1loop0

# zerofree /dev/1loop0®

# cp --sparse=always disk.img new.img
# losetup -d /dev/loop0

9.7.5 RUETHIITEMBIER

FTERANER dd2) , TRARE—ER/NA 5GIB RZHERRIRGAER.

$ dd bs=1 count=0 if=/dev/zero of=disk.img seek=5G

HH) fallocate(8) AIMEEHEMER , AREAMER dd(2).
RTHNARERIRERE | RIS ERARIR G disk . img” EEEST extd HERAAR.

# losetup --show -f disk.img
/dev/1loop0

# mkfs.ext4 /dev/loopO
...hack. . .hack...hack

# losetup -d /dev/loopo

$ du --apparent-size -h disk.img
5.06 disk.img

$ du -h disk.img

83M disk.img

%ﬁ:ﬁ”disk img”, EREREK/NE 5.0 GiB , T'E EIHAREREEZR 83MiB. BEZEIETREE N ext4 EHARR
EES

N
MG R B HRRE FR &R BRI R TEN,

EIRECE 2 R EHR B LEMBEURE  EELRERE 9.7.3 #HEE, /RAESEM parted(8) 2k fdisk(s)
IS ERARIR G disk . img” EITHENE , BEFAGER mkfs. ext4(8), mkswap(8) fE EHMFIUIERARE.

9.7.6 H{E1S09660 L5 tE3R

R
cdrkit 32 £/ genisoimage(1) #1 Libburnia $2{£f) xorrisofs(l) , EMEGSHEZMERIGLSEL , EH LS4
BA—1k.

" IRB % TR B s8] UBIB AN T BTN cdrkit 32445 genisoimage(l) $54 2R EAE 1SO9660 BLZAER |, "cd. iso”,

# ogenisoimage -r -J -T -V volume_id -o cd.iso source_directory

XY , TT3]E K 1IS09660 iR 1EZ |, "cdboot . iso”, BEFAML debian-installer $A{B\H 4%t source_directory”
®iE, AT,
# genisoimage -r -o cdboot.iso -V volume_id \

-b isolinux/isolinux.bin -c isolinux/boot.cat \
-no-emul-boot -boot-load-size 4 -boot-info-table source_directory



https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
https://zh.wikipedia.org/wiki/Cdrkit
https://en.wikipedia.org/wiki/Libburnia
https://zh.wikipedia.org/wiki/Cdrkit
https://zh.wikipedia.org/wiki/ISO_9660

Debian 2%

1721247

1EEH) Isolinux boot loader (2R &7 3.1.2) 2R EEIN.
T TIEMNA , RATAE AR EETE mdSsum {8 , WRE 1SO9660 MR .

$ isoinfo -d -i /dev/cdrom
CD-ROM is in ISO 9660 format

Logical block size is: 2048
Volume size is: 23150592

# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror | md5sum
# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror > cd.iso

O

A
= =]
A TEREMRER | RVA/VOES Linux 1ISO9600 53R AR 4 TAE bug.

9.7.7 EHZEAIEXZF| CDIDVD-RIRW

HEN

¥ cdrkitfg#tf wodim(1) # Libburnia $2{£f4 xorrecord(1) s , DVD R 2 —fEKXMK CD, ELtm4tt=4EF

ManSeEi% , (EHhLBBA—1k.

I

REESIIEBIN T FVRITESTREI] REE.

# wodim --devices

SR1Z1$ 25K CD-R 4B CD BREN=RIL BAE 1SO9660 BREFES |, "cd. iso” WAFIRET , 620 A0 T FT7RHK wodim(1)

EERSAE]/dev/sda” KE,

# wodim -v -eject dev=/dev/sda cd.iso

RA CD-RW % CD-R , AN TFAT/RITESHREN.

# wodim -v -eject blank=fast dev=/dev/sda cd.iso

N

MRIRNRE ARG BB CDs , 7E(F A wodim(1) Z FIE4K#EE A sudo umount /dev/sda” fi#ff&icE.

9.7.8 & 1509660 MK IEZR

R cd.iso” BE—{E 1S09660 M5, FHHTESF LHEEEIERE]"/cdrom”.

# mount -t 1s09660 -o ro, Loop cd.iso /cdrom

EZN
RAREAGRESIE BEERTBENNH |, 201k 1S09660 1K) CD(BREF 10.1.7).
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9.8 —HE{MHIER
EYE , BRI EERRERENE LN TEHIER

9.8.1 R MAmEE _ E{H) R

RERAMEHR BB BRI IERER 0d -t x1"154.

L) TATE NRIEL;

coreutils ?_"1%%70' 17994 | Ept#kE8E) | A od(1) BFEHAZ (HEX, ASCII, OCTAL, )

bsdmainutils V:5, 1:150 17 TH&HEA , B hd(1) REEFEE (HEX, ASCII, OCTAL, )

hexedit V:1.0,1:85 | 70 ZEfHIETE MAREE 2y (HEX, ASCII)

bless V:0.2, 1.7 | 924 2INRe 7 B HlAwiEay (GNOME)

okteta Vi1, 1112 1589 | 2D1gelIT7EfHlAwiEzy (KDE4)

ncurses-hexedit | o 113 | 130 | iefslBEALHER (HEX, ASCI, EBCDIC)

beav ?_/(:)Oé%‘r” 137 | T {rslBER4ER (HEX, ASCII, EBCDIC, OCTAL, ...)
Table 9.21: #& B M T &I ER NEEEATIR

N

HEX B+/<#E bR hexadecimal &y FRH4RRg AT , E 8K radix ;2 16, OCTAL 2/ ZE 3 octal B FEF4EREET |
HE radixZE 8. ASCIH X &N HRAZAEFEAE American Standard Code for Information Interchange R 3C
e, BNIEE MREEX FFE\hS, EBCDIC 217t (U H4mhS 117532 #%4% Extended Binary Coded Decimal
Interchange Code FIBEILAER , 7E IBM KIUHE (E3E A% L.

9.8.2 HEMIMHRIEIER

BILATTER B HEBHERNTER TRERER.

] ATE X/ | FRER
mtools V.7, 1:55 400 NEEER MSDOS = T A
hfsutils V:0.2,1:3.3 | 178 R HFS Al HFS+ IR R L H

Table 9.22; NEHEHIE IR EIERNE SR

9.8.3 EHF IR

Linux #% 0BT HEIRAIDERE R itk MER AR R B R TURR K BIR S /KPR 17 A Se .
BEERENERPEMER USRRER SRR FTEENTA.
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b TE L
par2 Vi1, 151120 | 298 A BRERIE R Bl , IR B ABERR
dvdisaster V:0.1, I:11.4 1422 | CD/DVD EfE EFRHERE S/ RE
V:0.01 o .
dvbackup 0.07 413 # A MiniDV 1TE/ZRG IR TR (24 rsbep())
Table 9.23: [fERFMLERTHRNT AR
b TE L
testdisk V2, 1:27 1495 | NEE MR R B FAFE 2N
o 2 = /e Fas 5‘%’:‘ . =E
magicrescue V:0.3,1:2.1 | 257 Eﬂﬁ”ﬂ?%{ magic i TCAHRBAERRI TR (T : 55 man
file K7 fif£1880)
scalpel V:0.3,1:26 | 89 AR, SWAEMTERIZE
myrescue V0.3, 123 | 83 REIRIR R &R
extundelete V:0.6,1:7.9 | 152 EMR ext3/4 FER AL ERREERNE RN
ext4magic V:0.4,1:3.8 | 235 | RiEMIG ext3/4 IER AL ERERNERAEN
ext3grep V:0.3,1:2.2 | 299 HIWKE ext3 IBR AL EMGRAERERTE
scrounge-ntfs V:0.2,1:1.8 | 49 NTFS fER AL BRI EFE
V:0.04, - p
gzrt 1:0.50 33 | gzipRETAR
sleuthkit V2, 1:24 1119 | ZErm AT LE (Sleuthkit)
autopsy V:0.2,1:1.4 | 1026 | SleuthKit KEFE/A
foremost V0.5 1:44 | 102 1B BRI EFE
guymager ?/009232 1049 | Ejt Qt sl % TR
dcfldd V:0.4,1:3.0 | 113 TETERRE) dd , FIRREZER L

Table 9.24: EXFERKEFNZEI N AIIR
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http://qa.debian.org/popcon-graph.php?packages=gzrt
http://qa.debian.org/popcon-graph.php?packages=gzrt
https://tracker.debian.org/pkg/gzrt
http://packages.debian.org/sid/sleuthkit
http://qa.debian.org/popcon-graph.php?packages=sleuthkit
https://tracker.debian.org/pkg/sleuthkit
http://packages.debian.org/sid/autopsy
http://qa.debian.org/popcon-graph.php?packages=autopsy
https://tracker.debian.org/pkg/autopsy
http://packages.debian.org/sid/foremost
http://qa.debian.org/popcon-graph.php?packages=foremost
https://tracker.debian.org/pkg/foremost
http://packages.debian.org/sid/guymager
http://qa.debian.org/popcon-graph.php?packages=guymager
http://qa.debian.org/popcon-graph.php?packages=guymager
https://tracker.debian.org/pkg/guymager
http://packages.debian.org/sid/dcfldd
http://qa.debian.org/popcon-graph.php?packages=dcfldd
https://tracker.debian.org/pkg/dcfldd
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9.8.4 ERHERWEMZRINHT

BRARERERREMZRIAHNTA.

IR
1£ e2fsprogs #ESEIEF debugfs(8) @4 , FERAZIESHEM list_deleted_inodes # undel $§4 , 1K@k
kIR ext2 R ARG LMIBRAIESR.

9.8.5 EAERSBLZE/IMER
E—ERRAAM AR R IR | (RIEZERH Z M5BT B AZE/ L 2000MiB )/ MER | RYEEIEEL/N
RO BANIAER,

$ split -b 2000m large_file
$ cat x* >large_file

RS
==

TR ER |, SEHERIRAET X FIsEER.

&7 ERE N ERER L BNERNNE , AR rm(1) 150 EMFERAREILHNTIER | BAEEERTEE
ESBITHIIMERERER. UTEBEBREENBNERRIE.

$ :>file_to_be_cleared

9.8.7 R HF

TEKTES AT XTI

$ dd if=/dev/zero of=5kb.file bs=1k count=5
$ dd if=/dev/urandom of=7mb.file bs=1M count=7
$ touch zero.file

$ : > alwayszero.file

RIS IR T I3,

e "5kb.file” 2 5KB &.
o "7mb.file” £ 7MB FEHLEIE.

. "zero .%gile” WAFR—8 0 FES M. WMREBIXHZHIHMAFE , MEK mtime EWEH , MENANBTMNRE
RIFAEE,

+ "alwayszero. file’ —ER—M 0 PHXH. MBEEXHLAEAE , AEH mtine GHEH , MEMNEEHK
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9.8.8 E[REIRIIHE

BRBAIZR T ERRE FRERR BN, Panst |, #£7/dev/sda” £ USB .

( ) EE
EHITEEM G SR , FRIEZA mount(8) 454K 1H USB 8% MiHEIE. "/dev/sda” FEmMIEET]
BER BB R SCSI 1§ serial-ATA fEHE,

MTFAREBBERE 0 WAXKERER LA ERN,
# dd if=/dev/zero of=/dev/sda

T AERER E RN A R ERTE SR,
# dd if=/dev/urandom of=/dev/sda

TR AR AN E RN A AR SRR ITE B

# shred -v -n 1 /dev/sda

ek & AT AFEF badblocks(8) fil_k -t random #EIH,

R %A dd(1) F§4-7E:5 %2 ] 518/ Linux CDs (5140 Debian &3 Y¢HE) LA shell IRIE T EBE T FBI , fREEFATEIRER R4
RRERE L |, 20"/ dev/sda”, "/dev/sda” FHERE FHITERIES KL BREET RN AL

9.8.9 HRIEHx_ERIRGEAKESE

MR (8K USB %) LARMEANESE , fla0°/dev/sdb 1" il BENABE T HREMRKER , Rafhfids R E2MRRT 1/
BERAGEL Llﬂﬁ—flfiﬁ BERRHR.

# mount -t auto /dev/sdbl /mnt/foo

# cd /mnt/foo

# dd if=/dev/zero of=junk

dd: writing to “junk': No space left on device
# sync

# umount /dev/sdb1l

OF

f‘ ik DY

=l
*“1“’”2 U.:SPB B RRBEECAARINFT , (BEERTER. KHHSERIESME MBI AT s &
EF N

9.8.10 k1B AR BRI BRI AITER

B IVOMIRR T R ERR  RAEEEERMAR —LEAERTER ESER) , EMERETRER.
BT3B



https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/USB_flash_drive
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$ echo foo > bar

$ less bar

$ ps aux | grep ' less[ ]'

bozo 4775 0.0 0.0 92200 884 pts/8 S+ 00:18 0:00 less bar

$ rm bar

$ ls -1 /proc/4775/fd | grep bar

lr-x------ 1 bozo bozo 64 2008-05-09 00:19 4 -> /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 >bar

$ 1s -1

-rw-r--r-- 1 bozo bozo 4 2008-05-09 00:25 bar

$ cat bar

foo

BIRRET Lsof BBANIRE , R —ELEHITN THES.
$ 1ls -1i bar

2228329 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:02 bar
$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar

$ rm bar

$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 >bar

$ 1s -1i bar

2228302 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:05 bar
$ cat bar

foo

9.8.11 E:ATAMEIELL

BEBAENESE  BEER"1s - 11" R

$ 1s -1i

total 0

2738405 -rw-r--r-- 1 root root 0 2008-09-15 20:21 bar
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 baz
2738404 -rw-r--r-- 2 root root O 2008-09-15 20:21 foo

"baz” #1"foo” KIEALH 2 2" (>1) , FoRMBPIGREEL,. BN inode SREFZ"2738404". 18 RN EFIE FIAKANAE AL
FER. MRAAARBAMTIRIRE BAEESR |, RTRUEIR inode SEAREFE . Phaat, IR TEMARNERA"2738404" ,

# find /path/to/mount/point -xdev -inum 2738404

9.8.12 ] Rtk =HIHFE

FrABIRAIAE SR BMIBRE | (MAATEREHERE TR , BEMPIABEEEIER du(l) AR, ELWMIBRAERIMBIIN
KN, ATRAER FEN ARSI .

# 1lsof -s -X / |grep deleted

9.9 XEKMNEEEIR

R RIWEFEUER PC BT |, (R ABBAT LASLSIELS root FFAT 48 , FEUER) PC LIFTATESR (RE 4.6.4).
EERES NEIBRGIELEN PC M AR NEREERANBRERNR S, BOAREERMEEARKELR.
% GNU BT (RE0 10.3) \THERETNE , BEEFE—LERERR T,



https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/Inode
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard

Debian 2% 178/ 247

Dm-crypt i JRAER) Linux 2 0ME4R |, {1 device-mapper , B1R/DEE AEREBIR A B ENERINE.

R TTE NN
cryptsetup V:35, 1:81 465 | TARINEREREMNE AN (dm-crypt/3LUKS)
AR BRI R EE SRS F ARG RN E AR

cryptmount V22,128 | 231 2 (dm-crypt / LUKS)

fscrypt V:0.4,1:11.1 | 6471 | AT RRINEREERGMERFE (fscrypt)
. V:0.27, . = F 0

libpam-fscrypt || 2o 5589 | AAMIMERERAAME AR (fscrypt)

Table 9.25: ZRIMEB T A¥I&K

Sy =z
=

BERMEGIEAE CPU MEEIR , MRENEREX , MENEN S REENE, SHEHREE,

*
1&i® debian-installer (lenny 2k #ThR) , #1E Debian RARESNMH L HRE| —EMBAMRE L , 58 dm-crypt/LUKS
F0 initramfs.

EFN
R2EE 103 FAETHMEZERER 1 GNU Privacy Guard,

9.9.1 {#f dm-crypt/LUKS JiN%7%% Enfiht

AU dm-crypt/LUKS B KB ETRENEE EHER , FI20EEIE/dev/sdx”_ EH) USB 8, {RAFIRINT SR
HEIEERIL.

# fdisk /dev/sdx

. llnll Ilpll Illll "return" Ilreturnll IIWII
# cryptsetup luksFormat /dev/sdx1

# cryptsetup open /dev/sdxl secret

# 1s -1 /dev/mapper/

total 0@
crw-rw---- 1 root root 10, 60 2021-10-04 18:44 control
lrwxrwxrwx 1 root root 7 2021-10-04 23:55 secret -> ../dm-0

# mkfs.vfat /dev/mapper/secret

# cryptsetup close secret

1%, BT UEE WERAREERIE MEM udisks2 #3g4, |, #&F)"/media/username/disk_label” , R~
BESERMAENE (BREH 10.1.7), FTRAKEEANERHENEN. BEEETUBEMERMBLIR (2R
10.3.6).

PRI PIEER AR E AR RAER RS , HlanFA mkfs.ext4 /dev/mapper/sdx1” IBEIER A extd, NR(E
A btrfs , BIEEEZRH udisks2-btrfs #kida, HRNELIERRL , TTREEERLERRNTE ZFFaHE,



https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Device_mapper
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
https://tracker.debian.org/pkg/cryptsetup
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/cryptmount
http://qa.debian.org/popcon-graph.php?packages=cryptmount
https://tracker.debian.org/pkg/cryptmount
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/fscrypt
http://qa.debian.org/popcon-graph.php?packages=fscrypt
https://tracker.debian.org/pkg/fscrypt
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
http://packages.debian.org/sid/libpam-fscrypt
http://qa.debian.org/popcon-graph.php?packages=libpam-fscrypt
http://qa.debian.org/popcon-graph.php?packages=libpam-fscrypt
https://tracker.debian.org/pkg/libpam-fscrypt
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
https://www.debian.org/devel/debian-installer/
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
https://zh.wikipedia.org/wiki/USB_flash_drive
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9.9.2 {F dm-crypt/ILUKS &N BRIRIRERSE

B@FF , A dm-crypt/LUKS 7£”/dev/sdc5” & NN aT AR AN T 8 EE )" /mnt”

$ sudo cryptsetup open /dev/sdc5 ninja --type luks
Enter passphrase for /dev/sdc5: ****

$ sudo lvm

lvm> lvscan

inactive '/dev/ninja-vg/root' [13.52 GiB] inherit
inactive '/dev/ninja-vg/swap_1' [640.00 MiB] inherit
ACTIVE '/dev/goofy/root' [180.00 GiB] inherit
ACTIVE '/dev/goofy/swap' [9.70 GiB] inherit

lvm> lvchange -a y /dev/ninja-vg/root

lvm> exit
Exiting.

$ sudo mount /dev/ninja-vg/root /mnt

9.10 #%>

HASTIEAILE | Debian {# SRS B K 2 2ARAR LA Linux 2>
WRRIEERREARY |, RN T ER B8Rtz .

9.10.1 % 32#

A% Linux $FERT IR FEIRA R , BB OS2 8K,

BB HEIB bootloader ¥iAtk (B RET 3.1.2)
« BB sysfs FREOEE , FEPITHIER sysct1(8) B (BRHE 1.2.12)
« E—EEAABRAR , 118 modprobe(8) SAKRERMAZH. (BRE 9.7.3)

#MET2 R The Linux kernel user’s and administrator’s guide » The kernel's command-line parameters” ,

9.10.2 F[MEZGEFER

REPS EBERAMEN AN FELOREER , MREERERAEMEMmE , B2 GEY4mEPUI. 7£ Debian
AL, TERAMmFRM libce-dev #i84E (1 glibe RIAMSBE) R, #£"/usr/include/ linux”

F1"/usr/include/asm” ¥EHHIESHEFER.,

)z

Wkt — i O0MBENORERX, bR #5050 R 145 4 E N %O 4 F automounter
% = T £ (daemon) 2 X (@amd), KA B A S HEN K OEZHEE T K EE, Ik

M”-I/usr/src/linux-particular-version/include/”, E[{RK 4423,



https://zh.wikipedia.org/wiki/Linux_kernel
https://www.kernel.org/doc/html/latest/admin-guide/index.html
https://www.kernel.org/doc/html/latest/admin-guide/kernel-parameters.html
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N TTE NNEIEL;

build-essential | y.17 508 | 17 | #37 Debian SBEATAFAMIKELA: make, goc, -
bzip2 V:170,1:972 | 114 | bz2 IERBARAfRIRRAR LA

libncurses5-dev 141 6 ncurses BA%% & RIS

git V:387, 1:602 | 50972 | git : Linux #CME AR SIERAIT R R4
fakeroot V:32,1:5511 [ 225 | &3F root [ AF RIS BRI —EAREM root IRIR

initramfs-tools | . q6 1989 | 52 37 initramfs ;9T A (Debian $%5)

BJRERZ/ O FEAH 12 dynamic kernel module support (DKMS) (&
)

module-assistanti ., 114 | 301 | BYFHAHEAKEETE (Debian )

Debian Package maintainer Debian B4E:EE = BITE 0%
(Debian %3%6)

dkms V:80, 1:147 235

devscripts V:6, 1:34 2770

Table 9.26: Debian Rz % & K RN ERHIEAIFR

9.10.3 #mreiz OFNMRIIEAR

Debian A& BT A R R 4w:Eiz OMAERIRAL.

MNRRIEE 3.1.2{FH initrd , 55— EMEE initramfs-tools(8), update-initramfs(8), mkinitramfs(8)
initramfs.conf(5) ¥R &N

Lt
TE4REE Linux #%/0 IARERE | SEAEMBE X" /usr/include/ linux” fI”/usr/include/asm” B [Fi5F5
1 (bkan @ "/usr/src/linux*”) ¥ B SRR ELL, (— BRI SUHFRRIERAM.)

)=

E1£ Debian stable R 4w FHTH Linux 3%/, TTREEE(F A—L4¢ Debian unstable iRFE backported 6]
BREMNRTRAR LA,

module-assistant(8) ((FBERILEEN m-a) EEMERE , #—EXRZETRAZL , BRBMEEMNREGERER
Bea,

dynamic kernel module support (DKMS) ENEM (MEAR IR B — BN EENEIAESS |, kAT AR AT EEK
M OREARFE RN SO BB DAMB I TR . 5 0] AR AEEA DR RS SNTROAEAR. EMERARAZ O , B
AmrE iRl IERE A,

9.10.4 #m:EA% O IRIAHS | Debian A%/ DERIHERS

7R Lkt ORISR EME LA O & B |, RIEEEABE RN deb-pkg” M1,

sudo apt-get build-dep linux

cd /usr/src

wget https://mirrors.edge.kernel.org/pub/linux/kernel/v6.x/linux-version.tar.xz
tar --xz -xvf linux-version.tar.xz

cd linux-version

cp /boot/config-version .config

make menuconfig

B BH B LR PR PR

make deb-pkg

&



http://packages.debian.org/sid/build-essential
http://qa.debian.org/popcon-graph.php?packages=build-essential
https://tracker.debian.org/pkg/build-essential
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
https://tracker.debian.org/pkg/bzip2
http://packages.debian.org/sid/libncurses5-dev
http://qa.debian.org/popcon-graph.php?packages=libncurses5-dev
https://tracker.debian.org/pkg/libncurses5-dev
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
https://tracker.debian.org/pkg/git
http://packages.debian.org/sid/fakeroot
http://qa.debian.org/popcon-graph.php?packages=fakeroot
https://tracker.debian.org/pkg/fakeroot
http://packages.debian.org/sid/initramfs-tools
http://qa.debian.org/popcon-graph.php?packages=initramfs-tools
https://tracker.debian.org/pkg/initramfs-tools
http://packages.debian.org/sid/dkms
http://qa.debian.org/popcon-graph.php?packages=dkms
https://tracker.debian.org/pkg/dkms
https://zh.wikipedia.org/wiki/动态内核模块支持
http://packages.debian.org/sid/module-assistant
http://qa.debian.org/popcon-graph.php?packages=module-assistant
https://tracker.debian.org/pkg/module-assistant
http://packages.debian.org/sid/devscripts
http://qa.debian.org/popcon-graph.php?packages=devscripts
https://tracker.debian.org/pkg/devscripts
https://zh.wikipedia.org/wiki/动态内核模块支持
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N
linux-source-version EXiER{E A" /usr/src/linux-version. tar.bz2” {£{tH Debian #T B Linux %R 14
55,

11t Debian A%/ IAREE AL AAR- 245 B I A BIE, | {RIEE{F A debian/rules.gen” #{"binary-arch_architect
W,

$ sudo apt-get build-dep linux

$ apt-get source linux

$ cd linux-3.*

$ fakeroot make -f debian/rules.gen binary-arch_i386_none_686

HEEERZ R
* Debian Wiki: KernelFAQ

» Debian Wiki: DebianKernel
+ Debian Linux # (>3 : https://kernel-handbook.debian.net

9.10.5 [FHEERENFIENRS

IERSERENE BT B AR AS LE CPU ERIFREAS, KA EISERENRIRE BHEE , DB 7EEIER Debian 4%
RS EE , HIE main B,
+ GPU 5B}

- Intel GPU E&&f) (main)

- AMD/ATI GPU Eg&&j) (main) 1/

- NVIDIA GPU ERE)) (nouveau ERENARAE main , EHMRESTIE M — (v HIERE) , 77E non-free))
FIEEBNEEREEERRRE FOFEIEZER (Pbanzs , CPU microcode, GPU ¥\ fTHITE 2T\ A%E FPGA /
CPLD &¥}-----) BN ENBSEEEABREKISHE , BERLSYIEOHNEEHRA FIABRER , ZHUGIAZ/E
HERRIETE. REBLIRENENTEN  BERREEARHRIERIT,

- PIREERERIEE , AFBNTBRRES KA T S LRER.
firmware-linux-free (main)
firmware-linux-nonfree (non-free-firmware)

firmware-linux-* (non-free-firmware)

*firmware (non-free-firmware)

intel-microcode (non-free-firmware)
amd64-microcode (non-free-firmware)

- PEETERSREE , EHEBERREIES R RS LNER.
- fwupd (main) : £ Linux Vendor Firmware Service F&E# i SR HPINEE A =~TEF2F (daemon),
- gnome-firmware (main): fwupd #] GTK i
- plasma-discover-backend-fwupd (main): fwupd ] Qt Bij¥

FH/EE , ¢ Debian 12 Bookworm B4 , FRAEFERAHRE A RENEE@MRHEN non-free-firmware EEEEKIE
HTTERLEILES. non-free-firmware EIHFEST 2.1.5 {EmEHEA.

iEEE R, fwupd ¢ Linux Vendor Firmware Service T & f#)4 &R BT EEBITH Linux #%0 , TT8ER
non-free,



https://wiki.debian.org/KernelFAQ
https://wiki.debian.org/DebianKernel
https://kernel-team.pages.debian.net/kernel-handbook/
https://zh.wikipedia.org/wiki/Graphics_processing_unit
https://zh.wikipedia.org/wiki/Nouveau_(software)
https://zh.wikipedia.org/wiki/Microcode
https://zh.wikipedia.org/wiki/FPGA
https://zh.wikipedia.org/wiki/Complex_programmable_logic_device
https://zh.wikipedia.org/wiki/Fwupd
https://fwupd.org/
https://zh.wikipedia.org/wiki/Fwupd
https://fwupd.org/
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9.11 [EHRARYL

EBEREREAR , KPREEEEKS LRRBITZERS.

7N
£ 8 Debian wiki (A% EHEL..

9.11.1 [EHAItEHzs TR
HE EEL R R T ATS,

o TR EARIEE SRt EhanEIR games-emulator JTTERAE AT B AR BE A

« KEB4Y CPU 5 , in_E—2LL /O B |, than QEMU

« KEb4 CPU JEMEE#REML, , N E—LE 11O FeE#ERE , tbaN Kernel-based Virtual Machine (KVM)

o EERGRNBBEEA , N_EAOERBSIE |, Ebin LXC (Linux Containers), Docker, systemd-nspawn(l), ...
o EERGBAMER RGRER ML , M BRI ERAZKEFNY | bban chroot

s EERGARMIER ABARERL , N EEREE B E TR LR RGEIY | tban fakeroot

- VEEERG API REEERS |, Pban Wine

o HRERBMERL , M EERBITERMBITRFEZR , bban Python f virtualenv 1 venv
AERERVERE 4.7.5, BE 7.7 NEREH.

EEA YRR ERACARNEKIEE.

2 RAERBR Comparison of platform virtual machines 2R¥&5 R B =R E R UM R ZREEAMILE &S

9.11.2 ERAIER

pad
B¢ lenny Z1% , TERRH) Debian #Z%/OtEXIE KVM ),

AR E R TAERIS B AT B D8R,

o BN THERAS (B s siiikug).
- BT PUBIB mkdir -p /path/to/chroot” #3L,
- FRARRREMUSAE RS A dd(1) B3 (B RE 9.7.1 Mg 9.7.5).
- gemu-img(1) AEFZILMERN, QEMU SRR IRIESR.
- FRiarskaF VMDK R, GEfarE A E R T RME AR,

« {£/ mount(8) MR GEIER R4 (FTIR).

- HWRFIATIRIRGFESR, IBEFERAERKE 3 REWIR REHE. (B2 RE 9.7.3).
- ¥4 QEMU IR, IEEF1EA network block device 8RR EHE (B REF 9.11.3).

- EERERAR LMEFTENARREH.



https://wiki.debian.org/SystemVirtualization
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/Hardware_emulation
https://packages.debian.org/sid/games-emulator
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/LXC
https://zh.wikipedia.org/wiki/Docker_(software)
https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/
https://zh.wikipedia.org/wiki/Wine_(software)
https://virtualenv.pypa.io/
https://docs.python.org/3/library/venv.html
https://zh.wikipedia.org/wiki/Comparison_of_platform_virtual_machines
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Network_block_device
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HHSE WTE AN | EREH

coreutils Yl%%i) 17994 | GNU #%/>LEfA% chroot(8)

util-linux e 4384 | HAnAGTAMS unshare(d)

systemd-contalnerv:M’ [:77 2458 | systemd container/nspawn T EAZ systemd-nspawn(l)

schroot V5.6, 1:7.2 | 2222 | 1z chroot N84T Debian & H B R LA

sbuild V:1.3,1:4.4 [ 157 | 1£ Debian [RIAH5#EE Debian —EHIBERTE

debootstrap V5, 1:46 330 EiE—EEZERHK Debian &% (F sh X))

mmdebstrap V36, 1111 574 £ —1{H Debian Z%; (F Perl BH])

cdebootstrap V:0.1,1:11.4 | 114 723E—{E Debian A%t (A C BH)

cloud-lmage-utllsv:ll 115 66 Epgp BT A

cloud—guest—utllsvﬂl 119 71 Fx ST A

virt-manager V:13, 1:50 2310 | EHEaETEz: FANE [l

Libvirt-clients | .5 .70 | 1955 | fibvirt EERSSE

docker.io V:46, 1:49 98998 | docker: Linux B s o\{THF

podman V:27,1:30 81828 | podman : #£ Pods EEEITER OCl Basi5[ =

podman-docker Vi2.3,1:2.8 | 275 | & Pods BHEITER OCl BEHI5IZE -- docker H%a%

incus V:i0.7,126 |21 Incus : AR A E e ih ey B LR Ay

games-emulator | :0.20 21 games-emulator: Debian HEEAE % 25

bochs 000 8180 | Bochs: IA-32 PC {f%

gemu-system 122 80 QEMU: £INpE AL AR — R H]

gemu-user V:5.5,1:9.2 464225 QEMU: {F FHE B ER — ERH]

gemu-utils V:14, 11110 12157 | QEMU: TE&

gemu-system-x86 | \.5;4 194 | 67511 | KVM: x86 7P88_E 4T IEBEEREEE IR (L A0S B RHL,

virtualbox V:3.9, 1:4.7 | 151525 VirtualBox:i386 #1 amd64 _F x86 HIER iR AR

gnome-boxes V:1.4,1:7.1 | 6847 | Boxes : A EAEI G it ey A4t ) GNOME JERIFE\

xen-tools V:0.1,1:1.6 | 719 AR B debian XEN ER{ARENRLE

wine V:14,1:58 204 | Wine: Windows JEFIfER Az R\akal 71 M Bn (IREE1F)
-1 DOSBox: & Tandy/Herc/CGA/IEGA/NGA/SVGA ¥/, Bl

doshbox V:2, 1:113 2697 DOS 4] x86 il 22

Ixc V:10, I:112 1627 | Linux Bz ERTE

python3-venv V:9, 1:1139 6 venv B G python IRIE (RAE)

python3-virtualelV,g .4 | 417 | virtualenv EESTRGRERORESE python JB1S

pipx V7, .44 3613 | pipx fEfRRERIIRIE P K% python EFFER

Table 9.27: E#tt T A%|FE



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
http://packages.debian.org/sid/util-linux
http://qa.debian.org/popcon-graph.php?packages=util-linux
http://qa.debian.org/popcon-graph.php?packages=util-linux
https://tracker.debian.org/pkg/util-linux
http://packages.debian.org/sid/systemd-container
http://qa.debian.org/popcon-graph.php?packages=systemd-container
https://tracker.debian.org/pkg/systemd-container
http://packages.debian.org/sid/schroot
http://qa.debian.org/popcon-graph.php?packages=schroot
https://tracker.debian.org/pkg/schroot
http://packages.debian.org/sid/sbuild
http://qa.debian.org/popcon-graph.php?packages=sbuild
https://tracker.debian.org/pkg/sbuild
http://packages.debian.org/sid/debootstrap
http://qa.debian.org/popcon-graph.php?packages=debootstrap
https://tracker.debian.org/pkg/debootstrap
http://packages.debian.org/sid/mmdebstrap
http://qa.debian.org/popcon-graph.php?packages=mmdebstrap
https://tracker.debian.org/pkg/mmdebstrap
http://packages.debian.org/sid/cdebootstrap
http://qa.debian.org/popcon-graph.php?packages=cdebootstrap
https://tracker.debian.org/pkg/cdebootstrap
http://packages.debian.org/sid/cloud-image-utils
http://qa.debian.org/popcon-graph.php?packages=cloud-image-utils
https://tracker.debian.org/pkg/cloud-image-utils
http://packages.debian.org/sid/cloud-guest-utils
http://qa.debian.org/popcon-graph.php?packages=cloud-guest-utils
https://tracker.debian.org/pkg/cloud-guest-utils
http://packages.debian.org/sid/virt-manager
http://qa.debian.org/popcon-graph.php?packages=virt-manager
https://tracker.debian.org/pkg/virt-manager
https://zh.wikipedia.org/wiki/Virt-manager
http://packages.debian.org/sid/libvirt-clients
http://qa.debian.org/popcon-graph.php?packages=libvirt-clients
https://tracker.debian.org/pkg/libvirt-clients
https://zh.wikipedia.org/wiki/Libvirt
http://packages.debian.org/sid/docker.io
http://qa.debian.org/popcon-graph.php?packages=docker.io
https://tracker.debian.org/pkg/docker.io
https://zh.wikipedia.org/wiki/Docker_(software)
http://packages.debian.org/sid/podman
http://qa.debian.org/popcon-graph.php?packages=podman
https://tracker.debian.org/pkg/podman
https://podman.io/
http://packages.debian.org/sid/podman-docker
http://qa.debian.org/popcon-graph.php?packages=podman-docker
https://tracker.debian.org/pkg/podman-docker
http://packages.debian.org/sid/incus
http://qa.debian.org/popcon-graph.php?packages=incus
https://tracker.debian.org/pkg/incus
https://wiki.debian.org/Incus
http://packages.debian.org/sid/games-emulator
http://qa.debian.org/popcon-graph.php?packages=games-emulator
https://tracker.debian.org/pkg/games-emulator
https://packages.debian.org/sid/games-emulator
http://packages.debian.org/sid/bochs
http://qa.debian.org/popcon-graph.php?packages=bochs
http://qa.debian.org/popcon-graph.php?packages=bochs
https://tracker.debian.org/pkg/bochs
https://zh.wikipedia.org/wiki/Bochs
http://packages.debian.org/sid/qemu-system
http://qa.debian.org/popcon-graph.php?packages=qemu-system
https://tracker.debian.org/pkg/qemu-system
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-user
http://qa.debian.org/popcon-graph.php?packages=qemu-user
https://tracker.debian.org/pkg/qemu-user
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-utils
http://qa.debian.org/popcon-graph.php?packages=qemu-utils
https://tracker.debian.org/pkg/qemu-utils
https://zh.wikipedia.org/wiki/QEMU
http://packages.debian.org/sid/qemu-system-x86
http://qa.debian.org/popcon-graph.php?packages=qemu-system-x86
https://tracker.debian.org/pkg/qemu-system-x86
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
http://packages.debian.org/sid/virtualbox
http://qa.debian.org/popcon-graph.php?packages=virtualbox
https://tracker.debian.org/pkg/virtualbox
https://zh.wikipedia.org/wiki/VirtualBox
http://packages.debian.org/sid/gnome-boxes
http://qa.debian.org/popcon-graph.php?packages=gnome-boxes
https://tracker.debian.org/pkg/gnome-boxes
https://wiki.gnome.org/Apps/Boxes
http://packages.debian.org/sid/xen-tools
http://qa.debian.org/popcon-graph.php?packages=xen-tools
https://tracker.debian.org/pkg/xen-tools
https://zh.wikipedia.org/wiki/Xen
http://packages.debian.org/sid/wine
http://qa.debian.org/popcon-graph.php?packages=wine
https://tracker.debian.org/pkg/wine
https://zh.wikipedia.org/wiki/Wine_(software)
http://packages.debian.org/sid/dosbox
http://qa.debian.org/popcon-graph.php?packages=dosbox
https://tracker.debian.org/pkg/dosbox
https://zh.wikipedia.org/wiki/DOSBox
http://packages.debian.org/sid/lxc
http://qa.debian.org/popcon-graph.php?packages=lxc
https://tracker.debian.org/pkg/lxc
https://zh.wikipedia.org/wiki/LXC
http://packages.debian.org/sid/python3-venv
http://qa.debian.org/popcon-graph.php?packages=python3-venv
https://tracker.debian.org/pkg/python3-venv
https://docs.python.org/3/library/venv.html
http://packages.debian.org/sid/python3-virtualenv
http://qa.debian.org/popcon-graph.php?packages=python3-virtualenv
https://tracker.debian.org/pkg/python3-virtualenv
https://virtualenv.pypa.io/
http://packages.debian.org/sid/pipx
http://qa.debian.org/popcon-graph.php?packages=pipx
https://tracker.debian.org/pkg/pipx
https://pipx.pypa.io/
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- {#f debootstrap #1 cdebootstrap ZBHFER K RBNEIREEBFE (B REN 9.11.4).
- TELTNEE RG2S TMEAER AR R,

« FEEH AR THIT @R,

— chroot fRtEAMER HIRIE, R EEmEEN, BATIRGIERERA, $UTE =72 daemon.
- QEMU RIS FEHK CPU 185
- QEMU # KVM 1838 hardware-assisted virtualization 5 #5#f B E 4 I (L ThEE ARG HOAEE.

- VirtualBox A]PAZE i386 #1 amd64 L, {FFEkE A~ {E A hardware-assisted virtualization i #2#H B B A2 4t 2
INBER L5 .

9.11.3 HEEREMGIER

HI BUAHITEIMBIEE, B RE 0.7,
ST EE BRI EE, 1RAEH AT network block device AIEHREE 0 qemu-nbd(8) FEEH: b, L4
PR UMEAR nbd FCAIRE .

gemu-nbd(8) 1& QEMU FTiEMmIEA&Z: raw, gcow2, gcow, vmdk, vdi, bochs, cow (user-mode Linux copy-on-
write), parallels, dmg, cloop, vpc, vvfat (virtual VFAT) F1EHHEE.

%ﬁ%?&iﬁ% BEfFNEIR R E— RN AR BN EE B RE 9.7.3). ReefRTEMAEE disk. img” 55—
fEEHE.

# modprobe nbd max_part=16

# gemu-nbd -v -c /dev/nbd® disk.img

# mkdir /mnt/partil
# mount /dev/nbdOpl /mnt/partil

N
ﬁﬁfl&%ﬁ gemu-nbd(8) EM"-P 1" RIAKEEL "disk.img” KFE—ENENE.

9.11.4 Chroot &%t

WMNRIRA BRI AR E R — BN Debian IRIE , IFRHEFEIR(ER chroot, EF{REEFIHIT unstable M testing
RiEHEERER , FeEBENAEREK  WEAFTESER. chroot(8) BREMMNAA.

RS
==

THEASIFHRERIRIRZRZF chroot RAEBLZHEREA amd64 CPU 4245,

HESRPRBEFIF T{F A debootstrap(l) K& —1E chroot(8) IRIE , EEKIHFEM T,

sbuild #§8 K R 1555 28 — {8 Debian #4848 , £ F schroot B8 A FIE K chroot IRE. EMEBNTELSE
sbuild-createchroot(l) —i2. EIKMHRIN T RNARBITE , KEGE EEXRTIEN.
$ sudo mkdir -p /srv/chroot

$ sudo sbuild-createchroot -v --include=eatmydata,ccache unstable /srv/chroot/unstable- <«
amd64-sbuild http://deb.debian.org/debian



https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Qcow
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Bochs
https://zh.wikipedia.org/wiki/Parallels_Workstation
https://zh.wikipedia.org/wiki/Apple_Disk_Image
https://zh.wikipedia.org/wiki/Cloop
https://zh.wikipedia.org/wiki/VHD_(file_format)
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Chroot
https://packages.debian.org/search?keywords=sbuild
https://packages.debian.org/search?keywords=schroot
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1REEFAEZ debootstrap(8) RU{AFE"/srv/chroot/unstable-amd64-sbuild” FEfZE unstable IRIEHR A
HER, AR —ER/ NS R.

AT RAMER schroot(1) REAFEEIRIR.

$ sudo schroot -v -c chroot:unstable-amd64-sbuild

AT LEE—{EHITIE unstable IRIEM AL shell Ban{AIEESIIH.

*
"/usr/sbin/policy-rc.d” #E X4 E FH 101 R4, [HIL7£ Debian A& LB B Z = TERN. &
R"/usr/share/doc/init-system-helpers/README.policy-rc.d.gz",

7E

—462E chroot FHOFEX , FEMMILL _EERIFEARS LA sbuild-createchroot BEFIREAIER ZIMOE SHE
XA BEIABIT. a0, "/sys”, "/etc/passwd”, "/etc/group”, "/var/run/utmp”, ”/var/log/wtmp” % 41,
HFEE(E A bind-mounted Bi#5 &Y.

N

sbuild k& EBNE —1E chroot AL KEE —EEIEHE , 1£ chroot AfEF schroot EAEREIR. E2—
{EEEZEKE (build-dependencies) HIEAE R4, FL KN E sbuild at Debian wiki #17£"Guide for Debian
Maintainers” #f¥) sbuild BCE A .

N
systemd-nspawn(l) 54/ chroot MM IERBIBIT—EH < , SAFEERBTSNNEERR. ©EE
K, ABeEREBTHE T ERAREFE. BFHER. THE. B34 YTRERMNEREENE. 2R

systemd-nspawn,

9.11.5 ZEHAL

MRRFHEEAE—ERRRN— K GUI KREIRIE | FHEFSFE Debian TEERAS EEH QEMUBEKVM |, &
L ERERABNRENPITE REAAR. ERERFITEMKEER , B1E Debian RFEERMAGIR _EHK R
HER , WRIRBRAFNER ER LMEAR , YHAFTEER.

RAEar QEMU TRAZIFFIEN , EEMALRTIE KVM WEHE , EREAERME.

rﬁa‘i;ﬁf%%%‘@%% , WA virt-manager , ER—EEFIMEE KVM EE#EH GUI (BRERENE) LA,
B libvirt,

BTERNAE, seESN —E 7 LARQEMU A&7 Debian ALK E#HIEM & virtdisk.gcow2” , 5@
Debian &#:{#F A debian &it2§: /)N CDEE

$ wget https://cdimage.debian.org/debian-cd/5.0.3/amd64/iso-cd/debian-503-amd64-netinst.iso
$ gemu-img create -f gcow2 virtdisk.qcow2 5G
$ gemu -hda virtdisk.qcow2 -cdrom debian-503-amd64-netinst.iso -boot d -m 256

Er N
TR BT Ubuntu 1 Fedora Z MIHE GNU/LInux #1ThR , B — BRSNS EHRARKIINA L. HER
BEERGMATAEIE B GNU/Linux BE#E T RIFABIT.

1£ Debian wiki: SystemVirtualization 2&E 2175,



https://wiki.debian.org/sbuild
https://www.debian.org/doc/manuals/debmake-doc/ch03.en.html#sbuild-setup
https://www.debian.org/doc/manuals/debmake-doc/ch03.en.html#sbuild-setup
https://wiki.debian.org/nspawn
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virt-manager
https://zh.wikipedia.org/wiki/Libvirt
https://zh.wikipedia.org/wiki/QEMU
https://www.debian.org/distrib/netinst
https://zh.wikipedia.org/wiki/Virtualization
https://www.ubuntu.com/
https://fedoraproject.org/
https://zh.wikipedia.org/wiki/Virtualization
https://wiki.debian.org/SystemVirtualization
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Chapter 10

ke

AT 2RI E Debian 4% EEIE TSI FERN TR R HARRR K.

10.1 H=Z , EEMEFHE

B
AERBFOR  FEEHEEE RS EIER | SMRFETRGHNERE. T8 lock()
{0 HERBE MBI AR BT

BERNREMERNZEXZH T EESE.
© TPHERESRINERNL

o RIRRH#FFER

- BR

o IRHHEBUESE

c REENHEZ

o PR AEE R

IR HEIERER

BT BB AT ASRER.

s FHEMBGE TR

- RRMNRNPIA

« BENMEFEN

4 shell

« RETEA

« IRAAEHI ARG A

s FRIERIENMNE TR



https://zh.wikipedia.org/wiki/Race_condition
https://zh.wikipedia.org/wiki/File_locking
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10.1.1 7HEMBAE T AR
AT 2 Debian 2% L0 AEERN B4 TAKTEE,

S TR KN | BIREA e T
tar I\_/i%%% 3085 | .tar tar(1) EREREE TR (FARR)
. V422, : . Unix System V B ERfEay B
cpio 1:999 1201 .cpio cpio(1) Find(1) —i2{EFB
binutils Ivél%l 1119 | .ar ar(1) BFFREEMERIE LA
fastjar V1, I:111 183 .jar fastjar(l)| Java Bt LE (&1L zip)
. ) POSIX ERfE LR , 774 tar Al
pax V:6, 1:10 167 . pax pax(1) cpio >
. V:891, gzip(1), N
gz1p 1:1000 256 | .97 zcat(1), - | GNULZTY BT R (FARR)
bzip2(1) Burrows-Wheeler block-sorting J&
bzip2 V:170, 114 | .bz2 bzcat(l) | ALFABHL 02ip(1) B EHIRMK
1:972 ' ©| (R gzip BEMUMEEIAERELE
18)
a1 LZMA B T EA=TE gzip(l) £
1zma Vi, 1:11 349 . lzma 1zma(1) R (HERS) N
- xz(D), XZ AR T AR ELE bzip2(l) EEH
xz-utils 1981 1475 | .xz xzdec(l), | B4EER (B4REIEN gzip (BEK
: bzip2 #; LZMA B4 T AMERMR)
V298 zstd(1),
zstd 1781 2313 | .zstd zstdcat(1),| Zstandard REEILERE TR
- . 7zr(1), BEESBMERN 7-zip RRFfae
p7zip V:8, 1:233 8 .7z p7zip(1) (LZMA ,—%.
. : ] 7z(1), g2
p7zip-full V:27,1:256 | 12 .7z 7za(l) (LZMA J_fiﬁﬂﬁﬁiﬂ,
LZOJ MTRAZEN 9zip(l) BS
lzop V:13, 1:138 | 164 .1zo 1zop(1) RIBRAEF R R ER S (IR gzip B
MINRFEABRAER L EAR)
zip V:51,1:369 | 627 .zip zip(1) InfoZip : DOS Hts ax FHBR A L
unzip I\'/:716106, 387 .zip unzip(l) InfoZIP : DOS fitg 23 FfEER 4 TR

Table 10.1: 7ZfEfE4E T AH%3%

, BRI

NEERTESTAPE” &8, EaW% tar(l) M1TA.

gzipped tar(1) SFtERANREIER . tgz" BE". tar. gz" MItEE.

xz-compressed tar (1) &R ERER R, txz” E". tar . xz2” KIER.

FOSS TH , #i40 tar(1) , FREIRBAE A AR T FRIBFS: gzip - bzip2 - xz
. cpio(1l) TEREA&ER&EN.

cp(1),scp(1) A tar(1) TR RAEINIE AR —EAFRRER

cpio(l) B#iEkaT A find(1) MEETES

SRS

—iefEm

EERBMERTESIBIIER |

Rt | F5SRHA0E IR IRER



http://packages.debian.org/sid/tar
http://qa.debian.org/popcon-graph.php?packages=tar
http://qa.debian.org/popcon-graph.php?packages=tar
https://tracker.debian.org/pkg/tar
http://packages.debian.org/sid/cpio
http://qa.debian.org/popcon-graph.php?packages=cpio
http://qa.debian.org/popcon-graph.php?packages=cpio
https://tracker.debian.org/pkg/cpio
http://packages.debian.org/sid/binutils
http://qa.debian.org/popcon-graph.php?packages=binutils
http://qa.debian.org/popcon-graph.php?packages=binutils
https://tracker.debian.org/pkg/binutils
http://packages.debian.org/sid/fastjar
http://qa.debian.org/popcon-graph.php?packages=fastjar
https://tracker.debian.org/pkg/fastjar
http://packages.debian.org/sid/pax
http://qa.debian.org/popcon-graph.php?packages=pax
https://tracker.debian.org/pkg/pax
http://packages.debian.org/sid/gzip
http://qa.debian.org/popcon-graph.php?packages=gzip
http://qa.debian.org/popcon-graph.php?packages=gzip
https://tracker.debian.org/pkg/gzip
https://zh.wikipedia.org/wiki/LZ77_and_LZ78
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
http://qa.debian.org/popcon-graph.php?packages=bzip2
https://tracker.debian.org/pkg/bzip2
https://zh.wikipedia.org/wiki/Burrows-Wheeler_transform
https://zh.wikipedia.org/wiki/Burrows-Wheeler_transform
http://packages.debian.org/sid/lzma
http://qa.debian.org/popcon-graph.php?packages=lzma
https://tracker.debian.org/pkg/lzma
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/xz-utils
http://qa.debian.org/popcon-graph.php?packages=xz-utils
http://qa.debian.org/popcon-graph.php?packages=xz-utils
https://tracker.debian.org/pkg/xz-utils
https://zh.wikipedia.org/wiki/Xz
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/zstd
http://qa.debian.org/popcon-graph.php?packages=zstd
http://qa.debian.org/popcon-graph.php?packages=zstd
https://tracker.debian.org/pkg/zstd
https://zh.wikipedia.org/wiki/Zstandard
http://packages.debian.org/sid/p7zip
http://qa.debian.org/popcon-graph.php?packages=p7zip
https://tracker.debian.org/pkg/p7zip
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/p7zip-full
http://qa.debian.org/popcon-graph.php?packages=p7zip-full
https://tracker.debian.org/pkg/p7zip-full
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/lzop
http://qa.debian.org/popcon-graph.php?packages=lzop
https://tracker.debian.org/pkg/lzop
https://zh.wikipedia.org/wiki/Lempel-Ziv-Oberhumer
http://packages.debian.org/sid/zip
http://qa.debian.org/popcon-graph.php?packages=zip
https://tracker.debian.org/pkg/zip
https://zh.wikipedia.org/wiki/Info-ZIP
http://packages.debian.org/sid/unzip
http://qa.debian.org/popcon-graph.php?packages=unzip
http://qa.debian.org/popcon-graph.php?packages=unzip
https://tracker.debian.org/pkg/unzip
https://zh.wikipedia.org/wiki/Info-ZIP
https://zh.wikipedia.org/wiki/Free_and_open_source_software
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« Libreoffice ERHERMNERLEER". Jar’ 15X , BT AER unzip TAKERK.

« EELBEVEERIFNFEHELIAR zip, R zip -rXARIFMITIESRARERN. MREKERKN
FEEMAEZEEE , ERIECE" - s RIAE .

10.1.2 #HHMRELITH
PAF 2 Debian 2% L] IR E R R EHR TEMTEE.

EGEL) TE XN [ IR ThgE
coreutils e 17994 | GNUcp | EBRAHIEERB S (-2’ SYRILEE)
- U\;l—_;u.:*I‘n'? z IO e = ‘n.
openssh-client \_/'904’ 5133 | scp ?E%E% ERANES (RP , -r" SHERE
1:997 i)
openssh-server Y870571 3502 | sshd ERREIGERMB % (RInARES)
rsync e 814 B A E R
unison V:3, 1:13 14 B R i R S FHE R

Table 10.2: #&M[ELTHEYIFE

ERRIERNEHME , rsync(8) (bEMT ERAHT EL ML,

s ENEEEEER 5% FIAERD FENBER Z MNERTS

- RBBBEREIE (FARR) @ERAKR/NKERENE SRR HFEUAER

e "--exclude” #1"- -exclude-from” BEIBEA tar(l)

« 1EIRB $%PRTE R ARSI ARES R SoAE B IR SR RIS RASMO B §54R 7.

N
FERAE 10.14 FHIRRAIZHIRLR (VCS) ATAMRR AR ZHIERMEALLTA.

10.1.3 ERtE:EE

UF 2 AR TR BAERER4EEEME" . /source” BETHINE.
GNU tar(1):

$ tar -cvJf archive.tar.xz ./source
$ tar -xvJf archive.tar.xz

BE , AR,

$ find ./source -xdev -print®@ | tar -cvJf archive.tar.xz --null -T -

cpio(l):

$ find ./source -xdev -print® | cpio -ov --null > archive.cpio; xz archive.cpio
$ zcat archive.cpio.xz | cpio -1i



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
http://qa.debian.org/popcon-graph.php?packages=openssh-client
https://tracker.debian.org/pkg/openssh-client
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
http://qa.debian.org/popcon-graph.php?packages=openssh-server
https://tracker.debian.org/pkg/openssh-server
http://packages.debian.org/sid/rsync
http://qa.debian.org/popcon-graph.php?packages=rsync
http://qa.debian.org/popcon-graph.php?packages=rsync
https://tracker.debian.org/pkg/rsync
http://packages.debian.org/sid/unison
http://qa.debian.org/popcon-graph.php?packages=unison
https://tracker.debian.org/pkg/unison
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10.1.4 HREEEL
MTEBRARINKITEEREME". /source” BEFFHFHNEA.

o AHBIERI: 7. /source” B - "/dest” Bk
o JRVRIER AR FEY”. /source" B3% - "user@host.dom” FHE F/dest” Bk

rsync(8):

# cd ./source; rsync -aHAXSv . /dest
# cd ./source; rsync -aHAXSv . user@host.dom:/dest

REEFRIFE R IR B S LR RFHRREIE,

# rsync -aHAXSv ./source/ /dest
# rsync -aHAXSv ./source/ user@host.dom:/dest

& , WTHR.

# cd ./source; find . -print® | rsync -aHAXSv@ --files-from=- . /dest
# cd ./source; find . -print® | rsync -aHAXSv@ --files-from=- . user@host.dom:/dest

GNU cp(1) %1 openSSH scp(1):

# cd ./source; cp -a . /dest
# cd ./source; scp -pr . user@host.dom:/dest

GNU tar(1):

# (cd ./source && tar cf - . ) | (cd /dest && tar xvfp - )

# (cd ./source && tar cf - . ) | ssh user@host.dom '(cd /dest && tar xvfp - )'
cpio(l):

# cd ./source; find . -print@ | cpio -pvdm --null --sparse /dest

REESIEFTEBE".” NBIFIER foo” BR.” , EBEMATRAL". /source/foo” B#kERIERE]"/dest/foo” Bé%.
ERERE” . NIIFE |, VREEs{E MR E IK1E"/path/to/source/foo” RAE".” , EHkATAEKIF cd ./source;”.
MTFA7R , BEERSRBETAEMNARE , EEIARME.

« "/dest/foo" rsync(8), GNU cp(1), 1 scp(1)

« "/dest/path/to/source/foo” GNU tar(1), 1 cpio(1)

1R
rsync(8) 1 GNU cp(1) ATBAFR"- u" BIAR R S E EHWHE,

10.1.5 FEAERMEEIX

find(1) SRR EBIETHRIERMBREE RIES (B RE 10.1.3%E 10.1.4) 8EMR xargs(1) (BRE 9.4.9).
BB find K543 B RRESE HINRESRIMIE,

AR find(1) EAREERMEAS.
« find B BNEFRUEZRLERA.
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- — B EHEH , IEEEMEFIE.
. :ﬁiﬁ OR” (H&HZHER"-0" 2BIEEH) BEIAFER” #iE AND” (H’-a” SEIsEERMH 2 FRE(EM]
).

o &S NOT” (FRI&HFRTEM " 1558) BALIEF Sk “#EE AND’,

 "-prune” 422 [0{F&%E TRUE I BINREFEBREGFAN , K EIESHREREB SRLSMIER,

. "-néame" RIFILACA A shell ERAFIC (B2 REN 1.5.6) RfER{EHM LA LA F172” JTTFICH .7, (FTH) POSIX
M)

 "-regex” ILACEEERIKIE , TARRIRA emacs E&H BRE (2R & 1.6.2).

o "-size” RIBHER K/NKRILEDL (EESE+" SKILACE KMHER |, ERTAESA"-" LA E/MIFER)

« "-newer” ZFILACLL B H AL PIECHEREETNNIER.

o "-printe” 24AE EHEEE TRUE W 4E5CE1E4 (null terminated) FIEDFEAES T |,

TR find(1) sEIAEME.

# find /path/to \
-xdev -regextype posix-extended \
-type f -regex ".*\.cpio|.*~" -prune -o \
-type d -regex ".*/\.git" -prune -o \
-type f -size +99M -prune -0 \
-type f -newer /path/to/timestamp -print@

ELFES BT T EME.

. B /path/to” THIFTBEIESR

. RELIFBMEARIER R4 BFEAKE ERE (2RE 1.6.2)

. BIBEIERBENARAHFRILE . *\ . cpio” 8. *~" IEMR R ERMER

CBBEIE RN A RHBRIUAD . */\ . git” IERFERNE %

BB E L EIR T HEREL 99MB (1048576 i TTAREE JT) BAKUER

CBEIRES | RE SRS AL /path/to/timestamp” FHEFESRE

o o A W N P

BB EFIFRER-prune -o” HIEIERMEIBRAE.

s
#749F Debian Z Unix-like R4t , FLBHATRERA Find(1) S HTHR. HISRIHRT , BB EREBILATT
R -print” HA-printe”, {RATRERIEFER R HtARBIKTES .

10.1.6 EREELEAE

AERNERGESR FTRE R, REOIEEMIRRERME. B NUKEAERHEY , EKERREATINK CD-R
71 DVD-R AR EMAERIR, EiR. BRI, (FEN—RERUESFENE)

)as
%ﬁk%ééﬁﬁ%&%ﬁiﬁﬁﬁm , REBRTEH SR FEN TR PLARZE . FRAEE KR EAS AR LI
N R,



https://zh.wikipedia.org/wiki/POSIX
https://zh.wikipedia.org/wiki/Null_character
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_data_storage
https://zh.wikipedia.org/wiki/Safe
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AL (ERERFRHEREN) TTRURR N ERRKERSS.

* K 100 4F : FASSKAEERRAK

« 100 4F : }¢HEf£77 (CD/IDVD , CD/DVD-R)

* 30 4F : HiARRAE (B  BOR)

* 20 4F : HRESLIREFTF (CD-RW)
ENEIERR AR EBHRIRESEE.

ML (EERRRHERER) TRRREENBERRRNRIXE.
« K74 250,000 & : TEREERENAS

* K74 10,000 ¥k : HREGRCIERS

« 1,000 )X : CD/DVD-RW

+ 1k : CD/IDVD-R, #%

( ) EE
E}gﬂﬁﬁg%ﬁﬂ%7&%19@%‘*4*%3%&%9&7)&%&@%%%ﬁﬁé%ﬂﬂ‘]ﬁ%ﬁﬁﬁ , AR B RIS R R AT
R EE AR B

SN
K # CD/DVD-R FMARABER—IX , EFERA LB T AABREBERESIER. EEMEE, !

N
ZIEIifﬁi?%ﬁ%ﬁ%ﬁ‘]ﬁﬁkﬁﬂﬁﬁ , FRERIE A S AN AR A IR v A _ERIE IR AR EIR B | FTRERME—T]
1TRIFTIE.

N
MRFEEA—ETEERRANNBEIEARKERNE | ERASHERFERRBK brfs 85 zfs iBRAK , FE—@
FEE.

10.1.7 "BEMHEFRE
AR BN R E R AL R U T M — .

* USB tREGRCIERS R
o TERREREN S

o NERERENS

o BREARHE

« BRI RES

BT RUER LT A A TIELR



https://zh.wikipedia.org/wiki/Btrfs
https://zh.wikipedia.org/wiki/ZFS
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Optical_disc_drive
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« USB
* |[EEE 1394 / FireWire
« PCF

% GNOME 1 KDE EfAHIRA EHIRIEAESTE"/etec/ Fstab” FERPIRBILAE B NFE | BEHHSIE LA BENIR
&,

* udisks2 BRH T TREFFAMERKERREARHEMEHRREKELRKE.
* D-bus B F ARG B BRI,
+ PolicyKit $&f4t T BTR A4,

N
umount(8) £ B BN E R E MR I BEEHE "uhe Lper=" 2%,

o

=]
=

R
RAEEEWA BT AE"/ete/fstab” EERDIHIF | SEIRE F A€ EEHE,

IR SRS TR R A" /media/username/disk _label” , BRIABAN T FiRiIsR &Y,

» FAT RAIER RG(EA mlabel(l) ¥54
* 1SO9660 tER AL FEAEH"- V" RIAMK genisoimage(l) 34
o ext2/ext3/ext4 FER ARG FRER"-L" EIEK tune2fs(l) 54

LN
BT RER R AMmISEIE (2 RE0 8.1.3).

N
EEENERE FBRMER RS , \TREaBRENENERLEHEMHIAN"/dev/sdc”, MRFIEERBEHRREETEHIL ,
RIEZIEFS P HRRF I EE#I A umount(8) 54 KRR RIETE.

10.1.8 REEFERARNFZFERMERRSR

ERBBITRBHFRERIMARS ZTEARNRR , REZLICERA A EMBIEXRRESENERK HXR
2. THEEERRNIIR.

E
P (HDD) KRt B S AN ECH#EEE | than SSD/ U B / 30884 /-, BB F+ /dev/sda KR
&%, FEEAHNEELFE /dev/nvmed, /dev/mmcblkO:------ .

2N
RARED 9.9. 1 ESRANNME AR ER MBS TEMEREZMETR.



https://zh.wikipedia.org/wiki/Universal_Serial_Bus
https://zh.wikipedia.org/wiki/IEEE_1394
https://zh.wikipedia.org/wiki/PC_card
https://zh.wikipedia.org/wiki/D-Bus
https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Solid-state_drive
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Memory_card
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ERAGERE FAT 1ER

BERGS HAE R

FAT12 #;E (<32MiB) EETFENERAZ

FAT16 H/METE (<2GiB) EINEF=RERSZ

FAT32 FEARERE (<8TB , ¥ MS Windows95 OSR2 I EREERABR AT X 1E) THETEHRE
K=

oxFAT EREEAEE FET=AZ &R (<512TiB , # WindowsXP, Mac OS X Snow
Leopard 10.6.5 #01 Linux #%(» 5.4 lRAA_EBRIVEE R FTXIE)

NTES FEREERRE FRNEFEREZER (E MS Windows NT AIEFRAREZIR ; #
Linux _E , i@i8{F A FUSE ¥ NTFS-3G X3E. )

ISO9660 % CD-R %[1 DVD+/-R _EREF=RFFREERN =

UDF CD-R #1 DVD+/-R () FREEERBA

MINIX B FE TSRS RER unix FERERHEE

ext2 AEBEE linux A REE FRERN =

ext3 EREEEE inux ARG ERERS =

ext4 FEEERBUMH] linux %%E‘]ﬁ%ﬁ%iﬂﬁaﬂﬁ 2

btrfs 'fiﬁﬁ/ =Y ,\6\ = Eh J:?F—-?Liéz*—l

Table 10.3: #8UF ISR F B ENMEERE T RIBNERASRIIR
FAT ERAG B ASHRNIRAREERGTE | CHRER TR ETHRERNHREIEE RN,

AENBEFEENLZNBERER , NTEZERIGHEE,

. FH fdlsk(8) cfdisk(8) 2% parted(8) 154 (2RH 9.6.2) LEMRAUAEFNENTHEALELEHAT

TFI

- 1ZZ0/NA 2GB R FAT BB A6,
- FEELE K FAT32 REATITC.
o NTA/RER mkfs.vfat(8) FESME A ENEIRER.

- ERREELTE , #lt0"/dev/sdal” it FAT16 EH
- BRI ENEE L |, Fla0-F 32 /dev/sdal” Fijd FAT32 £E

E{EFl FAT 8% 1S09660 &&=

AENFENE  TEFTREENRESIA,

« A tar(1) , 8 cpio(l) IESBMEIER , BMIR AT REES  IREL | FUAKIERIT T HMIER A & &R
* A split(1) FEHIEBARIER MR AE T/ NI 2GIB B/ MER | EH BRI K/NRS.
 MEBEMEERREHRNET LR REIRERFIN.

)as
R2& FAT R AGRERET , RARERK/NA (27032 - 1) bytes = (4GiB -1 byte), HA—LEEEH 32

VRS LNERERAMS

BRERMIE

, BARIEREANEZF/N (2731 -1) bytes = (26iB -1 byte),. Debian 2 &

*
W ARAG W AN ERIERIB 200MB B EERSNS_LER FAT, I Overview of FAT, HPFS, and NTFS
File Systems t%ﬁ[ﬁﬁﬂj%ﬁﬂ'ﬂ*ﬁ)&?%ﬂ‘]ﬁ% BIAMRMHER =AM, AT , BA7E Linux R LIER

FESZAE A extd FE3E

R

BRERARAEFEHER

RN EL AN , 5522 Filesystems HOWTO”,



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/ExFAT
https://zh.wikipedia.org/wiki/NTFS
https://zh.wikipedia.org/wiki/Windows_NT
https://zh.wikipedia.org/wiki/Filesystem_in_Userspace
https://zh.wikipedia.org/wiki/NTFS-3G
https://zh.wikipedia.org/wiki/ISO_9660
https://zh.wikipedia.org/wiki/Universal_Disk_Format
https://zh.wikipedia.org/wiki/Minix_file_system
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Btrfs
https://support.microsoft.com/kb/100108/
https://support.microsoft.com/kb/100108/
https://tldp.org/HOWTO/Filesystems-HOWTO.html
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10.1.9 MK LIHWERHOHZE

EERERES ZERNER , RIEZERERNRSE. EEF LR,

A% AR T ARG Ay itk

1838 “Microsoft Windows 4B HZEfEx , 2K smb.conf(5)
SMBICIFS F§ Samba #4BMIER AL ‘B 77 Samba 3.x.x 18 EMBEFM (The Official Samba 3.x.x
HOWTO and Reference Guide) =} samba-doc #XiE4

JWTO an: 10e Suide, .

NFS FA Linux i U BRI R R FUPLARILInux S255" SR . 85 exports(s) Hl Linux

FTTP 1R 7 web FIRE/E P2 A SHE

HTTPS i ERMERREEER (SSU) B R E0HE (105) FARF AR
g BIRFRFATE

FTP M 7 FTP AN/ PR R SR

Table 10.4: SR 5= T A RN RS 3R

BEHRERDZRS , BBARHEERARNEHEREREAEN , BETEERREK. EfNMEMmERL
JAIBIBINT PR 2M.

* F§ SSL/TLS &

« N SSH#E

3 VPN @&

. Wik MHREEREM XS

W

2 HEY 6.5 FE 6.6,

10.2 {BEHAIRIR

HAERAA BB EHAE |, SHEBARABKSSEXERARNERER. HHMRKERRMER SRR EEFTIE
FERN—HS. TREA—XANERNE LA,

N
RIFHRNEHG AR BIRL LR BMRNRR , BRHERURRBNEG T IEN A CERERNZ .

10.2.1 {BHFRIE REE

A 3 ERIENERIRE EERAHHAIRIE R

1. MEEHEOIMRETE,
s RECRBIMERHESR : 787~/ THER
o YRiERRERTERESLNERRER « £/ var/" THRER (& T /var/cache/” , ”/var/run/"¥"/var/tmp/”)
« RIRAARERER « 127/ etc/"THIER
o AAHIFET : 7£”/usr/local/” Z"/opt/” THIER
« RIEREEN  BREER (HBIE,...) WA FETE
 BEREERIAER | BB BRI IR VER TR STAE



https://zh.wikipedia.org/wiki/Server_Message_Block
https://zh.wikipedia.org/wiki/Samba_(software)
https://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
https://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
https://tldp.org/HOWTO/NFS-HOWTO/index.html
https://tldp.org/HOWTO/NFS-HOWTO/index.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/Https
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Virtual_private_network
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- FRAEREFM Cron TE, 28R /var/spool/cron/crontabs” Hé%x, WHER cron(8), 2R &
9.4.14%15R47A cron(8) ¥ crontab(l) W&

- {FRHEFEFH Systemd 5HAF2S T1E : #ERE~/. config/systemd/user"Eﬁogﬁ, systemd. timer(5)
1 systemd.service(5),

- FREREFNEEENLE : #5X#"~/.config/autostart” B$%. 2 R Desktop Application Autostart
Specification,

2. FEEREHBHIIRE.

« REMERHRTF | REHRRESNARGLE
- KEREG - BB G

o TURRMED © BRRG

o« WINENRIE - BEMEIESER

3. A& R KBS R
« ERERE
- %‘ﬂ@/'\EEH’ZET ﬂaﬁﬁﬁﬁ%ﬁ%ﬁfﬁi IR ERNRREREFM S L, RASERE AR BENIRR, B
« ERERETRIRERR
- BUBHE &R, tkan”/etc/ssh/ssh_host_*_key”,”~/.gnupg/*”,"~/.ssh/*","~/ . local/share/keyr
"/etc/passwd”,”/etc/shadow”, "popularity-contest.conf”,”/etc/ppp/pap-secrets”’, and”/etc/e
EEERmEESR. 2(BRE 9.9, )
- BMEEEENRG L, WAREE M AR BN BB E MR TR IR AEE., (2R 1036, )
- BRERNARRHE TR
- IR (FRIRERE) mEiEER
- HERAKTREGIRE  EEMNERITRERERK
- HERZLDMMES | BinRERRENEESEET
- SSMERSIRIERES RIS RR ABfi%
- PRSI HE AR AR T AR AR AR
< BRTENEIR : AN, 1888, &g

- {&H cron {E#E#E systemd FHSMEB K BEMULHIAR B TE

SN
1 gE#m F"debconf-set-selections debconf-selections” #541% 1€ debconf FAELE R , 7T LAH "dpkg
-set-selection <dpkg-selections. list” #§4k1E dpkg &5 & &R,

[SHH/J\%IJJEQE}{HE‘]FE'HJ’E , BRIRZEHH /proc, /sys, /tmp, M /run BETHRBERAS (B2RE 1.2.12/
1 1.2.13), EMREXEERKEL.

*
EHRNERNIE , R eR EELE—LEARANE REXMIMm MTA (2RE 6.24),



https://specifications.freedesktop.org/autostart-spec/autostart-spec-latest.html
https://specifications.freedesktop.org/autostart-spec/autostart-spec-latest.html
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LG L) ATE K| FRER
bacula-common V:6.4,1:7.4 | 2501 | Bacula: 2B ZKHMERD , WEFZE-B RASIERER
bacula-client V:0.3,1:2.0 | 199 Bacula: B ERMED , REMNIZE-Z Pig it iza
bacula-console | V:0.7,1:2.2 | 112 Bacula: 48 ERMED | IREMNIZE-XF4&iE
bacula-server [:0.66 199 Bacula: 285 EXRMED , WEMIZE - IRz imocEie
amanda-common V:0.7,1:2.2 [ 9851 | Amanda: EERAEFZEN SIEQ ARG aes (&)
' = Eiptaes (BRF
amanda-client | V:0.7,1:2.2 | 1099 %”)‘a”da' REMATHEN SRS
. . = [(EE EFiogsis =
amanda-server ¥60é152’ 1093 %n;ﬂu??da. EEMAERENSEEEERUIRRE (AR
[=R==E7N T % T N
duplicity V:6, .51 2649 | (&Bvp) IEEHEH
deja-dup V:31, 146 5232 | duplicity 8] GUI (BIE[ERE&/H) Bilvn
borgbackup V13, 1:29 3478 | (&ip) XEEH
borgmatic V:3.2,1:4.3 | 946 borgbackup & EXFE HEHENE T
rdiff-backup V:2.4,1:7.0 | 1207 | (O=wm) EEHEH
restic V5, 1111 24708 | (&im) IBEHDR
backupninja V23,1127 | 360 | &&= , a[JREM meta-backup A%t
slbackup Y001140 147 (i) EEHH
V:0.45, =
backup-manager 10.80 573 FESIEH LA
backup21 os 110 | FIRATTHMEIEA (RRBRER) BEAER A e T A

Table 10.5: ERHHEAEMT IR

10.2.2 ERHHEH

BUT 2 Debian Z&#_LEFFEMNEREGREXELGMNI XK.

HH TR SENERNAE.

* Mondo Rescue E—EEH R4 , ERESIAERIL Y CD/IDVD FREPRERERBERL  MABTELRERN
R RIIBEE,

+ Bacula , Amanda 1 BackupPC 2 £IhEENIEHEREY , TERMNBHENEHES.

« Duplicity 1 Borg ;2 f B k4 TE AR AN T/Euk,

10.2.3 AT

HR—EEALEY , HARSREGTRLTREEREG TRUTARREGER. REER , EAXAR IR
BHLTRF—LERE.

EEFUHIGEENENRS , REFREMR/IITIE, BT ARESHHG TA—RER.
HINERKBE R |, R PUBEREANFREMAEL A penguin , B —E B FIRIBFESHEFIF/usr/local/bin/bkss.

#!/bin/sh -e

SRC="$1" # source data path

DSTFS="$2" # backup destination filesystem path
DSTSV="$3" # backup destination subvolume name

1—ARBER— KIS | Bl20 CD/DVD-R , BERTLLEEEMR, (2 RE 9.8 [EARTE shell @4 INENRFEN . GNOME £HBIHRFEATLGE
FRESEZIERIRE v E — CD/DVD Bu% K EBIRENBRIE. )
2ELZRR L | R R B RGN\ RN T RREHEM.



http://packages.debian.org/sid/bacula-common
http://qa.debian.org/popcon-graph.php?packages=bacula-common
https://tracker.debian.org/pkg/bacula-common
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-client
http://qa.debian.org/popcon-graph.php?packages=bacula-client
https://tracker.debian.org/pkg/bacula-client
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-console
http://qa.debian.org/popcon-graph.php?packages=bacula-console
https://tracker.debian.org/pkg/bacula-console
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-server
http://qa.debian.org/popcon-graph.php?packages=bacula-server
https://tracker.debian.org/pkg/bacula-server
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/amanda-common
http://qa.debian.org/popcon-graph.php?packages=amanda-common
https://tracker.debian.org/pkg/amanda-common
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-client
http://qa.debian.org/popcon-graph.php?packages=amanda-client
https://tracker.debian.org/pkg/amanda-client
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-server
http://qa.debian.org/popcon-graph.php?packages=amanda-server
http://qa.debian.org/popcon-graph.php?packages=amanda-server
https://tracker.debian.org/pkg/amanda-server
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/backuppc
http://qa.debian.org/popcon-graph.php?packages=backuppc
https://tracker.debian.org/pkg/backuppc
https://zh.wikipedia.org/wiki/Backuppc
http://packages.debian.org/sid/duplicity
http://qa.debian.org/popcon-graph.php?packages=duplicity
https://tracker.debian.org/pkg/duplicity
http://packages.debian.org/sid/deja-dup
http://qa.debian.org/popcon-graph.php?packages=deja-dup
https://tracker.debian.org/pkg/deja-dup
http://packages.debian.org/sid/borgbackup
http://qa.debian.org/popcon-graph.php?packages=borgbackup
https://tracker.debian.org/pkg/borgbackup
http://packages.debian.org/sid/borgmatic
http://qa.debian.org/popcon-graph.php?packages=borgmatic
https://tracker.debian.org/pkg/borgmatic
http://packages.debian.org/sid/rdiff-backup
http://qa.debian.org/popcon-graph.php?packages=rdiff-backup
https://tracker.debian.org/pkg/rdiff-backup
http://packages.debian.org/sid/restic
http://qa.debian.org/popcon-graph.php?packages=restic
https://tracker.debian.org/pkg/restic
http://packages.debian.org/sid/backupninja
http://qa.debian.org/popcon-graph.php?packages=backupninja
https://tracker.debian.org/pkg/backupninja
http://packages.debian.org/sid/slbackup
http://qa.debian.org/popcon-graph.php?packages=slbackup
http://qa.debian.org/popcon-graph.php?packages=slbackup
https://tracker.debian.org/pkg/slbackup
http://packages.debian.org/sid/backup-manager
http://qa.debian.org/popcon-graph.php?packages=backup-manager
http://qa.debian.org/popcon-graph.php?packages=backup-manager
https://tracker.debian.org/pkg/backup-manager
http://packages.debian.org/sid/backup2l
http://qa.debian.org/popcon-graph.php?packages=backup2l
http://qa.debian.org/popcon-graph.php?packages=backup2l
https://tracker.debian.org/pkg/backup2l
https://zh.wikipedia.org/wiki/Mondo_Rescue
https://zh.wikipedia.org/wiki/Bacula
https://zh.wikipedia.org/wiki/Amanda
https://zh.wikipedia.org/wiki/Backuppc
https://en.wikipedia.org/wiki/Duplicity_(software)
https://zh.wikipedia.org/wiki/Borg_(backup_software)
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DSTSS="${DSTFS}/${DSTSV}-snapshot" # snapshot destination path

if [ "$(stat -f -c %T "$DSTFS")" != "btrfs" ]; then

echo "E: $DESTFS needs to be formatted to btrfs" >&2 ; exit 1
fi
MSGID=$(notify-send -p "bkup.sh $DSTSV" "in progress ...")

if [ ! -d "$DSTFS/$DSTSV" ]; then
btrfs subvolume create "$DSTFS/$DSTSV"
mkdir -p "$DSTSS"
fi
rsync -aHxS --delete --mkpath "${SRC}/" "${DSTFS}/${DSTSV}"
btrfs subvolume snapshot -r "${DSTFS}/${DSTSV}" ${DSTSS}/$(date -u --iso=min)
notify-send -r "$MSGID" "bkup.sh $DSTSV" "finished!"

B, RERELRTE rsync() KEMHES , MF=HEM Bufs KS¥HA.

EFZIN
?E/j? D B EEE N e _HE BB S LA shell 38458 bss: Btrfs Subvolume Snapshot Utility”,

10.2.3.1 GUI (BIEEMAENT) HH
EEE—EZMER GUI (BRERENE) BREBHHEIT.

« BE—1{8 USB (#1FRE XS

- &1k USB RFEEREA—ENERE , 8 bufs EERS , H12L A'BKUP”, B8 U BaEsamE 2R
9.9.1),

- EEEBARNRGE. REAZIGEEHREEE]"/media/penguin/BKUP”,
- #$147’sudo chown penguin:penguin /media/penguin/BKUP” , :EER[DAHBRFERAER.

o BRI~/ . local/share/applications/BKUP.desktop” #5% , #RMBET 9.4.10 B BEMFHT

[Desktop Entry]

Name=bkss

Comment=Backup and snapshot of ~/Documents

Exec=/usr/local/bin/bkss.sh /home/penguin/Documents /media/penguin/BKUP Documents
Type=Application

HNG—XEIREE | REOEEME ~/Documents” #E#HE USB FRE , W T —ERERR

10.2.3.2 HEEHHEEAED
EEE —ERHEEER B EMERGT.

« REN 10.2.3.1 FRAREH—E USB 7 E RitED.
o B —{AIN T systemd PRFGE TTHER"~/ .config/systemd/user/back-BKUP.service” :

[Unit]

Description=USB Disk backup
Requires=media-%u-BKUP.mount
After=media-%u-BKUP.mount

[Service]
ExecStart=/usr/local/bin/bkss.sh %h/Documents /media/%u/BKUP Documents
StandardOutput=append:%h/.cache/systemd-snap. log



https://zh.wikipedia.org/wiki/Btrfs
https://github.com/osamuaoki/bss
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StandardError=append:%h/.cache/systemd-snap. log

[Install]
WantedBy=media-%u-BKUP.mount

« ATENARAIE®E systemd BEITALE :

$ systemctl --user enable bkup-BKUP.service

HNG—RHEES , ROERME ~/Document s” % USB FERE , WML 7T —ERERRE.

B, E87 systemd 7EACEEEF M) systemd HEE T LT , FHEBFE M systemctl --user list-units
- -type=mount” 3R RIS EIRII K EHA.

10.2.3.3 FFEISEHEERNED
E4E B — R ESE RN B BB 6.

 RE 10.2.3.1 AR EEH—E USB AFERERMED.
o BN —E T systemd BB TTHESR"~/ .config/systemd/user/snap-Documents. timer” :

[Unit]
Description=Run btrfs subvolume snapshot on timer
Documentation=man:btrfs(1)

[Timer]
OnStartupSec=30
OonUnitInactiveSec=900

[Install]
WantedBy=timers.target

o B —{EINTH systemd fRIGE ITTHESR "~/ . config/systemd/user/snap-Documents.service” :

[Unit]
Description=Run btrfs subvolume snapshot
Documentation=man:btrfs(1)

[Service]

Type=oneshot

Nice=15

ExecStart=/usr/local/bin/bkss.sh %h/Documents /media/%u/BKUP Documents
I0SchedulingClass=idle

CPUSchedulingPolicy=idle
StandardOutput=append:%h/.cache/systemd-snap. log
StandardError=append:%h/.cache/systemd-snap. log

s ATERNAREAEMRE systemd BETALE :

$ systemctl --user enable snap-Documents.timer

HNG—REEMEH , FREOEEME~/Document s” 1% USB FERE , WL T —ERERRE.

B, B0 systemd 7EECIEIE T K systemd {F A ERME TR EF , A systemctl --user list-units
- -type=timer” FIFIM fRFEIH R KA.

%ﬁégﬁﬂﬂiﬁ%&%ﬁ , JE1E systemd AR , PLiR{E4EH) Unix at(l), cron(8) 3¢ anacron A= , AEFHR L ERBEN
AMAL I,
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10.3 HRleER

BN AR AT , AAERMEMZL TAMNGES.
e AT AN 54 Bk
gnupg i 464 | gpo(1) GNU [EFL# - OpenPGP M#Z 4 TA
gpgv Vo8 555 | gpgv(l) | GNU FERLiE - OpenPGP Z4AHETA
sq V1, 1:19 22408 | sq(1) Sequoia-PGP - OpenPGP &fMZ A LR
sqv |V4313£’39 1813 | sqv(1) Sequoia-PGP - OpenPGP & &85 T B
paperkey V2, 1:13 58 paperkey(1) £ OpenPGP F i&6&Em , EEELEILEEN
cryptsetup V35, 1:81 | 465 | CTYPTSCtUR@h o orsmssmmmsie LUKS TA
coreutils ?-/:1%%70’ 17994 | mdssum(l) | EtEEAxEs MD5 ARERE
coreutils ?(:1%%70' 17994 | shaisum(l) | SHEEIMES SHAL SEHE
openssl YQ%%Z 2503 | openss1(lssiyF A openssl dgst” (OpenSSL) FHEENHE
libsecret-tools IV&)% 49 secret - tod ZYFFE R %55 (CLI)
seahorse V:82,1:274 | 7971 | seahorse(l) &£&&IF LA (GNOME)

Table 10.6: EklRe&ER T A%

25 E 9.9 ) dm-crypt 0 fscrypt , EFIEIR Linux A% MEAREIR T BENERHINEE24E,

10.3.1 GnuPG 448518

T2 GNU [BRE T EARN&ERaS.

164 S

gpg --gen-key E—RIFTR&IRE

gpg --gen-revoke my_user_ID AR my_user_ID R— R lE S

gpg --edit-key user_ID EEH4mtE <5k , I\ help” FEGEEIERN
gpg -o file --export BN AL &R EEER

gpg -o file

--export-secret-keys

LA RTLE SRmHEIESR

gpg --import file REEEANER
gpg --send-keys user_ID 183X user_ID B RZI A B {ARES
gpg --recv-keys user_ID TR AR F3k user_ID AR
gpg --list-keys user_ID HIt user_ID RATE &R
gpg --list-sigs user_ID S user_ID RZ&F
gpg --check-sigs user_ID 2% user_ID &£8% T
gpg --fingerprint user_ID & user_ID FIFEAL
gpg --refresh-keys BEHAMEIR
Table 10.7: GNU [RRE T &MEIHFIESMI&R
FEEE .

N4 IR\ 8"9563FC29932C409F1A77F9C1AB8A1522D8234C6A"



http://packages.debian.org/sid/gnupg
http://qa.debian.org/popcon-graph.php?packages=gnupg
http://qa.debian.org/popcon-graph.php?packages=gnupg
https://tracker.debian.org/pkg/gnupg
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
http://packages.debian.org/sid/gpgv
http://qa.debian.org/popcon-graph.php?packages=gpgv
http://qa.debian.org/popcon-graph.php?packages=gpgv
https://tracker.debian.org/pkg/gpgv
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
http://packages.debian.org/sid/sq
http://qa.debian.org/popcon-graph.php?packages=sq
https://tracker.debian.org/pkg/sq
https://sequoia-pgp.org/
http://packages.debian.org/sid/sqv
http://qa.debian.org/popcon-graph.php?packages=sqv
http://qa.debian.org/popcon-graph.php?packages=sqv
https://tracker.debian.org/pkg/sqv
https://sequoia-pgp.org/
http://packages.debian.org/sid/paperkey
http://qa.debian.org/popcon-graph.php?packages=paperkey
https://tracker.debian.org/pkg/paperkey
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon-graph.php?packages=cryptsetup
https://tracker.debian.org/pkg/cryptsetup
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
http://qa.debian.org/popcon-graph.php?packages=openssl
https://tracker.debian.org/pkg/openssl
http://packages.debian.org/sid/libsecret-tools
http://qa.debian.org/popcon-graph.php?packages=libsecret-tools
http://qa.debian.org/popcon-graph.php?packages=libsecret-tools
https://tracker.debian.org/pkg/libsecret-tools
http://packages.debian.org/sid/seahorse
http://qa.debian.org/popcon-graph.php?packages=seahorse
https://tracker.debian.org/pkg/seahorse
https://zh.wikipedia.org/wiki/Dm-crypt
https://www.kernel.org/doc/html/latest/filesystems/fscrypt.html
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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FEAS EEER
RENAEEERAIREE
EETEXE
BAEANENARGTH
RANEEEMERE
RIKREREE

Tef5E

RR{EE

C|—h3S|Q|d|!

Table 10.8: {5{EEE K

$ gpg --gen-key
gpg (GnuPG) 2.4.7; Copyright (C) 2024 g10 Code GmbH

GnuPG needs to construct a user ID to identify your key.

Real name: Osamu Aoki
Email address: osamu@debian.org
You selected this USER-ID:
"Osamu Aoki <osamu@debian.org>"

Change (N)ame, (E)mail, or (0O)kay/(Q)uit? o
public and secret key created and signed.

pub  ed25519 2026-02-14 [SC] [expires: 2029-02-13]
9563FC29932C409F1A77F9C1AB8A1522D8234C6A

uid Osamu Aoki <osamu@debian.org>

sub  cv25519 2026-02-14 [E] [expires: 2029-02-13]

T4 L {EIRM"9563FC29932C409F1A77FICIABBA1522D8234C6A" N4 E T M\ 8AR2S"hkp: //keys . gnupg
$ gpg --keyserver hkp://keys.gnupg.net --send-keys 9563FC29932C409F1A77F9C1AB8A1522D8234C6A
FERR RIFI AN R{AARZSAE"~/ . gnupg/gpg. conf” (BEMIUETE"~/ . gnupg/options”) HERFETE , WEREST

A&
keyserver hkp://keys.gnupg.net

ARSI EA MR,

$ gpg --list-sigs --with-colons | grep 'Asig.*\[User ID not found\]' |\
cut -d ':' -f 5| sort | uniq | xargs gpg --recv-keys

B —{BHRTE OpenPGP ffARAT (SERTHIARZA 0.9.6) , Ei§sRHEIA 2 R EATHR. M gnupg (>1.2.1-2) &
i ERes IR E LRI T4, 2R gpo(1) TH- -repair-pks-subkey-bug” A,

/8 SHA-L EAJERIRFIAC M. RE openPGP (K RSA f£T SHA-1 fEAFERIER L , ATRUER FixKey-
WithShal&&1&.

ST YN
Sq(l)jil:I sqv(l) 45 openPGP 4 HBRBLES. 2R sq FHAESH M £/ sq WEEN4E , Sequoia
PGP #5431

10.3.2 7EtEXR_E{FA GnuPG

EEHE LR R L{E A GNU FEFMETL FE41061F.



https://sourceforge.net/projects/pks/
https://wiki.debian.org/FixKeyWithSha1
https://wiki.debian.org/FixKeyWithSha1
https://book.sequoia-pgp.org/
https://archive.fosdem.org/2025/events/attachments/fosdem-2025-6297-a-practical-introduction-to-using-sq-sequoia-pgp-s-cli/slides/237970/presentat_pvYEqR5.pdf
https://archive.fosdem.org/2025/events/attachments/fosdem-2025-6297-a-practical-introduction-to-using-sq-sequoia-pgp-s-cli/slides/237970/presentat_pvYEqR5.pdf
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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gpg -a -s file ASCII HERZZ1E% file.asc
gpg --armor --sign file FE

gpg --clearsign file ERIAXETFER

gpg --clearsign file|mail YNBSS
foo@example.org {EE— AN ZEFE foo@example.org
gpg --clearsign AR~ 2 . ot
--not-dash-escaped patchfile PR AW TR

gpg --verify file BieE SRR

gpg -0 file.sig -b file EF—RORERNETF

gpg -o file.sig --detach-sign AL

file

gpg --verify file.sig file

fEF file.sig BRastase

gpg -o crypt_file.gpg -r name
-e file

NEINE , REREEESLT , AR TEMHIK crypt_file.gpg

gpg -o crypt_file.gpg
--recipient name --encrypt file

@)L

gpg -o crypt_file.asc -a -r
name -e file

NN |, RIERPEBRT , A/ ASCI HEHK crypt_file.asc

gpg -o crypt_file.gpg -c file

BrEREEIEE] crypt_file.gpg

gpg -o crypt_file.gpg
--symmetric file

AL

gpg -o crypt_file.asc -a -c
file

HWREIME | SR EF) ASCI £ crypt_file.asc

gpg -o file -d crypt_file.gpg
-r name

fig e

gpg -o file --decrypt
crypt_file.gpg

At

Table 10.9: 7EFEZE _L{E M) GNU [BRMELHTE4F&



https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
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10.3.3 7£ Mutt F{FH GnuPG

WIMTEARE]~/ .muttrc” , ZEEERRENT , BH—EEK GnuPG , ERSIEEFIR'S KAHFEFER.

macro index S ":toggle pgp_verify_sig\n"
set pgp_verify_sig=no

10.3.4 7 vim B {FF GnuPG

gnupg SMHAT REERERIREE 2" gpg”, " asc”, F1”. pgp” KA AT SEMPAT GnuPG, 3

$ sudo aptitude install vim-scripts
$ echo "packadd! gnupg" >> ~/.vim/vimrc

10.3.5 MD5 #EsFN

md5sum(1) 24T RIERERERN—E TR, BER rfc1321 B NREHERE.

$ md5sum foo bar >baz.md5

$ cat baz.md5
d3b07384d113edec49eaa6238ad5ffe0 foo
c157a79031e1c40f85931829bc5fc552 bar
$ md5sum -c baz.md5

foo: OK

bar: OK

pad
MD5 #ESFNR CPU SHE 38 E 2Lk GNU Privacy Guard (GnuPG) &2 E/ V(. FEBEER T, RETERMFHE
BRI FTEMEE LR ERERTEM.

10.3.6 EIELMIR

1£ GNOME %%t , GUI(BEFEAE N ') LA seahorse(l) BIRHE , TLMNESMIR ~/ . local/share/keyrings/*
HEHFEM.

secret-tool(1) BEFIE B S I A FEREESRRLIR .
FEFRAP#TE LUKS/dm-crypt NSRRGSR BRI 305

$ secret-tool store --label='LUKS passphrase for disk.img' LUKS my_disk.img
Password: ****x**x*

BRI EISRES R R AR I EFER |, Pl cryptsetup(8).
$ secret-tool lookup LUKS my_disk.img | \

cryptsetup open disk.img disk_img --type luks --keyring -
$ sudo mount /dev/mapper/disk_img /mnt

N
HRTES , RERE—EWAEEITAEEE , (£ secret-tool BRI E T ARSZINA LM,

SMEARER"~/ . vimre” &~/ .vim/vimre” , FEEITAERIERK,



https://datatracker.ietf.org/doc/rfc1321/
https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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10.4 [RIHEEHIA

EEAFZRIAEA G TR, WTHERBEEMTA.

L) TE A/ 54 Ll
V:103, o
patch 717 242 | patch(1) AERAESRITHT
vim V:87,1:347 | 4089 | vimdiff(1) | & vim P HELLE i EfE =
imediff |\-/(:)0'2%3’ 348 | imediff(l) | 2 REBRMB/KAIA
me Ud V6, 1:25 3546 | meld(1) PLEFIFZIENER (GTK)
. V:0. . N e
wiggle I:O(?1050, 175 wiggle(l) | FEFB#IRABRMHT
diffutils ?(589881' 1768 | diff(1) BATH S AR R
diffutils ?_’5%881’ 1768 | diff3(l) | BATHEMAAL = EHE
quilt V-2, 1:19 880 quitlt(D) BRI T
wdiff V6, 1:42 651 wdiff(1) EXFRERT |, BREa0ANE
diffstat V:11,1:105 | 79 diffstat(l) BB diff &£ K —{ES ke
patchutils V13,1104 | 242 | combinedififANEIEE®H | E . —HiaZtm |
patchutils V:13,1:104 | 242 dehtmldiffi(Xf—{E HTML BEIZEE —@ diff
patchutils V:13, 11104 | 242 ilterdi — iff FaR* E G E R diff fE32
hutil filterdiffi(IF—{@ diff FRFE E e IEE Ak diff fE e
patchutils V:13,1:104 | 242 fixcvsdiffidEE R CVS patch(l) (&R LK) diff fEee
patchutils V:13, 1:104 | 242 flipdiff(1) ZHmE ] RIERF
patchutils V:13, 11104 | 242 grepdiff(l) BE/RHPEefER ERULECIE R TR ERNNE | BN
: . - . BENEMBEG—IEI diff TR (ERR—REREER
patchutils V:13, 1:104 242 interdiff(L) BRR diff i£R) > EKER
patchutils V:13,1:104 | 242 Tsdiff(1) | #nPEerERmtm | B%
patchutils V:13,1:104 | 242 recountdififBTERARNS diff RENEBENFZ
patchutils V:13, 1:104 4 rediff(l Z A IR=ES = E4
hutitl 3,110 242 diff(1) | BEF LiwiE diff IRRMBENRFZ
patchutils V13, 11104 | 242 splitdiff(LfmaELIEER T
patchutils V:13,1:104 | 242 unwrapdiffi(FRBICAH DA
dirdiff V:0.2, 1114 | 167 dirdiff(1) | B/RB & Z BN AN BE S
docdiff ?,’60'2%4’ 554 | docdiff(l) | BAE ML MEILE
makepatch |V001%3 99 makepatch(LY:E g R T 48
V:0. N
makepatch |_001%3’ 99 applypatch(BEERER«E T 5

Table 10.10: [RisEE& T AR

10.4.1 REIAISIEREHER

THERERE , B REREENARR , YARBERNVE |, BB diff 1§32 file. patche” Z’file.patchl”.

$ diff -u file.old file.new > file.patchO
$ diff -u old/file new/file > file.patchl



http://packages.debian.org/sid/patch
http://qa.debian.org/popcon-graph.php?packages=patch
http://qa.debian.org/popcon-graph.php?packages=patch
https://tracker.debian.org/pkg/patch
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon-graph.php?packages=vim
https://tracker.debian.org/pkg/vim
http://packages.debian.org/sid/imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
https://tracker.debian.org/pkg/imediff
http://packages.debian.org/sid/meld
http://qa.debian.org/popcon-graph.php?packages=meld
https://tracker.debian.org/pkg/meld
http://packages.debian.org/sid/wiggle
http://qa.debian.org/popcon-graph.php?packages=wiggle
http://qa.debian.org/popcon-graph.php?packages=wiggle
https://tracker.debian.org/pkg/wiggle
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
https://tracker.debian.org/pkg/diffutils
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
http://qa.debian.org/popcon-graph.php?packages=diffutils
https://tracker.debian.org/pkg/diffutils
http://packages.debian.org/sid/quilt
http://qa.debian.org/popcon-graph.php?packages=quilt
https://tracker.debian.org/pkg/quilt
http://packages.debian.org/sid/wdiff
http://qa.debian.org/popcon-graph.php?packages=wdiff
https://tracker.debian.org/pkg/wdiff
http://packages.debian.org/sid/diffstat
http://qa.debian.org/popcon-graph.php?packages=diffstat
https://tracker.debian.org/pkg/diffstat
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon-graph.php?packages=patchutils
https://tracker.debian.org/pkg/patchutils
http://packages.debian.org/sid/dirdiff
http://qa.debian.org/popcon-graph.php?packages=dirdiff
https://tracker.debian.org/pkg/dirdiff
http://packages.debian.org/sid/docdiff
http://qa.debian.org/popcon-graph.php?packages=docdiff
http://qa.debian.org/popcon-graph.php?packages=docdiff
https://tracker.debian.org/pkg/docdiff
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
https://tracker.debian.org/pkg/makepatch
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
http://qa.debian.org/popcon-graph.php?packages=makepatch
https://tracker.debian.org/pkg/makepatch
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10.4.2 [FIAHSFERTSAEEH
gf 1“%‘5; (BE #U/E patch T AER) , ANERX—EREXESH. BRETAMNAR , FWREIRES , EREEEHE
'E: AR o

$ patch -po file < file.patcho
$ patch -p1 file < file.patchi

10.4.3 EHEIXSHE

IR—ERIAES , REMERA , fRATUEB TEMA , £/ inediff(1) BATMALENREAE.

$ imediff -o file.merged file.old file.new

WMR—ERIEES | FRAE=ERA , RTVER TEKAR , €/ inedif f(1) BITEBIN=F1H.

$ imediff -o file.merged file.yours file.base file.theirs

10.5 Git

Git BB L RIEER AR IRAIZH Z4L version control system (VCS) W E , B % Git REsARIRFFEA AN = i [ AAH%
B, IS,

J#1® Debian Salsa service , Debian BEFIR (HHEM Git fRFE.
THEE—L Git /BREE4a,

£ http://wiki.debian.org/Salsa BEFREIE (IR BA ST,

L) TATE WES A

git pssdl 50072 | git(7) Git B, TR, S HAIRA IR
gitk V4, 1:29 2022 | gitk(D) BREETREN Git BIEA SR
qgit V0.3, 121 | 1431 | dgit(1) BTN Git BIE £ ERE 2%
git-cola V:0.9,1:14.7 | 4902 | git-cola(l] EFFINEEN Git BEAEESZ s
tig V2, 1112 1243 | tig(d) BIE Git FFf B ERIEHIE
Tazygit V:0.8,1:2.8 | 24066 | lazygit(l) | BIE Git ¥ & EEFiE
git-gui V:1,1:18 2525 | git-gqui(l) | Git BEFRm (EFESINEE)
git-email Vi1, 11 1204 | git-send-emBE L & EBAF X R EEEIRI T
git-buildpackage .1 5178 | 2030 | git-buildpaBkegetFi®sE Debian 41

dgit V:0.2,1l1.1 | 718 | dgit(1) Debian fE =B git B ENRIE
imediff ?(60'2%3’ 348 | git-ime(1) | EBIREI4EE git 23BN T A
stgit YOO4096 604 stg(1) EHHEH) git (Python)

git-doc 12 14896 | N/A Git EAXE

gitmagic :0.55 721 | N/A "Git BAT , BIEERFH Git T

Table 10.11: git FEIAFIFEL IR



https://zh.wikipedia.org/wiki/Revision_control
https://salsa.debian.org/
https://wiki.debian.org/Salsa
http://packages.debian.org/sid/git
http://qa.debian.org/popcon-graph.php?packages=git
http://qa.debian.org/popcon-graph.php?packages=git
https://tracker.debian.org/pkg/git
http://packages.debian.org/sid/gitk
http://qa.debian.org/popcon-graph.php?packages=gitk
https://tracker.debian.org/pkg/gitk
http://packages.debian.org/sid/qgit
http://qa.debian.org/popcon-graph.php?packages=qgit
https://tracker.debian.org/pkg/qgit
http://packages.debian.org/sid/git-cola
http://qa.debian.org/popcon-graph.php?packages=git-cola
https://tracker.debian.org/pkg/git-cola
http://packages.debian.org/sid/tig
http://qa.debian.org/popcon-graph.php?packages=tig
https://tracker.debian.org/pkg/tig
http://packages.debian.org/sid/lazygit
http://qa.debian.org/popcon-graph.php?packages=lazygit
https://tracker.debian.org/pkg/lazygit
http://packages.debian.org/sid/git-gui
http://qa.debian.org/popcon-graph.php?packages=git-gui
https://tracker.debian.org/pkg/git-gui
http://packages.debian.org/sid/git-email
http://qa.debian.org/popcon-graph.php?packages=git-email
https://tracker.debian.org/pkg/git-email
http://packages.debian.org/sid/git-buildpackage
http://qa.debian.org/popcon-graph.php?packages=git-buildpackage
https://tracker.debian.org/pkg/git-buildpackage
http://packages.debian.org/sid/dgit
http://qa.debian.org/popcon-graph.php?packages=dgit
https://tracker.debian.org/pkg/dgit
http://packages.debian.org/sid/imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
http://qa.debian.org/popcon-graph.php?packages=imediff
https://tracker.debian.org/pkg/imediff
http://packages.debian.org/sid/stgit
http://qa.debian.org/popcon-graph.php?packages=stgit
http://qa.debian.org/popcon-graph.php?packages=stgit
https://tracker.debian.org/pkg/stgit
http://packages.debian.org/sid/git-doc
http://qa.debian.org/popcon-graph.php?packages=git-doc
https://tracker.debian.org/pkg/git-doc
http://packages.debian.org/sid/gitmagic
http://qa.debian.org/popcon-graph.php?packages=gitmagic
https://tracker.debian.org/pkg/gitmagic
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10.5.1 FIfC Git X Fig

RATAE"~/ . gitconfig” RENER(E Git T RBRERNL /AR , LA IR A FAEFE¢Hudt.

$ git config --global user.name "Name Surname"
$ git config --global user.email yourname@example.com

R AT AR T FRER Git KFARRIT A,

$ git config --global init.defaultBranch main
$ git config --global pull.rebase true
$ git config --global push.default current

WMRAREE(ER CVS 3 Subversion 54 , RFFEREIN T 4EELS R4,

$ git config --global alias.ci "commit -a"
$ git config --global alias.co checkout

fREESIBIBIN T ARG B RINEEFEAERE.
$ git config --global --list

10.5.2 EAXK Git 454

Git #E R B SR,

o TS B SHRIFEmAE AERREE |, (RAT DU L R Is 3L,

- EEPEIASMNE | WARRMBIRIEN T FRIRS. B2 git add M git rm &4,
. RARIFEIFAER,

- TR RZ BT, ERE RS IR TR A AR, EMEE git commit Hi4,

o AHLE B {RIF DAE RS E.

- Git FR$IR T BRI AL 5 WA e A B IS ©PITE A9 STARAS.
- FMEFEEIB git push GLEEENEEREE,
- KA EREEIR git fetch M git pull AR A RS,
* git pull @4fE git fetch E¥HfT git merge ¢ git rebase %4,

« 5#2 , git merge BSMIEMM HXHIELAERS—ER. (FRAERN git pull , EEEFENN , R

B EMEERE DR AR, hE21FH)

« B, git rebase B —EEHAXMFIIESLNEEAY , REABHT. (E2R% pull.rebase

true BN , HERMESKAERER.)
o BInAERFOLRTHER.
- BRI A ERE , FHTeK@EN R , bbil SSH 3k HTTPS,

if’ﬁﬁi%?’f git/ BERZAMARESR. 7 .oit/ BEEROER  BIERS. FUAEERM—L git RENCFHE

EERETEN Git i SHE,
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Git i Ik
git init BN (FH) RFE
git clone URL R RInA e A E L EE S
git pull origin main BBEmERE origin B4 main 51X
git add . B TEEEmE R R EATA GRS IE R
git add -A . B TEEEmR T ATaREZs (BIEEEARIRKR)
git rm filename TR ZASFRIERESR
git commit REXERS | FRE B AMEFE
- o i TR AR RS R e MEIR AR (FiE
git commit -a + 1837
git push -u origin branch_name fFAA3H branch_name S X E R RInAE origin (¥IIERRA)
git push origin branch_name {EFAHM branch_name X B Fnzim S E origin (FEEMEIY)
git diff treeishl treeish2 WEJR treeish1 IZATH treeish2 IR BIANE]
gitk VCS f#FEN X FE R EHNETEN MR

Table 10.12: EEH Git 554

10.5.3 Git 115

TERE—L Git 877,

e
=

AEFERATTRINZESRT R, AMFE—LTH , a0 gitk(l) AFRERE , BEEBRATE git 54,

E
@ WR—EAAMYSTHEE —ECKBRESERFERNEE  HEXEENIXARR , YEK --force &
15, BEEFH main HTRBATER , (BHR—EBIES) main HTAIKEED T , B RURZH,

3} =z
AN

R15LFNEIB git -xyz” B git FHESMA , 1t 2006 GBI HMBEUH.

N
MNP —ERTHITIER git-foo ERTIRIFEE SPATH 20, EH LI N IEETEAR M git foo” , RIHGEENY
git-foo. 52 git 4 rI—EEFM.

10.5.4 Git &%

A Tm.

» man = : git(1) (/usr/share/doc/git-doc/git.html)
s Git {FfHZEZFM (/usr/share/doc/git-doc/user-manual.html)
o git N4BHE (/usr/share/doc/git-doc/gittutorial.html)



https://mirrors.edge.kernel.org/pub/software/scm/git/docs/git.html
https://mirrors.edge.kernel.org/pub/software/scm/git/docs/user-manual.html
https://mirrors.edge.kernel.org/pub/software/scm/git/docs/gittutorial.html

Debian 2%

207 | 247

Git 5431 ThRE
itk --all SETTEM Git BEFIRME , [LIEE HEAD 2B —{EIRAZ.
J PREW T RIABEAS T
git stash FE—EFR LIS , FeRKER
git remote -v IR IRIMAYAE
git branch -vv B 7 SR AE
git status B L 1ERIRRE
git config -1 FE git ;€

git reset --hard HEAD; git
clean -x -d -f

R TS Y e 2B EE M

git rm --cached filename

K git add filename EREF£Z 5]

git reflog

ERZEHw (HENGRRAYITHRERZER)

git branch new_branch_name

HEAD@{6}

1t reflog Bl —EFHD

git remote add new_remote URL

HEIN—{EE URL FEM R Ris S E new_remote

git remote
upstream

rename origin

IR A ERNA TR origin EHd&E) upstream

git branch -u
upstream/branch_name

ARERIpER 2 IR in B upstream MIERN X B
branch_name,

git remote set-url origin
https://foo/bar.git

% origin 9 URL

git remote set-url --push
upstream DISABLED

)P HEEE| upstream (4R .git/config REHEA)

git remote update upstream &L upstream SEF B Rin7 X Bl
git fetch upstream BAM (FTRERINALA) upstream-foo X , fE&

foo:upstream-foo

upstream BE4 foo HXH—EER

git
git

checkout -b topic_branch ;
push -u topic_branch origin

RUE—BF topic_branch AIBEHEEE origin

git branch -m oldname newname

I B A

git push -d origin
branch_to_be_removed

Mk EmSY ST (A

git push origin
:branch_to_be_removed

MiEREiRD> (BRAN)

git checkout --orphan
unconnected

B —{EEHH unconnected X

git rebase -i origin/main

;’éérigin/main EHEF. Wik, BRiRE—Es FH O X
i

git reset HEADA; git commit
- -amend

BipmEmERI A —E

git checkout topic_branch ; git
merge --squash topic_branch

[ER45%4E topic_branch F|—{EE3F

git fetch --unshallow
--update-head-ok origin
'+refs/heads/*:refs/heads/*'

RE—ERTER—EME NN T B R E

git ime

SRR ERRE—RIEEEF—RERA/NMIRZ. (BK
imediff)

git repack -a -d; git prune

T ESEHITEE—EERNET (5] RERBIEMIERD
HREERENFHRE)

Table 10.13: Git 175
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o git N8R . B "F (/usr/share/doc/git-doc/gittutorial-2.html)
« GIT &—X 20 (AAAM®4 (/usr/share/doc/git-doc/giteveryday.html)
* Git BE#7 (/usr/share/doc/gitmagic/html/index.html)

10.5.5 HERRAIEH RS

MRAIEH R (VCS ) AREBARBIIEHI R (RCS), 3E 2EHSACE BN (SCM).
1E#E Debian A% FELZMEHEIE Git i) VCS F=44,

LS L) AT XN | TR VCS #lj R
i = R
mercurial V:3, 1:26 2579 | Mercurial SE mir‘:“\”aa' I%EFH Python BT
_nﬁ’ﬁ'.l = C F%Eq
darcs V:0.1, 1:3.6 | 38856 | Darcs HEE EEERBFHTH DVCS (FB)
V:0.04, N FEH Tom Lord B DVCS (A
tla 10.76 1022 | GNU arch SE R )
_ _ GNU N % tla j3EY HEF Python B
bzr V0.1, I:14.7 28 Bazaar SE DVCS (E’ff)
” W s il
subversion V:10, 1:59 4849 | Subversion | iR¥g al;t C\;S fisF”, =i VCS B
% (FEsR)
cvs Vi3, 1:27 4835 | CVS B BIETR RS VCS 12 (FFe)
V:0.15, st VCS (CVS,Subversion,RCS) #FE
tkevs 1:0.94 34 | CVS, = B ERR
rcs V:1.7,1:9.9 578 RCS Z=3Hh, " Bk Unix SCCS 8% (FE5)
cssc ?(60'3071' 2044 | CSSC AH, Unix SCCS (% (Fs)

Table 10.14: HERAITH ARG L ASIER



https://mirrors.edge.kernel.org/pub/software/scm/git/docs/gittutorial-2.html
https://mirrors.edge.kernel.org/pub/software/scm/git/docs/giteveryday.html
https://github.com/blynn/gitmagic
https://zh.wikipedia.org/wiki/Revision_control
http://packages.debian.org/sid/mercurial
http://qa.debian.org/popcon-graph.php?packages=mercurial
https://tracker.debian.org/pkg/mercurial
https://zh.wikipedia.org/wiki/Mercurial_(software)
http://packages.debian.org/sid/darcs
http://qa.debian.org/popcon-graph.php?packages=darcs
https://tracker.debian.org/pkg/darcs
https://zh.wikipedia.org/wiki/Darcs
http://packages.debian.org/sid/tla
http://qa.debian.org/popcon-graph.php?packages=tla
http://qa.debian.org/popcon-graph.php?packages=tla
https://tracker.debian.org/pkg/tla
https://zh.wikipedia.org/wiki/GNU_arch
http://packages.debian.org/sid/bzr
http://qa.debian.org/popcon-graph.php?packages=bzr
https://tracker.debian.org/pkg/bzr
https://zh.wikipedia.org/wiki/GNU_Bazaar
https://zh.wikipedia.org/wiki/GNU_Bazaar
https://wiki.ubuntu.com/UbuntuDevelopment/MigratingFromBzrToGit
http://packages.debian.org/sid/subversion
http://qa.debian.org/popcon-graph.php?packages=subversion
https://tracker.debian.org/pkg/subversion
https://zh.wikipedia.org/wiki/Subversion_(software)
http://packages.debian.org/sid/cvs
http://qa.debian.org/popcon-graph.php?packages=cvs
https://tracker.debian.org/pkg/cvs
https://zh.wikipedia.org/wiki/Concurrent_Versions_System
http://packages.debian.org/sid/tkcvs
http://qa.debian.org/popcon-graph.php?packages=tkcvs
http://qa.debian.org/popcon-graph.php?packages=tkcvs
https://tracker.debian.org/pkg/tkcvs
http://packages.debian.org/sid/rcs
http://qa.debian.org/popcon-graph.php?packages=rcs
https://tracker.debian.org/pkg/rcs
https://zh.wikipedia.org/wiki/Revision_Control_System
https://zh.wikipedia.org/wiki/Source_Code_Control_System
http://packages.debian.org/sid/cssc
http://qa.debian.org/popcon-graph.php?packages=cssc
http://qa.debian.org/popcon-graph.php?packages=cssc
https://tracker.debian.org/pkg/cssc
https://www.gnu.org/software/cssc/
https://zh.wikipedia.org/wiki/Source_Code_Control_System
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Chapter 11
BRI

TEZRH Debian R4 _E 7] BrERE T AREABHTROAEN.
HEPMERNTA , RIERIFAN  EENEERRERAIR.

11.1 XFEREHmTA

MTFTEXFERERTA,
] ATE KN | BABERR aRHA
. V:930, —— {#H iconv(l) KAREESIRIE (locale) ZMHK
Libcé 1:999 5370 | itk AR (B )
o Fuk + % | ARFESRE (locale) 2 MM FAmiEEsiRay
recode Viz 14 ) 528 4o (BIIRE , BB RILFUSH)

N E ’:-_:E_—:h oo 37 A 1 A i =}
konwert V:2, 1:43 137 | Fie (;%T&qu':)' IRHL (locale) Z M3 Awiswifas
nkf V05, 187 | 350 | =& BaE -3 R
tes VOO | s18 | e | P
unaccent Vo0t e | Ens | REEETR SRNSMREGEEETT

a0 = 7£ DOS # Unix Z X FA& ik
tofrodos Vi1, 1:113 50 1T fromdos(1) ¥l todos(l)
. V:0.04, = £ Macintosh 1 Unix Z BN FAR T ESTA:
macutils 1:0.47 319 i3 frommac(1) 1 tomac(1)

11.1.1 FHiconv fE4 KB TR

Table 11.1: XFEREL T AR

N

iconv(1) 2 libc6 FEEAMN—ER AL B ERTATERE Unix R AT TTH4RAS.

REESTIBIBZN T AFE4S A iconv(l) ZREMR L FIER HNARRS.



http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
http://qa.debian.org/popcon-graph.php?packages=libc6
https://tracker.debian.org/pkg/libc6
http://packages.debian.org/sid/recode
http://qa.debian.org/popcon-graph.php?packages=recode
https://tracker.debian.org/pkg/recode
http://packages.debian.org/sid/konwert
http://qa.debian.org/popcon-graph.php?packages=konwert
https://tracker.debian.org/pkg/konwert
http://packages.debian.org/sid/nkf
http://qa.debian.org/popcon-graph.php?packages=nkf
https://tracker.debian.org/pkg/nkf
http://packages.debian.org/sid/tcs
http://qa.debian.org/popcon-graph.php?packages=tcs
http://qa.debian.org/popcon-graph.php?packages=tcs
https://tracker.debian.org/pkg/tcs
http://packages.debian.org/sid/unaccent
http://qa.debian.org/popcon-graph.php?packages=unaccent
http://qa.debian.org/popcon-graph.php?packages=unaccent
https://tracker.debian.org/pkg/unaccent
http://packages.debian.org/sid/tofrodos
http://qa.debian.org/popcon-graph.php?packages=tofrodos
https://tracker.debian.org/pkg/tofrodos
http://packages.debian.org/sid/macutils
http://qa.debian.org/popcon-graph.php?packages=macutils
http://qa.debian.org/popcon-graph.php?packages=macutils
https://tracker.debian.org/pkg/macutils
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$ iconv -f encodingl -t encoding2

input.txt >output.txt

ARISER A/NEAREUEY , BE7EILi2rE "3 ", TMER iconv - UHE&ME IR MRS,

AmhS{E Rix

ASCII ERIENTRIZEFESAS | 7 AR ASAN T B 5 1 ok

UTF-8 AR B EXERRNZ S 1

ISO-8859-1 ERNAEGE S 12% , ASCIl + E5 5%

ISO-8859-2 ERNREGESIZ% | ASCIl + E 5%

ISO-8859-15 BN AT R GE 5 122 (1SO-8859-1)

CP850 code page 850 , RN PERGE = MdEk DOS RIF A BEIIENFIT ,
ISO-8859-1 fr&isa

CP932 code page 932, HZE Microsoft Windows ] Shift-JIS &5E

CP936 code page 936 , FIIRFAREF XA EREARRERE GB2312
GBK ;& GB18030 [K)sas

CP949 code page 949 , Jﬂﬁéﬁ%‘%ﬁ%ﬂ‘]ﬁﬁﬂ’ﬁ%%ﬁﬁﬁt%ﬂ‘] EUC-KR =&
Unified Hangul Code %42

CP950 ggde page 950 , A ZREF X AHERFERE RS EAR A Bigh FO%F

CP1251 code page 1251 , FIR PO ¥EER 7 B TR FESE AR 400 AR R AmAsS

CP1252 code page 1252, PR PAEREE = R EE R A AR E
ISO-8859-15 pjsqd

KOI8-R AR TR S RERE UNIX R

1SO-2022-JP HoCERFRAE EAmtS , R{ER 7 fufuocil

eucJP ZHIH X UNIX #2780 8 fufuotil , # Shift-JIS T2 A

Shift-JIS H3C JIS X 0208 [f$% 1 =7 (&R CP932)

Table 11.2: 4wbSEMRIENZIR
7

— LIS SR ARSI ERREER

Ao E IRME (B 8.1),

% ASCII F1 1SO-8859 i1 A B TTARN T 0 , FItAmtS T T E LT 2R —1HE15.

HRZFIUMFILE , ik B ESIH JIS X 0213, SRR ZEAR L A2 S Universal Character Set (UCS,
Unicode, ISO-10646-1) , 5 % FE4miS 7T R K FIMLE IR TR E ¥

« B3CH EUC F01 ISO/IEC 2022 (13584 JIS X 0202)

* Unicode ] UTF-8, UTF-16/UCS-2 #l

UTF-32/UCS-4 45t

BRI BB, FIUEMT TS A EREMIER.
HWRLSTEBBARME |, code page E1EAFTTARISR K [E =K E .

)

AEIEE, KEN RIS AZILZE ASCI B 7 U FTE 4RSS , (BHAE — L5014, NRARRLIEE FERH shift-
JIS 4REEAE =, EUEM B CESERM URL BR | B UTF-8 183, REE(F A"CP932" fEAMRIESL K1t

B'shift-JIS” RGEIHIEBHAER : 0X5C - "\" M OX7E - "~". BRI , ELHE LA

=0

Enf%?ﬁo

R

recode(l) A BE#{F B B A~{E{22 iconv(l) , fromdos(l) , todos(l) , frommac(l) 1 tomac(l) ThEERIAE

&. BREFESEN , s8R "info

recode”,



https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/ISO/IEC_8859-2
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_936
https://zh.wikipedia.org/wiki/GB2312
https://zh.wikipedia.org/wiki/GBK
https://zh.wikipedia.org/wiki/GB18030
https://zh.wikipedia.org/wiki/Code_page_949
https://zh.wikipedia.org/wiki/Extended_Unix_Code#EUC-KR
https://zh.wikipedia.org/wiki/Code_page_950
https://zh.wikipedia.org/wiki/Big5
https://zh.wikipedia.org/wiki/Windows-1251
https://zh.wikipedia.org/wiki/Windows-1252
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/KOI8-R
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ISO/IEC_8859
https://zh.wikipedia.org/wiki/Character_encoding
https://zh.wikipedia.org/wiki/JIS_X_0213
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-16/UCS-2
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
https://zh.wikipedia.org/wiki/Code_page
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11.1.2 M iconv iEEREARRE UTF-8 4xhE

REEFIEIB AN T 54 A iconv(l) KRB —ELFHERE RN EM UTF-8 4RiSH,
$ iconv -f utf8 -t utf8 input.txt >/dev/null || echo "non-UTF-8 found"

7N
£ EAERBIFRER"- -verbose” BEKIKE|E—1E non-UTF-8 T,

11.1.3 {#F iconv &g 4

BEEE—ERGIWS  EE—B&T  MIEEREERR ARG NELIE S MmNS , BIRAIRA UTF-8.
#!/bin/sh

ENCDN=1is0-8859-1

for x in *;

do

mv "$x" "$(echo "$x" | iconv -f $ENCDN -t utf-8)"

done

"SENCDN” BAHER T EEHWERAR T, HBERNIRGHmS , RERMNE 11.2.

HREMEEANER , BEREENMSERA mount(8) KIEIE (B RE 8.1.3) XKHEAEBERERNIERAKL
(Peanaft , HiRE LA — @ E0E) |, EAcp -2 IELRERENBBERNEE HI—EER UTF-8 #HIEREREAS L.

11.1.4 BATRIER

NFERME  FRIRITE (TR MtS , BRI,

- = Tl N N
e BT | 2T | Pl | 16
Debian (unix) LF N 10 0A
\'\//IViSnI?i(o)v?S*u CR-LF AMAJ | 1310 0D 0A
FASE A Macintosh CR AM 13 0D

Table 11.3: NEIFE=RHBRITRERITFR

BT ERFER, fromdos(l), todos(1), frommac(l), ¥ tomac(l), BHEH1{E. recode(l) 2% K.

E
1f Debian &%t Fi—L0%%} |, 40 python-moinmoin #X84MMK wiki EEE¥} , @8 MSDOS Ak CR-LF 6%
PATR4wES. AT, EEANRAEEE —E@EBRA.

yzs
KERS 4mER 2R (bban @ vim, emacs, gedit, ) BE#iBRREIE MSDOS AR TITIEE.

RN
gh‘i’éiﬁ':é MSDOS #0 Unix ARHIFER , #—ZFI MSDOS 4T =4% , {#H"sed -e '/\r$/!s/$/\r/"" KE
todos(1) tkERLF. (Fian , FE{E A diff3(1) BBiam{E MSDOS RARMIER%.) E2E A todos 44 FTAHIITIEM
CR.
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11.1.5 TAB &%

B LR TAB RS EET A,

gk bsdmainutils coreutils
ERRFRERT "col -x" expand
NEERIBERREERT "col -h” unexpand

Table 11.4: bsdmainutils 1 coreutils B9 AREH TAB RiFEd ¥k

indent B indent(1) 15LRESEFAZAMN C BAPHT

20 vim K1 emacs EARAREREREE , TAMFRIER TAB, #ME vim K58 , /REEFIRIEFE#AN": set expandtab”
F":%retab” T KIER TAB, R ATRURIERFE# A :%set noexpandtab” F1”:%retab” $¥§4KER.

11.1.6 FHBEEEBRINEENREEZS
1% vim BRI S e s ekt AR S IRAA R B A sk IR T T 4hS RS A RAT(THE RS2, RIESZAEX4E UTF-8
ARSI EINE X 7E UTF-8 TRHE T FH IS Lot 2 R FE 1S RATIAR A,

P latinl (is0-8859-1) #mhSfAFAETEGES M) Unix LFHER “u-file. txt”, BERIBZI T A/RA vim E S M4
8,

$ vim u-file.txt

ERFTRENE A vim KRS B MRS SR EIER 2 UTF-8 4% , IRKMT , AMBEEEE latinl 4%H%.
M latin2 (is0-8859-2) #mhS{#TFHIESIKBIRERN) Unix SLFHESR “pu-file. txt”, REEBAN T HT/RAA vim 4wid.

$ vim '+e ++enc=latin2 pu-file.txt'

A eucIP 4 E HRE) Unix SUFHESR |, "ju-file. txt”, BEEBMN T H/RIA vim 4t .

$ vim '+e ++enc=eucJP ju-file.txt'

e

PABTEREA shift-JIS 4t (BREVIFARIERE : CP932) 7N EEHEE MS-Windows XFHER |, "jw-file. txt”, AEIB
IR ETZREA vim 4t .

$ vim '+e ++enc=CP932 ++ff=dos jw-file.txt'

E—EERA vim BIRKBHESF ++enc” F"++F 7 EIA |, £ Vim 545N\ w” 150 @ UER N FFERT B &
BEFER, FMATRIE Vim $54 5\ FE #1782 R HAMR , #I70 , 7:w ++enc=utf8 new.txt”,
AR vim 48 _EEBIFHK mbyte.txt , ” SAITTAA TR MR 11.25K &5 ++enc” {F A HER SN,

emacs KikHFERBEREIR FEHRTIEE,
11.1.7 RE&NF
M TAREEN web BEIIETEBUABRLEIER. SH Web Fr3% IR E 21E web HAEF FERLEN grep(l) A

B Unix XF T AR, PIT1E42FE A MM,

$ w3m -dump https://www.remote-site.com/help-info.html >textfile

[tk , #RATAME AT FT7Ri TR H g SR EAE S F A K
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;e E AT KN | EEsERR IIRE
”, _ n B AL =
w3m Vi1, 11145 | 2853 | html_ text ?; wam - dump” f5<4E HTML S54SR
html2text V4, 1:72 298 html—text | &M HTML B FRERHETRE (1S08859-1)
" _ n B AL o 1
lynx V:29, 1:458 | 1972 | html—text Egéynx dump” $5<48 HTML 8546530 09
" O _ n B AL 5 T—1
elinks V3, 1117 1791 | html text Q;ﬁgé;”ks dump” §5<45 HTML $56.2 3054
~
" 4 n FE 5 =1
links V3, 1:22 2321 | html_ text E%élnks -dump” #5438 HTML S5 37 HIH
~
" 4 n FE =
links2 Vi1, 1011 5466 | html- text g};g%‘ksz ~dump” FESIE HTML BB FH
catdoc V:17,1:1177 | 682 MSWord - text@#efKk MSWord fERFZ4 X Fak TeX fEx
antiword V:1.0,1:6.8 | 587 MSWord - textiggt, MSWord fER2[F F 5% ps FER
unhtml {008 40 | htmiotext | #—{@ HTML R EEMRIEAZS
odt2txt V:2,1:25 60 odt - text REIBCL R RE L RN E S

Table 11.5: AR EAI FERWTASIFR

L) AT KN | BHSRER) A
F":source

vim-runtime V:17,1:366 | 38132 | &= $VIMRUNTIME/syntax/html.vim’ Vim E&+5
LSy R IAREE) HTML

cxref oo 1191 | ¢ html 1 C 78508 latex F HTML fERER (C 353)

src2tex oz 1799 | B BIRT % IATEE] TeX (C 3B3)

; ; R [RIAREEA e oking HTML, XHTML,

source-highlight .55 133 | 2131 | 3= LaTeX, Texinfo, ANSI Bifa##3% 7511 DocBook
FEZ (C++)

e . . . ST L [RIAHRE A moki N HTML,
highlight V05,133 | 14l @5 XHTML, RTF, LaTeX, TeX or XSL-FO #4&, (C++)
gre voo,159 | 208 | D8 B | minEmR T HEMBELRE (Python)
pandoc V:10, 1:48 207402 text—any AR ey (Haskell)
python3-docutils V:13, I:53 2009 | text—any BT ICHE] XML (Python)
markdown V:0.6,1:6.7 | 56 text - html Markdown LFEHFE] (X)HTML (Perl)
asciidoctor V:0.5,1:5.1 | 101 text » any AsciiDoc XX F X HFAERAE] XML/HTML (Ruby)
python3-sphinx | Vi7,1:27 2996 | text-any | ERXHREL RS (Python) EREF
hugo V:0.8,:5.3 | 62224 | text— html FHjA Markdown HEFREVLELZE #n 2%t (Go)

Table 11.6: =4 FERKTASIEK



http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon-graph.php?packages=w3m
https://tracker.debian.org/pkg/w3m
http://packages.debian.org/sid/html2text
http://qa.debian.org/popcon-graph.php?packages=html2text
https://tracker.debian.org/pkg/html2text
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon-graph.php?packages=lynx
https://tracker.debian.org/pkg/lynx
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon-graph.php?packages=elinks
https://tracker.debian.org/pkg/elinks
http://packages.debian.org/sid/links
http://qa.debian.org/popcon-graph.php?packages=links
https://tracker.debian.org/pkg/links
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon-graph.php?packages=links2
https://tracker.debian.org/pkg/links2
http://packages.debian.org/sid/catdoc
http://qa.debian.org/popcon-graph.php?packages=catdoc
https://tracker.debian.org/pkg/catdoc
http://packages.debian.org/sid/antiword
http://qa.debian.org/popcon-graph.php?packages=antiword
https://tracker.debian.org/pkg/antiword
http://packages.debian.org/sid/unhtml
http://qa.debian.org/popcon-graph.php?packages=unhtml
http://qa.debian.org/popcon-graph.php?packages=unhtml
https://tracker.debian.org/pkg/unhtml
http://packages.debian.org/sid/odt2txt
http://qa.debian.org/popcon-graph.php?packages=odt2txt
https://tracker.debian.org/pkg/odt2txt
http://packages.debian.org/sid/vim-runtime
http://qa.debian.org/popcon-graph.php?packages=vim-runtime
https://tracker.debian.org/pkg/vim-runtime
http://packages.debian.org/sid/cxref
http://qa.debian.org/popcon-graph.php?packages=cxref
http://qa.debian.org/popcon-graph.php?packages=cxref
https://tracker.debian.org/pkg/cxref
http://packages.debian.org/sid/src2tex
http://qa.debian.org/popcon-graph.php?packages=src2tex
http://qa.debian.org/popcon-graph.php?packages=src2tex
https://tracker.debian.org/pkg/src2tex
http://packages.debian.org/sid/source-highlight
http://qa.debian.org/popcon-graph.php?packages=source-highlight
https://tracker.debian.org/pkg/source-highlight
http://packages.debian.org/sid/highlight
http://qa.debian.org/popcon-graph.php?packages=highlight
https://tracker.debian.org/pkg/highlight
http://packages.debian.org/sid/grc
http://qa.debian.org/popcon-graph.php?packages=grc
https://tracker.debian.org/pkg/grc
http://packages.debian.org/sid/pandoc
http://qa.debian.org/popcon-graph.php?packages=pandoc
https://tracker.debian.org/pkg/pandoc
http://packages.debian.org/sid/python3-docutils
http://qa.debian.org/popcon-graph.php?packages=python3-docutils
https://tracker.debian.org/pkg/python3-docutils
http://packages.debian.org/sid/markdown
http://qa.debian.org/popcon-graph.php?packages=markdown
https://tracker.debian.org/pkg/markdown
http://packages.debian.org/sid/asciidoctor
http://qa.debian.org/popcon-graph.php?packages=asciidoctor
https://tracker.debian.org/pkg/asciidoctor
http://packages.debian.org/sid/python3-sphinx
http://qa.debian.org/popcon-graph.php?packages=python3-sphinx
https://tracker.debian.org/pkg/python3-sphinx
http://packages.debian.org/sid/hugo
http://qa.debian.org/popcon-graph.php?packages=hugo
https://tracker.debian.org/pkg/hugo
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11.1.8 WA FER
{RET BB BN T R S SRR AL T Bk

11.2 XML &x}

1ERIZ5CEE S Extensible Markup Language (XML) & —fE1ZRCiE S , AN S B4 SIS,
7 XML.COM 143 /M 4R &R

« TR XML

o " {tEER XSLT?”

o "{tEERE XSL-FO?”

- " HHEER XLink?"

11.2.1 XML HEFRRR

XML XFE LKA LG HTML. ERESABEIRMAEE —EX AL ERN. —EMER XML R%R docbook-xs1 #&
128, EIEHEER.

F—{8 XML {ZRF A T ERIEE XML E5B3A.

<?xml version="1.0" encoding="UTF-8"?>

XML JTTRMEAEEZ IR THR AR,

<name attribute="value">content</name>

NAEZTH XML Tt , A TEREERR

<name attribute="value" />

AEFIFFattribute="value"” EAEH,
XML #2EHEERERRSY | 2% T EK =SS

<l-- comment -->

AEMIBIMEED , XML EDESRERFAE REIRENNE REBA TIIF T

FAERENG [T ESH
&quot; HEEE
&apos; TR
&lt; < /NRER
&gt; > KINER
&amp; &: &K

Table 11.7: XML JAE&HEILF)%

“<"BY“&’NRETEEBME (attributes) EXITZE (elements) {FA.



https://zh.wikipedia.org/wiki/XML
https://www.xml.com/
https://www.xml.com/pub/a/98/10/guide0.html
https://www.xml.com/pub/a/2000/08/holman/index.html
https://www.xml.com/pub/a/2002/03/20/xsl-fo.html
https://www.xml.com/pub/a/2000/09/xlink/index.html
https://zh.wikipedia.org/wiki/HTML
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7
& SGML AEREMAEERER , thanasome-tag;”, WEANKR , F—EEHRGEEHEN.
fE’<!ENTITY some-tag "entity value">" ##3F&RIR.

pui}
i
i
P

£
ARE XML IZRLR—BERE—EBLEE (—EERMEANSSEBMEME) | £/ Extensible Stylesheet Language
Transformations (XSLT) K& E| H4b—1E XML , B —BEHA B ERIERS.

11.2.2 XML ¥

B2 TATRARER XML F53 |, thanzh : aT#E7iERES Extensible Stylesheet Language (XSL).
—B{REALT — IR XML RESE |, AR LGS | RAMATRAE A TTHRFE A\ RE 5 844 Extensible Stylesheet
Language Transformations (XSLT) , #%E &5 a{EaMi&=.,

BRI TR e N REE S Extensible Stylesheet Language for Formatting Objects (XSL-FO) 2 FAXR/EAE R

WHIRERTTER. fop BEEELL Debian main fEREZH , RATKE Java XG5S . LaTeX F2VEEE B4 XML {#
FB XSLT &5 , LaTe BEAFE R BRI DVI, PostScript 1 PDF JEER] FIENHIHER,

EIGE] TE AN | EsEER A
docbook-xml V:16, :424 2126 xml DocBook ] XML X &EIRxEZ (DTD)

. {8 F XSLT ¥ DocBook XML plE ik & f&em L A& T,
dochook-xs1l V:16, 11151 14823 | xml/xslt B XSL Bt

TN - — =

xsltproc V:16, 1:76 83 xslt X%S%L-I)- fE< S (XML - XML, HTML, 2630
xmlto V:0.6,1:19.3 | 124 xml/xslt {FF XSLT #& XML BREHEEAR NSRS
fop V:0.8,1:8.7 | 281 xml/xsl-fo # Docbook XML f§Z%1] PDF

, _ {# Fl XSLT % Dochook f&3#EiaA DVI,
dblatex V:1.2,1:6.4 | 4636 | xml/xslt PostScript, PDF ST
dbtoepub YOOS(S); 37 xml/xslt DocBook XML %l.epub &%

Table 11.8: XML T E%I|5%

A XML 2 +1Z2#18 FfE505E S Standard Generalized Markup Language (SGML)R—{EF4, A EIE SGML ik
LA , haEsRIE XML , bbanss X F=ik:E = AR 4552 S Document Style Semantics and Specification Language
(DSSSL).

HHSE AT XN | BASERA A
. G E%WE 3
openjade V:1, 1:23 1066 | dsssl ;;D/IEC 10179:1996 #54= DSSSL atids (il
i ] ] {&F DSSSL EI¥ DocBook XML ZIJ&-F&Ea A&
docbook-dsssl V:0.5, I:18.6 2594 | xml/dsssl i) DSSSL =%

DocBook fERAITEA , BFE#FR DSSSL i
docbook-utils V:0.4,1:6.0 | 287 xml/dsssl B HEMI (HTML, RTF, PS, man, PDF) i
docbook2* 54

Table 11.9: DSSSL T E%I3%k

R
GNOME [ yelp 13 11AE8A 77 (A EHEER DocBook XML 1R , BRRAE UK X EIFEERIER.



https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/Extensible_Stylesheet_Language
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Formatting_Objects
https://zh.wikipedia.org/zh-tw/Java
http://packages.debian.org/sid/docbook-xml
http://qa.debian.org/popcon-graph.php?packages=docbook-xml
https://tracker.debian.org/pkg/docbook-xml
http://packages.debian.org/sid/docbook-xsl
http://qa.debian.org/popcon-graph.php?packages=docbook-xsl
https://tracker.debian.org/pkg/docbook-xsl
http://packages.debian.org/sid/xsltproc
http://qa.debian.org/popcon-graph.php?packages=xsltproc
https://tracker.debian.org/pkg/xsltproc
http://packages.debian.org/sid/xmlto
http://qa.debian.org/popcon-graph.php?packages=xmlto
https://tracker.debian.org/pkg/xmlto
http://packages.debian.org/sid/fop
http://qa.debian.org/popcon-graph.php?packages=fop
https://tracker.debian.org/pkg/fop
http://packages.debian.org/sid/dblatex
http://qa.debian.org/popcon-graph.php?packages=dblatex
https://tracker.debian.org/pkg/dblatex
http://packages.debian.org/sid/dbtoepub
http://qa.debian.org/popcon-graph.php?packages=dbtoepub
http://qa.debian.org/popcon-graph.php?packages=dbtoepub
https://tracker.debian.org/pkg/dbtoepub
https://zh.wikipedia.org/wiki/Standard_Generalized_Markup_Language
https://zh.wikipedia.org/wiki/Document_Style_Semantics_and_Specification_Language
https://zh.wikipedia.org/wiki/Document_Style_Semantics_and_Specification_Language
http://packages.debian.org/sid/openjade
http://qa.debian.org/popcon-graph.php?packages=openjade
https://tracker.debian.org/pkg/openjade
http://packages.debian.org/sid/docbook-dsssl
http://qa.debian.org/popcon-graph.php?packages=docbook-dsssl
https://tracker.debian.org/pkg/docbook-dsssl
http://packages.debian.org/sid/docbook-utils
http://qa.debian.org/popcon-graph.php?packages=docbook-utils
https://tracker.debian.org/pkg/docbook-utils
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/DocBook
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11.2.3 XML ZEHZH

ERTENFZE , FReesaRHEEIIRIN HTML 3 XML EX,

ERL) ATE XN | EAEsERE #AA

man2html V02,114 | 142 | MAVFMER [ o0 EMEE) HTML iR (SHE Col
..... . html #& man fgs ( )

doclifter IVOOO%O 473 troff — xml troff £l) DocBook XML [t

texi2html V:0.2, 1:13.1 1847 | texi- html & Texinfo ] HTML fiESazs

info2www V:1.0,1:11.7 | 74 info - html 7% GNU info 2] HTML i&ERzy (& CGI)

MSWord - | &%k Word 1&=E] HTML, LaTeX, F&XHER

wv V:0.3, 1:2.7 733 (HfAE -y

unrtf V0.4, 1:3.1 159 rtf - html % RTF 2] HTML RS8R

Wp2x V:0.00, 200 WordPerfect L WordPerfect 5.0 #1 5.1 f§Z&21] TeX, LaTeX, troff,
:0.11 BV 5 GML #1 HTML

Table 11.10: XML &¥HEE T A%I%

11.2.4 XML &E¥HeE

HRIE XML HTML RER | fREESEHIRE 1% XHTML , XHTML 2 —EAE I XML BIIH, XHTML RESAH XML
TRRHE.

XML HERMEEEMAEE PP EIRH URL TSN |, BESABHEE.
LN TE XN | DIRE At

xmllint(1) B XML F§&31 TR GEERE

libxml2-utils V.65, 11216 | 205 xml o html < xh bk sAy, | R, )

tidy V10,179 |79 xml o html o XhtATML ZE/ AR B FIEFE AL
weblint-perl | /P00 32 | ## A HTML (/NI IEE AR B 25
linklint g 343 | BAHRE | RERAEEEE TARISARE R

Table 11.11: XML ZWFIENT A%

—BEER XML AR, ERFECNNE S, fREEFER XSLT AR EER.

11.3  HFhR

Unix £ troff IR Y2 AT&T ABIBASM , FTI M EHHR. RAEFAREILFHE.

Donald Knuth #8[] Tex RIFF MARHR TA MR EER LARE. RY)EMH Leslie Lamport F3%# LaTex f£15{&
PR AT ASE 2 7R AFI A Tex HIBRATHRE.

11.3.1 roff HEhR

BHmERL , roff & Unix EFBERXFRERS. 27 roff(7), groff(7), groff(l), grotty(1), troff(1),
groff_mdoc(7), groff_man(7), groff_ms(7), groff_me(7), groff_mm(7) #1"info groff”,

LHLF grof f EBSBAIE | MREN"-me” EEIESHMBEREI— M ENTESE T , ERER"/usr/share/doc/groff/



http://packages.debian.org/sid/man2html
http://qa.debian.org/popcon-graph.php?packages=man2html
https://tracker.debian.org/pkg/man2html
http://packages.debian.org/sid/doclifter
http://qa.debian.org/popcon-graph.php?packages=doclifter
http://qa.debian.org/popcon-graph.php?packages=doclifter
https://tracker.debian.org/pkg/doclifter
http://packages.debian.org/sid/texi2html
http://qa.debian.org/popcon-graph.php?packages=texi2html
https://tracker.debian.org/pkg/texi2html
http://packages.debian.org/sid/info2www
http://qa.debian.org/popcon-graph.php?packages=info2www
https://tracker.debian.org/pkg/info2www
http://packages.debian.org/sid/wv
http://qa.debian.org/popcon-graph.php?packages=wv
https://tracker.debian.org/pkg/wv
http://packages.debian.org/sid/unrtf
http://qa.debian.org/popcon-graph.php?packages=unrtf
https://tracker.debian.org/pkg/unrtf
http://packages.debian.org/sid/wp2x
http://qa.debian.org/popcon-graph.php?packages=wp2x
http://qa.debian.org/popcon-graph.php?packages=wp2x
https://tracker.debian.org/pkg/wp2x
http://packages.debian.org/sid/libxml2-utils
http://qa.debian.org/popcon-graph.php?packages=libxml2-utils
https://tracker.debian.org/pkg/libxml2-utils
http://packages.debian.org/sid/tidy
http://qa.debian.org/popcon-graph.php?packages=tidy
https://tracker.debian.org/pkg/tidy
http://packages.debian.org/sid/weblint-perl
http://qa.debian.org/popcon-graph.php?packages=weblint-perl
http://qa.debian.org/popcon-graph.php?packages=weblint-perl
https://tracker.debian.org/pkg/weblint-perl
http://packages.debian.org/sid/linklint
http://qa.debian.org/popcon-graph.php?packages=linklint
http://qa.debian.org/popcon-graph.php?packages=linklint
https://tracker.debian.org/pkg/linklint
https://zh.wikipedia.org/wiki/Troff
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
https://zh.wikipedia.org/wiki/Roff
https://zh.wikipedia.org/wiki/Macro_(computer_science)
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ERL) TE KN | FsEER) A
texlive V2, 1:30 57 (La)TeX FISHER ., TABFFIENH Te BT
groff V2, 1:26 20577 | troff GNU troff TFRRAFE

Table 11.12: HEhR T H %13k

ET VN
"groff -Tascii -me -"#H7HH ANSI EBERBRAIT . MRIRAEE manpage K HBFAZH F"_" , 7
X {E i {XTE4"GROFF_NO_SGR=1 groff -Tascii -me -7,

N
IMRADEFSIR groff ARMKIFAERPH F"_", FA7col -b -x" KIBEE.

11.3.2 TeX/LaTeX

Tex Live $RESIRHE T £HBK) Te EEAAME. texlive TTAAR TeX Live FK—HES , EHRE RIABTHEEH.
EEAHFS M TeX 1 LaTeX 225K,

* The teTeX HOWTO: The Linux-teTeX Local Guide

* tex(1)

latex(1)

texdoc(l)
texdoctk(1)
"The TeXbook”, ¥E# Donald E. Knuth, (Addison-Wesley)

 "LaTeX - A Document Preparation System”, {3 Leslie Lamport, (Addison-Wesley)
 "The LaTeX Companion”, ¥E#& Goossens, Mittelbach, Samarin, (Addison-Wesley)
EERAARHRIRE. % SCML BIRSFIEE/EAHZETFRIFTHE, lyx SISERMMA Lyx # texmacs BiEE,

IR{ALH) GNU TeXmacs #52& LaTeX 124E 7 6% R EE00FT B B TS AREEIRIE , SAMRFZ A{EA Emacs M Vim £4
HIRIAhSAwEE2S .

BT ER L EIREFE.

e TEXLive Guide - TEX Live 2007 ("/usr/share/doc/texlive-doc-base/english/texlive-en/1live.html")
(texlive-doc-base f1)

* Latex/Lyx KI—{EfSEE$53|
o {#f LaTeX EITXERE

EXHEMEE AR, TeX BiFE s, RINAETE/etc/texmf/texmf. cnf” 380 pool A/ (BREVIREREE 2 4R
#g2"/etc/texmf/texmf.d/95NonPath” ¥ H#{T update- texmf(8)) KISE LA,

)

"The TeXbook” i) TeX FIARERTPA{E texbook.tex f] www.ctan.org tex-archive ¥5 25 F T &, HIERBETHRAZ
BMENARTES . REERICSCHFIZE 7 2055 10 TR T HFE \input manmac \proofmodefalse”, i
ATRAR tex(1) ZREEIHM L. FeaZ R EIBEIEAE (BF Donald E. Knuth B ME) A RE AR LR
{B243 AP FRIAIEHE R 2E Tex M ARIFHIFIF !



http://packages.debian.org/sid/texlive
http://qa.debian.org/popcon-graph.php?packages=texlive
https://tracker.debian.org/pkg/texlive
http://packages.debian.org/sid/groff
http://qa.debian.org/popcon-graph.php?packages=groff
https://tracker.debian.org/pkg/groff
https://zh.wikipedia.org/wiki/轉義序列
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
https://tldp.org/HOWTO/TeTeX-HOWTO.html
https://zh.wikipedia.org/wiki/Standard_Generalized_Markup_Language
https://zh.wikipedia.org/wiki/Lyx
https://zh.wikipedia.org/wiki/GNU_TeXmacs
https://zh.wikipedia.org/wiki/LaTeX
https://zh.wikipedia.org/wiki/WYSIWYG
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://www.stat.rice.edu/~helpdesk/howto/lyxguide.html
https://www-h.eng.cam.ac.uk/help/tpl/textprocessing/latex_basic/latex_basic.html
https://www.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex
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11.3.3 ZXHPENFHE

TREESA AN TMEE —EFE S EENRM_ LIRSS IED T B

$ man -Tps some_manpage | lpr

11.3.4 EVFME

HE AL roff AR FME (manpage) BFAEN , EHE 6 — LA ERARELFREA.

EIGRL ) TE KN | EESEER %{iﬂﬁ ]

docbook-to-man V:0.7,1:6.2 189 ;(%?/%_, man %‘é DocBook SGML £ roff Ffif RESFH< HIHHA

help2man V:0.6,1:6.7 | 542 t;%tﬂ_ma” &)@ —-help BHEBLFFHENTA

info2man |\:/é)c.)'2012’ 134 g%%man #i% GNU info 51 POD B B pgisin e
V:0.07, text - man e . N

txt2man 0,70 112 HE JEALRER ASCI XL A F i Big

Table 11.13: By FMERNTASIF

11.4 WJENRIKER

7£ Debian &t , AJSIENAIERLE PostScript /8, %HIE PostScript ENZR# , 18 Unix SIED AL (CUPS) £ A
Ghostscript {EAHZ =Y RIEFE.

FERILM) Debian R&EF , AIFIENER , LATRAR PDF #3aR7R.

PDF t£R8E%E A GUI (BEERENTE) KR LRER , ENHBRIEE M ABIETE) GUI (BEFERE M)
R ILHE |, bkan Evince #1 Okular (2 R &6 7.4); ARIRAZIEERS | bban Chromium,

PDF &R aE5{F A Lo & T B 4wEE |, bban LibreOffice, Scribus # Inkscape (2 R.&1 11.6).

N
RAESIF GIMP BEE PDF #5838 , WAESMSHR 300 dpi ERMMRATE |, 1§ PDF #A PNG 183, EREATAES
LibreOffice 5 RE i , AREERRIEER—EIIERNERSIENE L.

11.4.1 Ghostscript

BRI ATENRIB ERHKAZ M2 Ghostscript PostScript Hi2% , Easfat i %.

I
"gs -h" BEFAREZR Ghostscript KIFRELE.



https://zh.wikipedia.org/wiki/Troff
http://packages.debian.org/sid/docbook-to-man
http://qa.debian.org/popcon-graph.php?packages=docbook-to-man
https://tracker.debian.org/pkg/docbook-to-man
http://packages.debian.org/sid/help2man
http://qa.debian.org/popcon-graph.php?packages=help2man
https://tracker.debian.org/pkg/help2man
http://packages.debian.org/sid/info2man
http://qa.debian.org/popcon-graph.php?packages=info2man
http://qa.debian.org/popcon-graph.php?packages=info2man
https://tracker.debian.org/pkg/info2man
http://packages.debian.org/sid/txt2man
http://qa.debian.org/popcon-graph.php?packages=txt2man
http://qa.debian.org/popcon-graph.php?packages=txt2man
https://tracker.debian.org/pkg/txt2man
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/Evince
https://zh.wikipedia.org/wiki/Okular
https://zh.wikipedia.org/wiki/Chromium
https://zh.wikipedia.org/wiki/LibreOffice
https://zh.wikipedia.org/wiki/Scribus
https://zh.wikipedia.org/wiki/Inkscape
https://zh.wikipedia.org/wiki/GIMP
https://zh.wikipedia.org/wiki/PNG
https://zh.wikipedia.org/wiki/LibreOffice
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/PostScript
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L MTE NIEL
ghostscript V:153, 1:580 | 183 GPL Ghostscript PostScript/PDF Eazas
ghostscript-x V1, 1117 88 GPL Ghostscript PostScript/PDF HiZgs-X BB/ 15

Tibpoppleri47 V111, 1:283 | 4891 | PDF jEZ:E (xpdf PDF BI& M9 X)
Libpoppler-glib8tlass | o7g | 550 | PDEIZE (Hit Glib )
poppler-data V:168, 1:600 | 13086 | Fijt PDF JEZEEf) CMaps (CIK XiE : Adobe-*)

Table 11.14: Ghostscript PostScript HiEa8¥13&

11.4.2 &1#m{E PS = PDF t&%

L

E#h{# A3 Ghostscript F ¥ gs(1) KA 3t {E PostScript(PS) B A2 IE L H&, (PDF) FEZ.

S -q -dNOPAUSE -dBATCH -sDEVICE=pswrite -sOutputFile=bla.ps -f fool.ps foo02.ps
S -q -dNOPAUSE -dBATCH -sDEVICE=pdfwrite -sOutputFile=bla.pdf -f fool.pdf foo2.pdf

)
PDF EABRENEBEFEAENRERER , EAH ERTH —LESMFMARTBAE T 1 PS #53.

IR
KR5S 5K , psmerge(l) # psutils B HHEATES7ERIE PostScript XHRFRRA A, pdftk BFH
pdftk(l) 7EIE PDF 4RBHREIRERIFRAN.

11.4.3 RIHAJENRIERAK TR
T REEENRIERK T ARSI,

11.4.4 FJ CUPS %IE[]

Unix BFASIEDARZE (CUPS) i 1p(1) A 1pr(1) 154-#0RME T B E BRI IENERIHEIE,
RATLAE R T IIFE SR —ERIIED 3 B %ET BRSHHER.

$ 1p -n 3 -0 Collate=True filename
$ 1lpr -#3 -0 Collate=True filename

{REEFIEI@”-0 number-up=2",”-0 page-set=even”,”-o page-set=odd”’,”-o0 scaling=200",”-0 natural-sca

FEENRMETARE — D ERENRMIRME | FHARSHZ RI54 33 ENFIIEIE,

11.5 EjfFERER

YRR B R RS BT T IRAGERER.

N
ANREBE R P n] UECEE A IMAPA mRR:S , A5 ABMAR SRR RAS 4 IMAP4) {7 fRa% 7] AR BACER 1L 2R
BEMH ARG AEEBLH K.



http://packages.debian.org/sid/ghostscript
http://qa.debian.org/popcon-graph.php?packages=ghostscript
https://tracker.debian.org/pkg/ghostscript
https://zh.wikipedia.org/wiki/Ghostscript
http://packages.debian.org/sid/ghostscript-x
http://qa.debian.org/popcon-graph.php?packages=ghostscript-x
https://tracker.debian.org/pkg/ghostscript-x
http://packages.debian.org/sid/libpoppler147
http://qa.debian.org/popcon-graph.php?packages=libpoppler147
https://tracker.debian.org/pkg/libpoppler147
http://packages.debian.org/sid/libpoppler-glib8t64
http://qa.debian.org/popcon-graph.php?packages=libpoppler-glib8t64
https://tracker.debian.org/pkg/libpoppler-glib8t64
http://packages.debian.org/sid/poppler-data
http://qa.debian.org/popcon-graph.php?packages=poppler-data
https://tracker.debian.org/pkg/poppler-data
https://zh.wikipedia.org/wiki/CJK_characters
https://zh.wikipedia.org/wiki/PostScript
https://en.wikipedia.org/wiki/PDF
https://en.wikipedia.org/wiki/PDF
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
http://localhost:631/help/options.html
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
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N AT AN | B B
s V:134, pdf - ps,text,| PDF LK : pdftops, pdfinfo, pdfimages,
poppler-utils 1:490 760 pdftotext, pdffonts
psutils V:4,1:54 34 ps - ps PostScript fEREBHR T E
poster V:0.1,1:1.8 | 58 ps - ps F8 PostScript BX/ERELER
. o text - ps, &1}, ASCII =%/ PostScript, HTML, RTF 3k
enscript Vi, 11 2138 html, rtf Pretty-Print
ORI "R XCF 2] PostScript’ fiFik=51 BB EMER
azps V:0.6, 1:7.3 4083 | text-ps SHEFENFE
pdftk V1,125 28 pdf = pdf PDF X8R T H : pdftk
htm12ps V:0.2,1:1.9 | 256 html - ps & HTML %1 PostScript FiS#zs
gnuhtml2latex Y006077 26 html - latex | £ html 2| latex KERzs
] ] R LaTeX SCHFZEIBER Microsoft Word :EEX
latex2rtf V:0.1, 1:12.3 | 495 latex  rtf RTE A& 5tH93 14
- 1% PostScript £] EPS (Encapsulated PostScript)
2 V2, I - o
ps2eps , 1:35 95 ps - eps i 58
e2ps oL 104 | textops | 4 B XS XIBISITE] PostScript HHRE
impose+ V0.1, 1:1.5 | 118 ps - ps PostScript TR
: V:0.01, ESHIPENFFZ BFEs (C, C++, Java, Pascal,
trueprint 1:0.08 148 text—ps Perl, Pike, Sh, 1 Verilog) %I PostScript, (C:&5
pdf2svg V:0.3,1:33 | 33 pdf - svg PDF Z[a] FHR ) £ B PR RIS R 7%
pdftoipe YOO4%1 74 pdf - ipe 1% PDF || IPE‘s XML ¥\ E#R25
Table 11.15: FRIEATENRIERIKN T ASIR
N TR AN | BEgEEA) B
, - shar(1), unshar(l), uuencode(l),
sharutils V:3, 1:30 1436 | EpiF uudecode(1)
mpack V:0.9,1:8.4 | 109 MIME AmhsFNf%RS MIME &=\ mpack(1) #1 munpack(1)
&, MIME MiEEL R " application/ms-tnef” , 3Z4&
f V:0.4, I:4. 1 -tnef s
tne 04143 1103 | mstel | X feeapiinie A
uudeview V:0.2,1:1.9 | 105 | Bp¢ IR RS R AR uuencode,

xxencode, BASE64, quoted printable 1 BinHex

Table 11.16: HENRAERFEREHRNE SRS &



http://packages.debian.org/sid/poppler-utils
http://qa.debian.org/popcon-graph.php?packages=poppler-utils
http://qa.debian.org/popcon-graph.php?packages=poppler-utils
https://tracker.debian.org/pkg/poppler-utils
http://packages.debian.org/sid/psutils
http://qa.debian.org/popcon-graph.php?packages=psutils
https://tracker.debian.org/pkg/psutils
http://packages.debian.org/sid/poster
http://qa.debian.org/popcon-graph.php?packages=poster
https://tracker.debian.org/pkg/poster
http://packages.debian.org/sid/enscript
http://qa.debian.org/popcon-graph.php?packages=enscript
https://tracker.debian.org/pkg/enscript
http://packages.debian.org/sid/a2ps
http://qa.debian.org/popcon-graph.php?packages=a2ps
https://tracker.debian.org/pkg/a2ps
http://packages.debian.org/sid/pdftk
http://qa.debian.org/popcon-graph.php?packages=pdftk
https://tracker.debian.org/pkg/pdftk
http://packages.debian.org/sid/html2ps
http://qa.debian.org/popcon-graph.php?packages=html2ps
https://tracker.debian.org/pkg/html2ps
http://packages.debian.org/sid/gnuhtml2latex
http://qa.debian.org/popcon-graph.php?packages=gnuhtml2latex
http://qa.debian.org/popcon-graph.php?packages=gnuhtml2latex
https://tracker.debian.org/pkg/gnuhtml2latex
http://packages.debian.org/sid/latex2rtf
http://qa.debian.org/popcon-graph.php?packages=latex2rtf
https://tracker.debian.org/pkg/latex2rtf
http://packages.debian.org/sid/ps2eps
http://qa.debian.org/popcon-graph.php?packages=ps2eps
https://tracker.debian.org/pkg/ps2eps
http://packages.debian.org/sid/e2ps
http://qa.debian.org/popcon-graph.php?packages=e2ps
http://qa.debian.org/popcon-graph.php?packages=e2ps
https://tracker.debian.org/pkg/e2ps
http://packages.debian.org/sid/impose+
http://qa.debian.org/popcon-graph.php?packages=impose+
https://tracker.debian.org/pkg/impose+
http://packages.debian.org/sid/trueprint
http://qa.debian.org/popcon-graph.php?packages=trueprint
http://qa.debian.org/popcon-graph.php?packages=trueprint
https://tracker.debian.org/pkg/trueprint
http://packages.debian.org/sid/pdf2svg
http://qa.debian.org/popcon-graph.php?packages=pdf2svg
https://tracker.debian.org/pkg/pdf2svg
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/pdftoipe
http://qa.debian.org/popcon-graph.php?packages=pdftoipe
http://qa.debian.org/popcon-graph.php?packages=pdftoipe
https://tracker.debian.org/pkg/pdftoipe
http://packages.debian.org/sid/sharutils
http://qa.debian.org/popcon-graph.php?packages=sharutils
https://tracker.debian.org/pkg/sharutils
http://packages.debian.org/sid/mpack
http://qa.debian.org/popcon-graph.php?packages=mpack
https://tracker.debian.org/pkg/mpack
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/tnef
http://qa.debian.org/popcon-graph.php?packages=tnef
https://tracker.debian.org/pkg/tnef
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/uudeview
http://qa.debian.org/popcon-graph.php?packages=uudeview
https://tracker.debian.org/pkg/uudeview
https://zh.wikipedia.org/wiki/Uuencoding
https://zh.wikipedia.org/wiki/Xxencode
https://zh.wikipedia.org/wiki/Base64
https://zh.wikipedia.org/wiki/Quoted-printable
https://zh.wikipedia.org/wiki/BinHex
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11.5.1 BEpHERIER

B (SMTP) BRI FEEWIRT A 7 L EKRF, —EQHIERM 8 X FEKHER Multipurpose Internet Mail
Extensions (MIME) 4848 £ G E MR E M MRRNF TEMIER) 7 g, (BRFRK 11.2),

PREEREPHA ISR mbox , B2 K{E RFC2822 (F§ RFC822 & 3#T) K&\, 2R mbox(5) (A mutt BESEIR{L).

HRENEES, BRIRE{HE 8 i1t , "Content-Transfer-Encoding: quoted-printable” jil ISO-8859-1
FIUEIRE W AR EME . ANREMN L F B AmiS24 UTF-8, Bt T2 8 7 &k} , M Content-Transfer-Encoding:
quoted-printable” th2&EM.

HitAEE , 4K Content-Type: text/plain; charset=IS0-2022-JP" B AR ENME IR SCFIE 7 0.

IBEZ MM AR EAE SR T Shit-JIS REREE, MBEAEXTRM UTF-8 %k, BRAHH S 8
RifER | {85 Basesd AT, HETHES RFIMSTE.

)
INRARAFE Unix BB E R T RUEIB — (B B IMAP4A fR#5@ERAAAE Debian & Fima/if , /R UE B BT IR
IMAP4 JRF S ASEB(HE RS .

)
MRAFERHCEHRETERR , F—HIEEFIFEENE] mbox FBINPLELF. % mutt(l) EHRS IEEME FipfEa] L
fEFRMTT RIS ARIRIE.

YRATAE A procmail(l) 1 formail(l) IEERASN D BIRLE — B4
S—HEERESE AR A mpack EIEEM munpack(l) 64 (BHEHEKNTE) XKEE MIME 4RiSNE.

11.6 BEERLA

HER1% gimp(l) BB ENEREREEE RN , B4 imagemagick(l) EMTELSII T AERTESEREN{LE
BE LR REHAN.

B ENBREMESNRE R BT TR RIEREN(EXIF) , EREERNEE JPEGC EREREN LE—L& T ERHE
#. TR EENBR. RRIAMEEE R EM.

The Lempel-Ziv-Welch (LZW) 418 &R BRAEZEF S4BT . /A LZW B4 AR BELEME (GIF) TAEIRE
] PA7E Debian A% FEHRFERAT .

N
{RATHE AT ENGLER A E NS AE M BT 23 AR AT AFE Linux EIBI8 USB 77 EEES K TAE , AT EEAMEE
RAGGHRRY B FAT R A% , %46 10.1.7,

11.6.1 BEEERITA (Jrikiga)

TITERE AR R aptitude(8) RSEAEN TARN—EIFARS. “Debian F4G T AMEBF SIS BT sesE
A RS —EF RS,

EFZIN
f£ aptitude(8) (£2#£% 2.2.6) FHERKER~Gworks-with: :image” KEAEZ RS LA,



https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
https://datatracker.ietf.org/doc/rfc2822/
https://zh.wikipedia.org/wiki/Base64
https://zh.wikipedia.org/wiki/Exchangeable_image_file_format
https://zh.wikipedia.org/wiki/JPEG
https://zh.wikipedia.org/wiki/Lempel-Ziv-Welch
https://zh.wikipedia.org/wiki/Graphics_Interchange_Format
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://qa.debian.org/developer.php?email=pkg-phototools-devel@lists.alioth.debian.org
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wme [ AT K| s #EA
education-graphiqg, 4 31 | V9 PO | mpm g nE BRI,
open-font-design _I:té).8%klt 9 ttf, ps, PR B AL ST

Table 11.17: EEER T AR (JtiiEE)
EIEL ) TE KN | FsERR) ELE)

=T (2
gimp V:33,1:229 | 32032 3;/ (RAfE GNU B ERIRFER
BE (ZhfE 1 SANE 12 GTK MamE S | GRIET
V:10, 1:136 | 1512 | =2 " A gl i
xsane 8l) IR RAIET)
scribus Vi1, 1:14 32289 | PSIPASVE! | govinus DTP wtesg
libreoffice-dray ?,’2113%1’ 10992 | B (%) | LibreOffice /A EH-@E
inkscape V:13, 1:85 110787 BE (M=) | SVG (JFEk R EETE)inE s
dia V2, 1:18 3812 | B (AE) | B&AmiEse (GK)
xfig V:0.6,1:9.2 [ 7951 | @E (ME) | ZEE M@~ , EERNERECZEEAFE
gocr V:0.6, 1:14.4 | 549 image - text | % OCR {2
eog V:32,1:165 | 10310 | & (Exif) Eye of GNOME &R BIE 21\
gthumb V:3, 1113 5162 | 3% (Exif) | 25815 s (GNOME)
geeqie V4, 1:12 2871 | & (Exif) EX GTK REZREER
shotwell V16, 11259 | 6334 | 3% (Exif) | BUGHA BiFss (GNOME)
gwenview V:41, 11119 | 6001 | 52 (Exif) FElEss (KDE)
kamera 11118 982 & (Exif) | KDE R IESRSMHEEN EREGE
digikam V:1.9,1:9.2 | 302 ¥% (Exif) | FIX KDE R ERERE TR RS ER
darktable V4, 1112 35892 | % (Exif) | HcAnERIESTINGF
hugin V0.6, 1:6.2 | 6489 | & (Exif) | 2REIR &M
Tibrecad Vi1, 1115 9100 | DXF , - 2D CAD ZEklimaass
freecad Vi1, 1:21 107 DXF , --+-++ 3D CAD &¥ligtEzs
blender V:3, 1:24 92911 f’/lgr,\'/ﬂi T_'._FF’ FRENE 3D AwtE =5
mm3d ?_’60'2%4’ 4123 ;";39}, Obj, | w5 OpenGL ) 3D L 4RERE
fontforge V:0.7,1:6.0 | 4058 | ttf, ps, - A3 PS , TrueType # OpenType RIFE 4nEE 25
e V:0.01, R TrueType FRIH) AR & T/ NF R R AT

xgridfit 10,10 878 ttf HoFRst

Table 11.18: EEERTH (GUI BIEFEREN M) FIk



http://packages.debian.org/sid/education-graphics
http://qa.debian.org/popcon-graph.php?packages=education-graphics
https://tracker.debian.org/pkg/education-graphics
http://packages.debian.org/sid/open-font-design-toolkit
http://qa.debian.org/popcon-graph.php?packages=open-font-design-toolkit
https://tracker.debian.org/pkg/open-font-design-toolkit
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon-graph.php?packages=gimp
https://tracker.debian.org/pkg/gimp
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon-graph.php?packages=xsane
https://tracker.debian.org/pkg/xsane
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon-graph.php?packages=scribus
https://tracker.debian.org/pkg/scribus
https://zh.wikipedia.org/wiki/Scribus
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
http://qa.debian.org/popcon-graph.php?packages=libreoffice-draw
https://tracker.debian.org/pkg/libreoffice-draw
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon-graph.php?packages=inkscape
https://tracker.debian.org/pkg/inkscape
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon-graph.php?packages=dia
https://tracker.debian.org/pkg/dia
http://packages.debian.org/sid/xfig
http://qa.debian.org/popcon-graph.php?packages=xfig
https://tracker.debian.org/pkg/xfig
http://packages.debian.org/sid/gocr
http://qa.debian.org/popcon-graph.php?packages=gocr
https://tracker.debian.org/pkg/gocr
http://packages.debian.org/sid/eog
http://qa.debian.org/popcon-graph.php?packages=eog
https://tracker.debian.org/pkg/eog
http://packages.debian.org/sid/gthumb
http://qa.debian.org/popcon-graph.php?packages=gthumb
https://tracker.debian.org/pkg/gthumb
http://packages.debian.org/sid/geeqie
http://qa.debian.org/popcon-graph.php?packages=geeqie
https://tracker.debian.org/pkg/geeqie
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon-graph.php?packages=shotwell
https://tracker.debian.org/pkg/shotwell
http://packages.debian.org/sid/gwenview
http://qa.debian.org/popcon-graph.php?packages=gwenview
https://tracker.debian.org/pkg/gwenview
http://packages.debian.org/sid/kamera
http://qa.debian.org/popcon-graph.php?packages=kamera
https://tracker.debian.org/pkg/kamera
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon-graph.php?packages=digikam
https://tracker.debian.org/pkg/digikam
http://packages.debian.org/sid/darktable
http://qa.debian.org/popcon-graph.php?packages=darktable
https://tracker.debian.org/pkg/darktable
http://packages.debian.org/sid/hugin
http://qa.debian.org/popcon-graph.php?packages=hugin
https://tracker.debian.org/pkg/hugin
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon-graph.php?packages=librecad
https://tracker.debian.org/pkg/librecad
http://packages.debian.org/sid/freecad
http://qa.debian.org/popcon-graph.php?packages=freecad
https://tracker.debian.org/pkg/freecad
http://packages.debian.org/sid/blender
http://qa.debian.org/popcon-graph.php?packages=blender
https://tracker.debian.org/pkg/blender
http://packages.debian.org/sid/mm3d
http://qa.debian.org/popcon-graph.php?packages=mm3d
http://qa.debian.org/popcon-graph.php?packages=mm3d
https://tracker.debian.org/pkg/mm3d
http://packages.debian.org/sid/fontforge
http://qa.debian.org/popcon-graph.php?packages=fontforge
https://tracker.debian.org/pkg/fontforge
http://packages.debian.org/sid/xgridfit
http://qa.debian.org/popcon-graph.php?packages=xgridfit
http://qa.debian.org/popcon-graph.php?packages=xgridfit
https://tracker.debian.org/pkg/xgridfit
https://zh.wikipedia.org/wiki/Hinting
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11.6.2 EEERTLE (GUI BEMERENT)
T3 GUI (BRAERENTE) MER SRR MR fSIE T BRI aiEE 7 HRMRBk.

11.6.3 EEEKTE (CLI $45)
T3 CLI (f543)) METEERER, MmEEMEE T RIS EHE T RWIRIK,

HHEE AT XN | BAsERA e
= TE (2 .
imagemagick V29, 1:291 77 3;/ (R B RIEFE
.
graphicsmagick | V:1.3,1:9.4 | 5816 3;/ (R FH AN (imagemagick JRAH KRK)
=T (2
netpbm V:29, 1:301 8435 3;/ (Ree BENERERT A
libheif-examples ., . .. . . WRER B IETIE (HEIF) 1 JPEG PNG
V:0.3,1:35 | 439 | heif - jpeg(bitmgp} M&‘t‘. M hoif. convert(l) Ha
: : N . Windows FFRAl et PNG R , &&
icoutils V4, 1:35 221 png cho(bltm PNG #&tati{y, 2B #E (favicon.ico)
i i S BEA B ETY
pstoedit V2, 141 1076 pEs/pdfﬁlmagebestScrlpt 1 PDF f2EXZn iR MM EEERNE
=) HZs (SVG)
Libwmf-bin Vi5,1:90 | 149 %')”dov"s’ 'magﬁ&mdows TR (MEERER) ST A
fig2sxd ?,’60'2%4’ 151 fjig)* XA | s xrig 452 OpenOffice.org A&
unpaper V2, 1:117 417 image — imagefZ ZI¥ OCR fid EmM L E
tesseract-ocr V:8, 1:33 2210 | image - text | EMNEZ MR OCR 3| Z K #E OCR #HiZ
. : TR X =
tesseract-ocr-er g\/:8, 134 4032 | image - text OC;B;I TEKR - AR ESEFER tesseract-ocr ;
=]
ocrad V:0.3,1:2.5 | 604 image — text | %2& OCR #X9E
exif V-3, 1:55 335 % (Exif)y | B/~ JPEG 12X EXIF E\RKTES I T A
exivz V2, 121 429 % (Exify | EXIF/IPTC Jg é“ﬁ[%f@li
exiftran V1, 112 81 2% (Exif) | HEBEIEHEEN jpeg HRIER
7 TEREN EXf EBMERL
exiftags V:0.3,1:3.0 | 309 | % (Exif) ﬁ%&ﬁ*ﬁ%ﬂ‘] JPEG fiasa it Exif ERr R L
exifprobe V:0.3,1:2.6 | 502 2% (Exif) XEuERE FhiEl T ER
1 I
deraw V:1.0,1:8.3 | 428 gfgz(ff” IR AR SRS ARHAE
findimagedupes | V:0.1,1:11.3 | 75 image - fingergRAAMEER R R
V:.0.01 . . ., N ~
ale |_00105 : 818 image - image &t KIBME A EHERREIEER
imageindex V:0.2, 1114 | 143 image(Exif) -| MlE JEFEILFFRE HTML 1858
outguess V:0.2,1:11.3 | 230 jpeg,png 1B A Steganographic TE
jpegoptim V:0.8,1:6.2 | 59 jpeg BI1EW JPEG 18X
optipng V:3, 1:43 187 | png &{EWN PNG 18X , BR AR
pngquant Vi, 111 62 png B1E PNG 12X , B XA

Table 11.19: BIE &R T A (CLI 54%31) 3I5%



http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon-graph.php?packages=imagemagick
https://tracker.debian.org/pkg/imagemagick
http://packages.debian.org/sid/graphicsmagick
http://qa.debian.org/popcon-graph.php?packages=graphicsmagick
https://tracker.debian.org/pkg/graphicsmagick
http://packages.debian.org/sid/netpbm
http://qa.debian.org/popcon-graph.php?packages=netpbm
https://tracker.debian.org/pkg/netpbm
http://packages.debian.org/sid/libheif-examples
http://qa.debian.org/popcon-graph.php?packages=libheif-examples
https://tracker.debian.org/pkg/libheif-examples
https://zh.wikipedia.org/wiki/High_Efficiency_Image_File_Format
http://packages.debian.org/sid/icoutils
http://qa.debian.org/popcon-graph.php?packages=icoutils
https://tracker.debian.org/pkg/icoutils
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/Favicon
http://packages.debian.org/sid/pstoedit
http://qa.debian.org/popcon-graph.php?packages=pstoedit
https://tracker.debian.org/pkg/pstoedit
http://packages.debian.org/sid/libwmf-bin
http://qa.debian.org/popcon-graph.php?packages=libwmf-bin
https://tracker.debian.org/pkg/libwmf-bin
http://packages.debian.org/sid/fig2sxd
http://qa.debian.org/popcon-graph.php?packages=fig2sxd
http://qa.debian.org/popcon-graph.php?packages=fig2sxd
https://tracker.debian.org/pkg/fig2sxd
http://packages.debian.org/sid/unpaper
http://qa.debian.org/popcon-graph.php?packages=unpaper
https://tracker.debian.org/pkg/unpaper
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr
https://tracker.debian.org/pkg/tesseract-ocr
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr-eng
http://qa.debian.org/popcon-graph.php?packages=tesseract-ocr-eng
https://tracker.debian.org/pkg/tesseract-ocr-eng
http://packages.debian.org/sid/ocrad
http://qa.debian.org/popcon-graph.php?packages=ocrad
https://tracker.debian.org/pkg/ocrad
http://packages.debian.org/sid/exif
http://qa.debian.org/popcon-graph.php?packages=exif
https://tracker.debian.org/pkg/exif
http://packages.debian.org/sid/exiv2
http://qa.debian.org/popcon-graph.php?packages=exiv2
https://tracker.debian.org/pkg/exiv2
http://packages.debian.org/sid/exiftran
http://qa.debian.org/popcon-graph.php?packages=exiftran
https://tracker.debian.org/pkg/exiftran
http://packages.debian.org/sid/exiftags
http://qa.debian.org/popcon-graph.php?packages=exiftags
https://tracker.debian.org/pkg/exiftags
http://packages.debian.org/sid/exifprobe
http://qa.debian.org/popcon-graph.php?packages=exifprobe
https://tracker.debian.org/pkg/exifprobe
http://packages.debian.org/sid/dcraw
http://qa.debian.org/popcon-graph.php?packages=dcraw
https://tracker.debian.org/pkg/dcraw
http://packages.debian.org/sid/findimagedupes
http://qa.debian.org/popcon-graph.php?packages=findimagedupes
https://tracker.debian.org/pkg/findimagedupes
http://packages.debian.org/sid/ale
http://qa.debian.org/popcon-graph.php?packages=ale
http://qa.debian.org/popcon-graph.php?packages=ale
https://tracker.debian.org/pkg/ale
http://packages.debian.org/sid/imageindex
http://qa.debian.org/popcon-graph.php?packages=imageindex
https://tracker.debian.org/pkg/imageindex
http://packages.debian.org/sid/outguess
http://qa.debian.org/popcon-graph.php?packages=outguess
https://tracker.debian.org/pkg/outguess
https://zh.wikipedia.org/wiki/Steganography
http://packages.debian.org/sid/jpegoptim
http://qa.debian.org/popcon-graph.php?packages=jpegoptim
https://tracker.debian.org/pkg/jpegoptim
https://zh.wikipedia.org/wiki/JPEG
http://packages.debian.org/sid/optipng
http://qa.debian.org/popcon-graph.php?packages=optipng
https://tracker.debian.org/pkg/optipng
https://zh.wikipedia.org/wiki/PNG
http://packages.debian.org/sid/pngquant
http://qa.debian.org/popcon-graph.php?packages=pngquant
https://tracker.debian.org/pkg/pngquant
https://zh.wikipedia.org/wiki/PNG
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11.7 AFIFEENERERT R

EEAHZHMAR S ERKTI A, 7£ aptitude(8) (2% 2.2.6) AR KERX"~Guse: :converting"”
REFIN T HEREE

LN AT e ]
alien Vi1, .14 150 rpm/tgz — deld FESFKEHIERFE EESTR A Debian IS
. V:0.01, LI EBTE (& AT) BRE—R JIS X 4081
freepwing 1002 447 EILEPWW(:%Et (EPW”(\EE\]/T%“?Z%) E—H
calibre V9, 1:27 65618 | any~EPUB | B fEERaHEEIE

Table 11.20: NEFEFAM SRR T A3%&

REESMIEB AN FATEL1E RPM BT IREUEH.

$ rpm2cpio file.src.rpm | cpio --extract



http://packages.debian.org/sid/alien
http://qa.debian.org/popcon-graph.php?packages=alien
https://tracker.debian.org/pkg/alien
http://packages.debian.org/sid/freepwing
http://qa.debian.org/popcon-graph.php?packages=freepwing
http://qa.debian.org/popcon-graph.php?packages=freepwing
https://tracker.debian.org/pkg/freepwing
https://ja.wikipedia.org/wiki/JIS_X_4081
https://ja.wikipedia.org/wiki/EPWING
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon-graph.php?packages=calibre
https://tracker.debian.org/pkg/calibre

Debian 2% 225/ 247

Chapter 12

ATy

BT —L Debian ZGFREN , EEE PRGN AIRE TR ESRE, THEESEENEEafidy
HER ST

Zi# manpages # manpages-dev Bz , AfPUAIRETman £ EEFMEFHSEEN. KT GNULTH
AR ERZ 1 , TTRUBBIETInfo FEFLTMEES X2 HE, KL GFDL Baff gkl DFSG X A3%A , Fild
YRAJREZELE main AEFHEE contrib #l non-free A8 FEAL LR EM.

a5 BIERRAEHIR S TR, 8R4 105,

A

REftest tEE T HTIAE AL T , B shell RNEA test 154,

RS
==

RAT DB IR RS 2 AR FF B4R E " /usr/ loca 'Sk /opt’ B % , EHR AT LU S SR AR ARFE i,

N
“HRER 99 R HARERBI ] AR RIR I B IR R FERE S TS A,

12.1 Shell }4<

Shell {17 216838 FTEAEMATHITHRICA HF.

#1/bin/sh
. command lines

SFE—1TTEUARER I B TIE (S AH shell fi#FE2R.

RATE shell TESMBMERITINER SRR Unix RA2 WA TIER, EHEH L shell FBIERETHIRR. HE Shell $
i%" (https:/iwww.greenend.org.uk/rjk/2001/04/shell.ntml) , AR EERH Y,

A% shell TERK (2RE 1.5 6 1.6) , shell WASSARERSH. HAFBEIRS.



https://www.99-bottles-of-beer.net/
https://zh.wikipedia.org/wiki/Shell_script
https://www.greenend.org.uk/rjk/2001/04/shell.html
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12.1.1 POSIX shell 35 M

AP TS 5SS ABIBER POSIX shell (2RF&HE 1.13) RHIT.

o TERRAYAEE BN POSIX shell "/usr/bin/sh” & —{@#E@Z /usr/bin/dash fIFFSRELL | WHETS RGFEVE .
o AR E BN POSIX shell & /usr/bin/bash,

¥ h4smEs EA bashisms (bash 1k,) 543 zshisms (zsh t) :EIAH shell T8 , FERTESISTERNTHE POSIX shell
ZEEBBtEM. KROTUER checkbashisms(l) HHEITIRE.

1784 : POSIX JEZZ8 % : bashism

if [ "$foo" = "$bar" ] ; then --- | if [ "$foo" == "$bar" ] ; then --
diff -u file.c.orig file.c diff -u file.c{.orig,}

mkdir /foobar /foobaz mkdir /foo{bar, baz}

funcname() { -} function funcname() { ---}
JUEBRHIRE - "\377” T7OERHREEN - \xFf”

Table 12.1: %Y bashism :&i%%I|3R

fEf"echo” IESNRHR FELEUTRERE , AAMRIBNZE shell MSMTESHAE , ENERBEER.

o BERAERRR - 0" UM S EIE,
« BRETHRPERASRFS , AAIIRE shell RE , sHEEZERAERBA—K.

)z
BB -n"EIAY AR POSIX 35k , (BEECHRIZIER.

N
MRFAERAEME TP RABERFS , A'printf” 154 "echo” 154,

12.1.2 Shell 2%

$E5E Y shell 28 7E shell WAE @ A,

shell 2 =l

30 shell 2 shell TE&H5K) & T
$1 E—1@ shell 2%k

$9 9 & shell 2%

$# NEZEBHE

||$~k|| ||$1 $2 $3 $4 L

II$@II ||$1Il II$2|I II$3II Il$4ll eee
$? I —XFES BB & AREERS
$$ 118 shell F§4-HEH) PID

$1 RIIFRIARE =T PID

Table 12.2: shell 2#%I%&

WT IR BRLIENESNZBIRE.
PA IS Lt B L ERR AR,



https://zh.wikipedia.org/wiki/POSIX
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BHFRRIAEN NE var BHERCEHEER | R var BBRBWREHEES
${var:-string} "$var” "string”

${var:+string} "string” "null”

${var:=string} "$var” "string” AHIT var=string”’)
${var:?string} "$var” 7£ stderr FEA/R"string” (HEEE M)

Table 12.3: shell 28 BEII3R

o B FRIEK var BEFEERES
« BB ERRK var EREFEN , TAAST

SEHBREX HEFR

${var%suffix} MIERLR var 4R/ suffix Fz/NLECARTN
${varwksuffix} MIERGLR var 2R/ suffix R AULECART
${var#prefix} IR var BHEER prefix &/ NLAE
${var##prefix} MRS var BHSAR) prefix ZR RULECAETC

Table 12.4: EE shell 2EE#3F

12.1.3 Shell {&#5E%)

FETE AP GRS BERRE |, BT ABURMARE L.

o ATH : 0 ("True”)
« 5B : 9E 0 ("False”)

7
0" 7£ shell ¢HEAP MR True" , ATT"0" 4 C HEEEAAIT 1S # A False’,

*
[ IR test FESRFEN , BIHEE]” Z MRS EARES—EFRFRRI.

WMTATRE BRCIRNER HRIFETA.

e "command && if_success_run_this_command_too || true”
e "command || if_not_success_run_this_command_too || true”
« MTRRE LTI

if [ conditional_expression ]; then
1f_success_run_this_command

else
if_not_success_run_this_command
fi

EEREN || true’RFBEM , EFTUMRFIEE shell 15 SEER/IVIMER T - e BIAM R IFIY R & FEZATES
HBIRH .

BWEBNBRERATORATF A& -eq", "-ne”, "-1t", "-le”, "-gt” FI"-ge”,
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R Bl {EE s B T IR
-e file file 71&
-d file file Y HE—HH %
-f file file ZHY HE—EZSEEE
-w file file FEYH R
-x file file Z4EX H o[ 9T
filel -nt filez2 filel Z&EL file2 F
filel -ot file2 filel E&TL file2 &
filel -ef file2 file1 F1 file2 MRS & _EI HBEMBEK inode 4%
Table 12.5: fE&HFRRAP EITIER LR
RN [Bl{EE s B AT AR
-z str str A REAT
-n str str IREAAZ
strl = str2 str1 F0 str2 }5E
strl 1= str2 str1 0 str2 ~FAZ

strl < str2

strl HBFE str2 Z a1 (BURIARE 5 IR%)

strl > str2

str1 HATE str2 218 (BURIFESIRIR)

12.1.4 shell EFE

Table 12.6: fEMFRRAFEITFHRILE

BB AR POSIX shell KRB,

"while condition

"until condition

"for x in fool foo2 ---

4

4

; do command ;

; do command ;

; do command

"break” A AR T,
"continue” AL AAREHEAIA T —/XIEHE.

done”,

done”,

; done” , OB € fool foo2
&’condition” AEHF

& condition” A{REF

SEERHIT command”,

SEHRHIT command”,

R

CRESTRBEERARTLUA seq(l) EIREKAEM fool foo2 ...",

N
S RH 9.4.9,

12.1.5 Shell IBiE5t8)

HIE shell fp R F—LE RAIRIZEY , TTREAERINTESIENBITIRIZF R,

o HWHA"SUSER”, {#f"$(id -un)”
o HIA"SUID”, (FA"$(id -u)”
« ¥TA"$HOME” , £/ $(getent passwd "$(id -u)"|cut -d ":" -f 6)” (EEMIEL 4.5.2 TLE)

<" IR B IT command”,


https://zh.wikipedia.org/wiki/C_(programming_language)
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12.1.6 shell 543K EIR)EF
shell KB TFIRIER 3K IR —(BIE 4 HE.

* shell ZEE—1T.

s MRZATEEE"-" 3k ', shell HZITE I N EITH4AEA —(E1ZH (one token) (:Z:T : one token 2F5
shell R —Es5HEETT)

« shell @A FIAXHTHFREERADIRLE 478 (tokens),
- TEFI : THE tab BITH
-TFTi<> | ;& ()
« shell @i@EG—EARH """ 3 '..." H token P REFRABEMITA,
- RBZF : if then elif else fi for in while unless do done case esac
o shell BEAAAZRA """ B ' .. " P FIE.
« shell REIARALFS "+ 8L ... " P EIRAR.

-~ L EBRERENHKE %
- "~user” - user KRB %%

o shell AR ' .. " i SEEEATHKIE.
- %4 : "$SPARAMETER” 5{"${ PARAMETER}"
o shell BEAARAIR '..." FH 15,

- "$( command )” - "command” K&
- ”" command " - "command”
o shell AR "---" 8 '..." Ff glob ISR AILACHIES.
- * o EAFTT
- ? - —{EFT
- [] - 1R PERFT
« shell T3S A EER FELSAIT.
- RXEHR
- NEtE4
- “SPATH IR THESR
« shell FIfE F—1T , WIRIEEIEFRESERRETRIE.

P RES RERBIRAN.
1E shell T set -x"EfEA"-x"EIARE) shell FTRGE shell BE/RH FTAEBITINTES . EHIRERNREIFE FEX.
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LG ATIE X/ | EREA
dash V:912,1:998 | 207 /INFIRE) POSIX #87 shell , 3 sh
. V:897, _—
coreutils 1000 17994 | GNU #%/> LA
V:768,
grep 11000 1297 GNU grep. egrep fl1 fgrep
V:810,
sed 11000 987 GNU sed
mawk V:468, 1:998 | 295 /NFITRE) awk
debianutils V:921, 1:997 | 225 FA7A Debian & fELE
bsdutils V:443, 1:999 | 335 X8 4.4BSD-Lite RWERELE
bsdextrautils V:734, 1:851 | 361 *} B8 4.4BSD-Lite RERSMNAOTE
moreutils V:16, 1:38 231 ZASMA Unix THE

Table 12.7: A& 4 shell 15445/ NUE AR ML A

12.1.7 FIi4 shell #5415 EAFER
27 {ERH shell F24E Debian Z#_ L& aE A B o] #BEM | (RIEZ U E R NEREREE TR AN ERFER.

« "aptitude search ~E”, 5|4 HEREIEM,
« "dpkg -L package_name |grep '/man/man.*/'", %4 package_name EFEBFTIZAH man Fi.

£
&% moreutils AJBERNTETE Debian Z4h , (HERM T —LHBA/NER. RESFEN—MERE sponge(8) , &
PRABBEZE FERAERE , ©gIEE 7.

2R 1.6 KBIF.

12.2 ﬁ**% f&nn = EF E‘]TE E%

ER#F AL Debian EEBNBIT—EES , REEELEMMBELESEOW. BEMRBESESNERE -

« £/ dash , REBEBERN , £/ shell FEREHS CLI a7 45723,
« £/ python3 , IREBAZHER , (RIETHBER.
« &M perl, tcl, ruby:-- , JNRFE Debian L HRAELES RIIRERERE , SRATREBEITHE.

WRBAFEAEKIE , ZRFPITRE | R URmZIESERERE S | (REMESITN.

12.2.1 [REEfRREMEEE S FES
Kb EiEdHR A A NGE AR E MR SR HETNRE,

« “dash -n script.sh’- Shell 54158 £H6E
« “dash -x script.sh™- iRt —1@E Shell 5415



http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
https://tracker.debian.org/pkg/dash
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
http://qa.debian.org/popcon-graph.php?packages=coreutils
https://tracker.debian.org/pkg/coreutils
http://packages.debian.org/sid/grep
http://qa.debian.org/popcon-graph.php?packages=grep
http://qa.debian.org/popcon-graph.php?packages=grep
https://tracker.debian.org/pkg/grep
http://packages.debian.org/sid/sed
http://qa.debian.org/popcon-graph.php?packages=sed
http://qa.debian.org/popcon-graph.php?packages=sed
https://tracker.debian.org/pkg/sed
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon-graph.php?packages=mawk
https://tracker.debian.org/pkg/mawk
http://packages.debian.org/sid/debianutils
http://qa.debian.org/popcon-graph.php?packages=debianutils
https://tracker.debian.org/pkg/debianutils
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon-graph.php?packages=bsdutils
https://tracker.debian.org/pkg/bsdutils
http://packages.debian.org/sid/bsdextrautils
http://qa.debian.org/popcon-graph.php?packages=bsdextrautils
https://tracker.debian.org/pkg/bsdextrautils
http://packages.debian.org/sid/moreutils
http://qa.debian.org/popcon-graph.php?packages=moreutils
https://tracker.debian.org/pkg/moreutils
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HESE ATIE N
dash V:912, 1:998 | 207 sh: /[NFITREG POSIX FHAK] shell , AR sh
bash V:874,1:999 | 7277 | sh: B§ bash-doc BIEHEK“info bash”
mawk V:468, 1:1998 | 295 AWK: /INFITRE] awk
gawk V:253, 1:1311 | 3289 | AWK: F§ gawk-doc BIZEK“info gawk”
N 3 a _ _ _ B
perl v:673, 1:991 | ga1 | Perl-peri(l) MK E® per L-doc # per L-doc-htm1 J2EH
html 3244
libterm-read llne—w—l_&%ﬂ 439 GNU ReadLine/History ] Perl #%7£E4 : per lsh(1)
libreply-perl Yoolcil 171 Perl B REPL : reply(1)
llbdevel'repl'per?_/ao's?’ 237 | Perl f REPL : re.pl(1)

. \ a _ I=pEi N
python3 V:719, 11971 | 82 {Iz;/thon. python3(1) AKX ZEE python3-doc BIRER html 3L
tcl V:25,1:185 | 20 Tcl: tc13) ARER tcl-doc BIEERE-HANT M axHF
tk V19, 11179 | 20 Tk:tk3) IRERB tk-doc BIREMEFAMNTFHEH
ruby V:70, 1:1167 32 Ruby: ruby(1), erb(1), irb(1), rdoc(1), ri(1)

Table 12.8: HrEzs BRI A513R

« “python -m py_compile script.py’- Python 35§55 A&

+ “python -mtrace --trace script.py’- iRt —1{E Python ¥54-45%

« “perl -1 ../libpath -c script.pl’- Perl $§ S5 E

« “perl -d:Trace script.p/’- BRH#t—1& Perl 5415

AL dash #2588 , TR 9.1.4 , B4ME T bash FAMNEHRIRIE.

2T per LFEAE , BT Perl ) REPLIRIE , © 4 Perl 1247 Python 258\ REPL (=READ + EVAL + PRINT
+ LOOP) Ig1%5,

12.2.2 {Ff shell 154151 GUI F2x

shell 5 15aESNH SUE AR RE—EIR S| A GUI (BIEERENME) 2. B2 A—EMmEREERERAKBE
A echo #0 read G54 M= X E &),

RS TE WL

x11-utils V:227,1:568 | 651 xmessage(l) : E—EREPE~—BGRLEREER (X)

whiptail V:300, 1:996 | 61 £ shell FTESEFRIRMEAZRITFHREEA I (newt)

dialog V39, 1:82 520 1% shell TS EFEERMERAEZIFREZEAR (ncurses)

zenity V:67,1:358 | 194 | 71X shell FESWEF R RBIEHE AR (GTK)

ssft V:0.01, 75 Shell F§4-15um_L £ (zenity, kdialog, and 758 gettext ]
1:0.18 dialog #/4%)

gettext V:54,1:230 | 7165 | “/usr/bin/gettext.sh” Bhz&aN

Table 12.9: ¥7% (dialog ) F2%Iz&

EEE—ERXERY GUI F2XNHBIF , (EFEF—1E shel 16 SRS ER S,
EETEASE zenity KBE—EHER (FE:R /etc/motd) WHIRE.
EEFESREH GUI piEhzSaEshinEl 9.4.10 L,



http://packages.debian.org/sid/dash
http://qa.debian.org/popcon-graph.php?packages=dash
https://tracker.debian.org/pkg/dash
https://zh.wikipedia.org/wiki/Unix_shell
http://packages.debian.org/sid/bash
http://qa.debian.org/popcon-graph.php?packages=bash
https://tracker.debian.org/pkg/bash
https://zh.wikipedia.org/wiki/Unix_shell
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon-graph.php?packages=mawk
https://tracker.debian.org/pkg/mawk
https://zh.wikipedia.org/wiki/AWK
http://packages.debian.org/sid/gawk
http://qa.debian.org/popcon-graph.php?packages=gawk
https://tracker.debian.org/pkg/gawk
https://zh.wikipedia.org/wiki/AWK
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
https://tracker.debian.org/pkg/perl
https://zh.wikipedia.org/wiki/Perl
http://packages.debian.org/sid/libterm-readline-gnu-perl
http://qa.debian.org/popcon-graph.php?packages=libterm-readline-gnu-perl
https://tracker.debian.org/pkg/libterm-readline-gnu-perl
http://packages.debian.org/sid/libreply-perl
http://qa.debian.org/popcon-graph.php?packages=libreply-perl
http://qa.debian.org/popcon-graph.php?packages=libreply-perl
https://tracker.debian.org/pkg/libreply-perl
http://packages.debian.org/sid/libdevel-repl-perl
http://qa.debian.org/popcon-graph.php?packages=libdevel-repl-perl
http://qa.debian.org/popcon-graph.php?packages=libdevel-repl-perl
https://tracker.debian.org/pkg/libdevel-repl-perl
http://packages.debian.org/sid/python3
http://qa.debian.org/popcon-graph.php?packages=python3
https://tracker.debian.org/pkg/python3
https://zh.wikipedia.org/wiki/Python_(programming_language)
http://packages.debian.org/sid/tcl
http://qa.debian.org/popcon-graph.php?packages=tcl
https://tracker.debian.org/pkg/tcl
https://zh.wikipedia.org/wiki/Tcl
http://packages.debian.org/sid/tk
http://qa.debian.org/popcon-graph.php?packages=tk
https://tracker.debian.org/pkg/tk
https://zh.wikipedia.org/wiki/Tk_(software)
http://packages.debian.org/sid/ruby
http://qa.debian.org/popcon-graph.php?packages=ruby
https://tracker.debian.org/pkg/ruby
https://zh.wikipedia.org/wiki/Ruby_(programming_language)
https://zh.wikipedia.org/wiki/Perl
https://zh.wikipedia.org/wiki/Python_(programming_language)
https://zh.wikipedia.org/wiki/Read–eval–print_loop
https://zh.wikipedia.org/wiki/Read–eval–print_loop
http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon-graph.php?packages=x11-utils
https://tracker.debian.org/pkg/x11-utils
http://packages.debian.org/sid/whiptail
http://qa.debian.org/popcon-graph.php?packages=whiptail
https://tracker.debian.org/pkg/whiptail
http://packages.debian.org/sid/dialog
http://qa.debian.org/popcon-graph.php?packages=dialog
https://tracker.debian.org/pkg/dialog
http://packages.debian.org/sid/zenity
http://qa.debian.org/popcon-graph.php?packages=zenity
https://tracker.debian.org/pkg/zenity
http://packages.debian.org/sid/ssft
http://qa.debian.org/popcon-graph.php?packages=ssft
http://qa.debian.org/popcon-graph.php?packages=ssft
https://tracker.debian.org/pkg/ssft
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
https://tracker.debian.org/pkg/gettext
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#!/bin/sh -e
# Copyright (C) 2021 Osamu Aoki <osamu@debian.org>, Public Domain
# vim:set sw=2 sts=2 et:
DATA_FILE=$(zenity --file-selection --filename="/etc/motd" --title="Select a file to check <«
") 1N
( echo "E: File selection error" >&2 ; exit 1 )
# Check size of archive
if ( file -ib "$DATA_FILE" | grep -ge 'Atext/' ) ; then
zenity --info --title="Check file: $DATA_FILE" --width 640 --height 400 \
--text="$(head -n 20 "$DATA_FILE")"
else
zenity --info --title="Check file: $DATA_FILE" --width 640 --height 400 \
--text="The data is MIME=$(file -ib "$DATA_FILE")"
fi

IEFE(E A shell F545H) GUI BAARAHBERZFNGRAR., MRER—EHEEMERNEX , FEEEIRE
FRFELR.

1223 FEHR GUI (BRERENE) EREERMITA

GUI (BRBERENH) BETESERENEEL , seaSMINEREGREBEABEREGDIT —LE RITA,
EIBENAFERTESNS , EFIAE AR E RBITIEE RHANITA.

« ¥4 GNOME , £ R, NautilusScriptsHowto,

« ¥4 KDE , 2 5, Creating Dolphin Service Menus,

« ¥4 Xfce , 28 Thunar - Custom Actions #1 https://help.ubuntu.com/community/ThunarCustomActions,
« ¥4 LXDE , 2R, Custom Actions,

12.2.4 Perl 455154 MSHEIT

ATREER, sh FEERFREFHIT cut, grep, sed %, B8K. #FS—@EAME , per |l EATRIEERIEE
51, BRE), BTl Debian HFZ ARG AEETESMSE A perl,

SRR E T E—1T AWK F54 18 HEXFIE 1 Perl FEZEY).
awk '($2=="1957") { print $3 }' |

EFERTIIREE—T,
perl -ne '@f=split; if ($f[1] eq "1957") { print "$f[2]\n"}' |

perl -ne 'if ((@f=split)[1] eq "1957") { print "$f[2]\n"}' |
perl -ne '@f=split; print $f[2] if ( $f[1]==1957 )' |

perl -lane 'print $F[2] if $F[1] eq "1957"' |

perl -lane 'print$F[2]if$F[1]eq+1957" |

RE—EAMEMNSER. EALT THESHMKIEL Perl RFFE,

« TR AAIRIA,



https://help.ubuntu.com/community/NautilusScriptsHowto
https://develop.kde.org/docs/dolphin/service-menus/
https://docs.xfce.org/xfce/thunar/custom-actions
https://help.ubuntu.com/community/ThunarCustomActions
https://manual.lubuntu.me/stable/2/2.4/2.4.4/pcmanfm-qt.html#custom-actions
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« FERBFTEITF RN E TR,

« BiBa4FEIA : per lrun(l) K Perl H4THTI

» Perl 524548 : perlvar(l)

SIRMER Perl H3RTH, BULRIR | 5 AR S ANRBMEBLNFRERDE, BRGSO

12.3 #m-=flzE S RS
] TIE X/ | FREH
gcc V:157, 1:565 | 36 GNU C #rzey
libc6-dev V:274,1:584 | 12694 | GNU C & : B EAIZsaa =
g++ V58, 11528 | 13 GNU C++ Gt
Libstdet+-14-devl \,a5 1034 | 24527 | GNU 4% C++ BEERA 3 (BIEHEER)
cpp V:339, 1:727 | 18 GNU C TR
gettext V:54,1:230 | 7165 | GNU
glade V:0.6,1:32 | 1613 | GTK [FFENHAEER
valac V0.3, 1:3.4 | 532 {#F3 GObject A% FAI C# HNriE s
flex V:7, 1:69 1247 | LEX #H& [ fast lexical analyzer generator
bison V7, 174 3122 | YACC HHEH f@tresERk=s
susv2 1:0.04 16 BB E— UNIX & (JRA 2) BE (JEXis)
susv3 1:0.06 16 BB E— UNIX IR (RA 3) B1E (ZEXfts)
susv4 1:0.05 16 BB E— UNIX R (A 4) "B (RREXH)
golang 121 12 Go FRTGE = M an
rustc V:5, :18 13748 | Rust A% e eE 5
gfortran V5, 1:53 15 GNU Fortran 95 gr#zx
fpc [:2.5 101 HH Pascal

1231 C

RATRUER TRl ENIRE R w2 A C IR S ma ez,

Table 12.10: #m-=AHRIEIE MY %
EE%E ,BIETHEY 12.3.3 MEN 12.3.4 , AR IR RN ERA CREE Kme , EBBimza iR E| C

# apt-get install glibc-doc manpages-dev libc6-dev gcc build-essential

libc6-dev #i8F , B GNU C [ , 1#i#t T CHREEE , AR T CERES

SEENINT.

. “info libc” (C EEH B %)
» gcc(l) f“info gcc”

e each_C_library_function_name(3)

« Kernighan & Ritchie ,"C #2353

=h="

AA R

, 8_hR (Prentice Hall)

kSN ESELEE SRS T N



http://packages.debian.org/sid/gcc
http://qa.debian.org/popcon-graph.php?packages=gcc
https://tracker.debian.org/pkg/gcc
http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon-graph.php?packages=libc6-dev
https://tracker.debian.org/pkg/libc6-dev
http://packages.debian.org/sid/g++
http://qa.debian.org/popcon-graph.php?packages=g++
https://tracker.debian.org/pkg/g++
http://packages.debian.org/sid/libstdc++-14-dev
http://qa.debian.org/popcon-graph.php?packages=libstdc++-14-dev
https://tracker.debian.org/pkg/libstdc++-14-dev
http://packages.debian.org/sid/cpp
http://qa.debian.org/popcon-graph.php?packages=cpp
https://tracker.debian.org/pkg/cpp
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon-graph.php?packages=gettext
https://tracker.debian.org/pkg/gettext
http://packages.debian.org/sid/glade
http://qa.debian.org/popcon-graph.php?packages=glade
https://tracker.debian.org/pkg/glade
http://packages.debian.org/sid/valac
http://qa.debian.org/popcon-graph.php?packages=valac
https://tracker.debian.org/pkg/valac
http://packages.debian.org/sid/flex
http://qa.debian.org/popcon-graph.php?packages=flex
https://tracker.debian.org/pkg/flex
https://zh.wikipedia.org/wiki/Lex_(software)
https://zh.wikipedia.org/wiki/Flex_(lexical_analyser_generator)
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
https://tracker.debian.org/pkg/bison
https://zh.wikipedia.org/wiki/Yacc
https://zh.wikipedia.org/wiki/GNU_Bison
http://packages.debian.org/sid/susv2
http://qa.debian.org/popcon-graph.php?packages=susv2
https://tracker.debian.org/pkg/susv2
https://unix.org/version2/
http://packages.debian.org/sid/susv3
http://qa.debian.org/popcon-graph.php?packages=susv3
https://tracker.debian.org/pkg/susv3
https://unix.org/version3/
http://packages.debian.org/sid/susv4
http://qa.debian.org/popcon-graph.php?packages=susv4
https://tracker.debian.org/pkg/susv4
https://unix.org/version4/
http://packages.debian.org/sid/golang
http://qa.debian.org/popcon-graph.php?packages=golang
https://tracker.debian.org/pkg/golang
http://packages.debian.org/sid/rustc
http://qa.debian.org/popcon-graph.php?packages=rustc
https://tracker.debian.org/pkg/rustc
http://packages.debian.org/sid/gfortran
http://qa.debian.org/popcon-graph.php?packages=gfortran
https://tracker.debian.org/pkg/gfortran
http://packages.debian.org/sid/fpc
http://qa.debian.org/popcon-graph.php?packages=fpc
https://tracker.debian.org/pkg/fpc
https://zh.wikipedia.org/wiki/C_(programming_language)
https://zh.wikipedia.org/wiki/C_standard_library
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12.3.2 fHER C X (gece)

— B E KB Fexample. c’ o] PUBIB AT A XA Libm" E—it 4w A Al BITFE ‘run_example”,

$ cat > example.c << EOF
#include <stdio.h>
#include <math.h>
#include <string.h>

int main(int argc, char **argv, char **envp){
double x;
char y[11];
x=sqrt(argc+7.5);
strncpy(y, argv[0], 10); /* prevent buffer overflow */
y[10] = '\@'; /* fill to make sure string ends with '\@' */
printf("%5i, %5.3f, %10s, %10s\n", argc, x, y, argv[1]);
return 0O,

by
EOF

$ gcc -Wall -g -o run_example example.c -1lm
$ ./run_example
1, 2.915, ./run_exam, (null)
$ ./run_example 1234567890qwerty
2, 3.082, ./run_exam, 1234567890qwerty

AT{ER sqrt(3) , WAEFR - InE4EKE libce #IEAME/usr/1ib/ libm. so”, BEREMERERA/ 1ib/”,
184 4“1ibm.so0.6”, EEfEM“libm-2.7.so R—{EE4L,

AR ML SCTIRE . BMETEE T %10s”, BERERL T 10 EFIT.

{F R E R RTINS IEILIRER | thin sprintf(3) # strcepy(3), ERESREH , B A IHRES{ 8 E
MEH EEANRAFE. F/ER snprintf(3) A strncpy(3) KEAR.

12.3.3 Flex —{EF1FK Lex

Flex 2% Lex MRERFE AN TRENERLZS.
ATBMEA“info flext8R flex(1) HIHFE.
RZ BB RHIFEEFI{E/usr/share/doc/flex/examples/ " FE38, 1

12.3.4 Bison —{EE1F Yacc

f£ Debian ¥ , HHEKILERM YaccHBRRIIEMR LR f#AT 30 LALR fEATHVAE RS .

LG L) TATE X/ | FRER

bison V7, 174 3122 | GNU LALR fi#tfres £ 28

byacc V:0.1,1:32 | 263 {B5F] (Berkeley) LALR fiE#T2sE 2%
btyacc }_’506%1’ 251 | it byace HIEISHRATA R

Table 12.11: /8% Yacc ¥ LALR fiB#T 384 mi 32 %13

mTRAMER“info bison’#&1R bison(l) BZR&,
HFREERMFED WM main ()" F"yyerror ()" B% , Flex @3 g main ()" Y yyparse()” , B XM T yylex()".
LERNRGT . AT REMIIE  BER—L F,



https://zh.wikipedia.org/wiki/Flex_(lexical_analyser_generator)
https://zh.wikipedia.org/wiki/Lex_(software)
https://zh.wikipedia.org/wiki/Lexical_analysis
https://zh.wikipedia.org/wiki/Yacc
https://zh.wikipedia.org/wiki/LR_parser
https://zh.wikipedia.org/wiki/LALR_parser
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon-graph.php?packages=bison
https://tracker.debian.org/pkg/bison
https://zh.wikipedia.org/wiki/GNU_bison
http://packages.debian.org/sid/byacc
http://qa.debian.org/popcon-graph.php?packages=byacc
https://tracker.debian.org/pkg/byacc
http://packages.debian.org/sid/btyacc
http://qa.debian.org/popcon-graph.php?packages=btyacc
http://qa.debian.org/popcon-graph.php?packages=btyacc
https://tracker.debian.org/pkg/btyacc
https://bugs.debian.org/1055082
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B R — B A B AR s T B AR BT
SEIRAPIRRIL example.y:

/* calculator source for bison */
%{

#include <stdio.h>

extern int yylex(void);

extern int yyerror(char *);

%}

/* declare tokens */
%token NUMBER
%token OP_ADD OP_SUB OP_MUL OP_RGT OP_LFT OP_EQU

%%
calc:
| calc exp OP_EQU { printf("Y: RESULT = %d\n", $2); }

4

exp: factor

| exp OP_ADD factor { $$ = $1 + $3; }

| exp OP_SUB factor { $$ = $1 - $3; }
factor: term

| factor OP_MUL term { $$ = $1 * $3; }
term: NUMBER

| OP_LFT exp OP_RGT { $3$ = $2; }

’
%%

int main(int argc, char **argv)

{
yyparse();

int yyerror(char *s)

fprintf(stderr, "error: '%s'\n", s);

}

SEIR(PESL example. L

/* calculator source for flex */

%{

#include "example.tab.h"

%3

%%

[0-9]+ printf("L: NUMBER = %s\n", yytext); yylval = atoi(yytext); return NUMBER; }

"yn printf("L: OP_ADD\n"); return OP_ADD; }
printf("L: OP_SUB\n"); return OP_SUB;
printf("L: OP_MUL\Nn"); return OP_MUL;

{
{
{
{
(" { printf("L: OP_LFT\n"); return OP_LFT;
{
{
{
{

n_n

mxn

"y printf("L: OP_RGT\n"); return OP_RGT;
printf("L: OP_EQU\n"); return OP_EQU;
printf("L: exit\n"); return YYEOF; } /* YYEOF = 0 */
/* ignore all other */ }

[SSE S U U)

nm—n

"exitll

%%
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BT EMFIERY shell IRRFFHITREHIE®E :

$
$
$
$
1
L
L
L:
L
L
L
L
L
L
L
Y

+ 2 % (
: NUMBER
: OP_ADD
NUMBER
: OP_MUL
: OP_LFT
: NUMBER
: OP_ADD
: NUMBER
: OP_RGT
: OP_EQU
: RESULT

exit

L:

12.4

exit

bison -d example.y

flex example.l

gcc -1fl example.tab.c lex.yy.c -o example
./example

+ 1) =
1

2

FFRERETAS AT LR

R lint T ABeSEBEITBEMY FFRERETRENAT,

XMW Indent TR AESAR BY A EITREZSIRE |, BB —BMEMEFR I\ LIRIAS,
XM Ctags WL RResE B A BTG E , BBF ARSI IEINN A FEMRERS| (BIRH) EXR.

L)

B R EEMNMmEE T (emacs Bk vim) £ BIERL lint 5| LSMBRBYRIOFEXERME, ELSMIBB TS FIA
Language Server ll?grotocol REEL , @REIFERA. FeMaERERE  £REM EHFRERISRE Debian &
128, B—EFHEE,

12.5 [RsH

gﬁ%ﬁﬁ*?ﬁiiﬁ‘]—%ﬁﬁo MEERERRRSETEN | BESRIRNA—{EFH) Debian %, BB B E RN

12.5.1 HA&H gdb {FHES

Debian tRIAH1RSEFEAR 9db(1), ERERIFAERRBITHIRRIGE R,

AREMIEIB AN T FT7RIITE S SRR gdb R HARRIFER.

# apt-get install gdb gdb-doc build-essential devscripts

e “info gdb”

FFH gdb HAZREFAM IR



https://zh.wikipedia.org/wiki/Lint_programming_tool
https://zh.wikipedia.org/wiki/List_of_tools_for_static_code_analysis
https://zh.wikipedia.org/wiki/Indent_(Unix)
https://zh.wikipedia.org/wiki/Ctags
https://zh.wikipedia.org/wiki/Language_Server_Protocol
https://zh.wikipedia.org/wiki/Debugger
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S AT XN | R
vim-ale 1:0.82 2833 | A72 Vim 8 1 NeoVim HFEMR)ZE Lint 5] Z&
vim-syntastic [:2.3 1379 | vim BB RS
elpa-flycheck V:0.1,1:1.6 | 815 Emacs IRKHIF A GE
elpa-relint 1:0.05 150 Emacs Lisp IER$EER IR =%
cppcheck-gui V:0.1,1:11.1 | 7682 | FFRE C/C++ FENHEN AT LE (GUI)
shellcheck V:3,1:16 22859 | shell FE418K] lint TE
pyf lakes3 V:2, 1:15 20 Python 3 B EaE ax
pylint V:4,1:20 2089 | Python FEX\REEFREIR B 2%
perl V:673,1:991 | 841 AN e I Bz ey : B: : Lint(3perl)
rubocop Y009161 3981 | Ruby FFREFEAENATAY
clang-tidy V2, 1112 22 ER clang {8 C++ REERBETE
splint V:0.1,1:11.0 | 2328 | §FREIRE C 72X bug T E
flawfinder el 205 | HE C/C+ BUAEMEARE HAKNTA
black V:4,1:.16 9975 | 5&fFR Python FENHEAE a8
per Ltidy V:0.5,1:3.2 | 3086 | Perl FESREAHEAI = RGN
indent V:0.4,153 | 438 | CFiEEFIABREAAAER
astyle V:0.2,1:26 | 769 C. C++, Objective-C, C# F1 Java KR IANEAHERS
V:0.02,

bcpp 10.29 114 E1, C(+4)
xmlindent e 52 | XML REHER
global Vi0.2,1:11.7 | 1923 | [RIAREIR AN e LA
SXUDETAnt-ctags lva kia | 3a1 | MEBUARSEEMEHERES
universal-ctags | \.i 11p | 4238 | M EHATEE HAEEIERES|

Table 12.12: §FREFREFIEN AT TAMI R
N TE K
gdb V:82, 11158 | 12478 | B§ gdb-doc BIRER Iinfo gdb”
ddd V:0.4,1:'5.6 | 4210 | A ddd-doc BiIREMK“info ddd”

Table 12.13: fRr$fERESBIIR



http://packages.debian.org/sid/vim-ale
http://qa.debian.org/popcon-graph.php?packages=vim-ale
https://tracker.debian.org/pkg/vim-ale
http://packages.debian.org/sid/vim-syntastic
http://qa.debian.org/popcon-graph.php?packages=vim-syntastic
https://tracker.debian.org/pkg/vim-syntastic
http://packages.debian.org/sid/elpa-flycheck
http://qa.debian.org/popcon-graph.php?packages=elpa-flycheck
https://tracker.debian.org/pkg/elpa-flycheck
http://packages.debian.org/sid/elpa-relint
http://qa.debian.org/popcon-graph.php?packages=elpa-relint
https://tracker.debian.org/pkg/elpa-relint
http://packages.debian.org/sid/cppcheck-gui
http://qa.debian.org/popcon-graph.php?packages=cppcheck-gui
https://tracker.debian.org/pkg/cppcheck-gui
http://packages.debian.org/sid/shellcheck
http://qa.debian.org/popcon-graph.php?packages=shellcheck
https://tracker.debian.org/pkg/shellcheck
http://packages.debian.org/sid/pyflakes3
http://qa.debian.org/popcon-graph.php?packages=pyflakes3
https://tracker.debian.org/pkg/pyflakes3
http://packages.debian.org/sid/pylint
http://qa.debian.org/popcon-graph.php?packages=pylint
https://tracker.debian.org/pkg/pylint
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
https://tracker.debian.org/pkg/perl
http://packages.debian.org/sid/rubocop
http://qa.debian.org/popcon-graph.php?packages=rubocop
http://qa.debian.org/popcon-graph.php?packages=rubocop
https://tracker.debian.org/pkg/rubocop
http://packages.debian.org/sid/clang-tidy
http://qa.debian.org/popcon-graph.php?packages=clang-tidy
https://tracker.debian.org/pkg/clang-tidy
http://packages.debian.org/sid/splint
http://qa.debian.org/popcon-graph.php?packages=splint
https://tracker.debian.org/pkg/splint
http://packages.debian.org/sid/flawfinder
http://qa.debian.org/popcon-graph.php?packages=flawfinder
http://qa.debian.org/popcon-graph.php?packages=flawfinder
https://tracker.debian.org/pkg/flawfinder
http://packages.debian.org/sid/black
http://qa.debian.org/popcon-graph.php?packages=black
https://tracker.debian.org/pkg/black
http://packages.debian.org/sid/perltidy
http://qa.debian.org/popcon-graph.php?packages=perltidy
https://tracker.debian.org/pkg/perltidy
http://packages.debian.org/sid/indent
http://qa.debian.org/popcon-graph.php?packages=indent
https://tracker.debian.org/pkg/indent
http://packages.debian.org/sid/astyle
http://qa.debian.org/popcon-graph.php?packages=astyle
https://tracker.debian.org/pkg/astyle
http://packages.debian.org/sid/bcpp
http://qa.debian.org/popcon-graph.php?packages=bcpp
http://qa.debian.org/popcon-graph.php?packages=bcpp
https://tracker.debian.org/pkg/bcpp
http://packages.debian.org/sid/xmlindent
http://qa.debian.org/popcon-graph.php?packages=xmlindent
http://qa.debian.org/popcon-graph.php?packages=xmlindent
https://tracker.debian.org/pkg/xmlindent
http://packages.debian.org/sid/global
http://qa.debian.org/popcon-graph.php?packages=global
https://tracker.debian.org/pkg/global
http://packages.debian.org/sid/exuberant-ctags
http://qa.debian.org/popcon-graph.php?packages=exuberant-ctags
https://tracker.debian.org/pkg/exuberant-ctags
http://packages.debian.org/sid/universal-ctags
http://qa.debian.org/popcon-graph.php?packages=universal-ctags
https://tracker.debian.org/pkg/universal-ctags
http://packages.debian.org/sid/gdb
http://qa.debian.org/popcon-graph.php?packages=gdb
https://tracker.debian.org/pkg/gdb
http://packages.debian.org/sid/ddd
http://qa.debian.org/popcon-graph.php?packages=ddd
https://tracker.debian.org/pkg/ddd
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« £ /usr/share/doc/gdb-doc/html/gdb/index.html g“Debugging with GDB”

 “tutorial on the web”

EHEE—EBERNSIT , A gdb(1) £ 230" WA - 9" BIAMm =R IR EL R AN,

$ gdb program
(gdb) b 1 # set break point at line 1

(gdb) run args # run program with args
(gdb) next # next line
iédb) step # step forward
&QAb) p parm # print parm
&édb) p parm=12 # set value to 12
(gdb) quit
SN

#1% gdb(1) 54 ERBEMAER. Tab JEREERTE shell —AX#EBREL(E.

12.5.2 [44E Debian #3L4

Debian RAATEFERIERN T , FTA RN #EuHFER &Y stripped , F AR 455455 (debugging symbols) 7E
BEMNRECEMEWBIE. AT{ER gdb(l) kst Debian #Xi&4 , *-dbgsym SREEBEEH R, (Fln, *E
coreutils-dbgsym , FARkkEE coreutils) FIARSERIEEINT IS — I HERIEE— BB * -dbgsym &k
Be4, BRLLRREEERIEEAS MBI IMAE debian-debug 1ERE, FL EMNGEZE] Debian Wiki X .

R EFZRRSENERIE BRI AR * -dbgsym KA , (REZIRU T IR RGBT ERL B RETE.

mkdir /path/new ; cd /path/new

sudo apt-get update

sudo apt-get dist-upgrade

sudo apt-get install fakeroot devscripts build-essential
apt-get source package_name

cd package_name*

sudo apt-get build-dep ./

BB BB L P

REMBY bug.

RIS BIRSEIRAIRE B 77 Debian IRANESR , I EEHARFC FENSREBRAELK +debugl” FE , 20T
PR BHmER BT BRAEELEN ~prel” FE.

$ dch -i

AT B e b 3 e R FRER AT IR IR IS B

$ export DEB_BUILD_OPTIONS="nostrip noopt"
$ debuild

$cd ..

$ sudo debi package_name*.changes

RBERIRETRE B MEETE SIRI R AR E A HIIRH&(ER T "CFLAGS=-g -Wall"#IH,



https://developers.redhat.com/blog/2021/04/30/the-gdb-developers-gnu-debugger-tutorial-part-1-getting-started-with-the-debugger
http://deb.debian.org/debian-debug/
https://wiki.debian.org/DebugPackage
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12.5.3 154308

EVREIFETCAHIEMIE | 3R bug R AR ERE AR ERIEE.
ERMTARZ— , TLUER gdb(1) ERISAIRERR

 7£ GDB FRIEHN AR :

- 1t GDB #JT#Ex\.,

- pAiETE=.

- 7 GDB /R N"bt”,
o EFEMAR :

- EHi"letclsecurityllimits.confiER , A FTAINS :

* soft core unlimited

HEIEE shell I RFFITFE,
FRIERIFETCELE —1E core dump FE3E.

~- 1 GDB f&/RFFAN"bt”.

shell I27-:% T \’ulimit -c unlimited”,

A\ core dump #X%| GDB , Ffi’gdb gdb ./program_binary core”,

B RO B R BURAERIER , R ABIBIR Ctr1-\ 8L Ctr1-C BFEBPITkill -ABRT PID"I#HIFFIAFER.,

(BRE 9.4.12)

SN

BE , FEEIMEIANE —TEEZ TR malloc()" B'g_malloc()". BEMELIRKEI(E , (REEEREIFE
RN, #5E—EEREAN—EEENERERERTEESMALLOC_CHECK " fIfEA 2 (malloc(3)). fRAT LIE

BTEMFTIEIIT gdb FFERTE.
$ MALLOC_CHECK_=2 gdb hello

12.5.4 S gdb 354

e

54 RBHR

(gdb) thread apply all bt

2 PITHAT KT P TAETEIR

(gdb) bt full

BRI AT 2 BERN

(gdb) thread apply all bt full

AFTAREIE—EFEPERNZR

(gdb) thread apply all bt full
10

SRR 10 (AN AARISAN S BOERN | DULSR KA ARRAR R &

(gdb) set logging on

1€ gdb W HEM B EEE (FARAIE gdb . txt”)

Table 12.14: 5% gdb 54513



https://zh.wikipedia.org/wiki/Core_dump
https://zh.wikipedia.org/wiki/Core_dump

Debian 2% 240/ 247

12.5.5 B EKEM

AN FRER 1dd(1) FRARE TR,

$ ldd /usr/bin/1s
librt.so.1 => /1lib/librt.so.1 (0x4001e000)
libc.so0.6 => /1ib/1libc.so0.6 (0x40030000)
libpthread.so.0 => /1ib/libpthread.so.0 (0x40153000)
/1lib/1d-1linux.so0.2 => /1ib/1d-1inux.so0.2 (0x40000000)

A& 1s(1) $TFE chroot ed I81E , PA_EMIEZE chroot ed IRIZEH AR AT M.
2R E 9.4.6,

12.5.6 ENEENFIYIREHE T A

1E Debian 77 , FRESREFIYRBE T AEFLE. 2RE 9.4,

12.5.7 [RE5E X HHEAMRISERR

2AR—{E GNOME 723 previewl WZ|T —1@ X $&:% , BEER R — G TEEKMER.

The program 'previewl' received an X Window System error.

ﬁﬂ??ﬁ%ﬁﬁiﬁiﬁ , PRI IAERAFEDI TR L - - sync” IR, WHFE"gdk_x_error” xR E T -5
SHRIREM.

12.5.8 GoiEfeiRimiRill LA
Debian 5 —L6a] FRCHERI LMt TR .

EICH] AT N

libc6-dev V:274,1:584 | 12694 | mtrace(1) : [&%E glibc F ) malloc

valgrind V6, 1:34 87847 | rriRIE RSN Tas

electric-fence V:0.1, 1:12.2 69 malloc(e) {E255423K

libdmallocs pyee 380 | BRSO ERSE

duma V:0.01, 297 7£ C # C++ FERFIRAMRBURZFITREN KRS (buffer
1:0.07 under-runs ) HE

leaktracer Y004%1 56 C++ R RCIES R IR M 2%

Table 12.15: FLIRRIRIMARIAI TR H% 3R

12.5.9 R5e4m_HEAHIFE

FRAT A A T BB objdump(l) R4maE A HIFE S,
$ objdump -m 1386 -b binary -D /usr/lib/grub/x86_64-pc/stagel

yd
gdb(1) ATRARARE B R FAmFE S,



http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon-graph.php?packages=libc6-dev
https://tracker.debian.org/pkg/libc6-dev
http://packages.debian.org/sid/valgrind
http://qa.debian.org/popcon-graph.php?packages=valgrind
https://tracker.debian.org/pkg/valgrind
http://packages.debian.org/sid/electric-fence
http://qa.debian.org/popcon-graph.php?packages=electric-fence
https://tracker.debian.org/pkg/electric-fence
http://packages.debian.org/sid/libdmalloc5
http://qa.debian.org/popcon-graph.php?packages=libdmalloc5
http://qa.debian.org/popcon-graph.php?packages=libdmalloc5
https://tracker.debian.org/pkg/libdmalloc5
http://packages.debian.org/sid/duma
http://qa.debian.org/popcon-graph.php?packages=duma
http://qa.debian.org/popcon-graph.php?packages=duma
https://tracker.debian.org/pkg/duma
http://packages.debian.org/sid/leaktracer
http://qa.debian.org/popcon-graph.php?packages=leaktracer
http://qa.debian.org/popcon-graph.php?packages=leaktracer
https://tracker.debian.org/pkg/leaktracer
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12.6 #msEl H

LS mTE I

make V:152, 1:566 | 1762 | #18 make-doc BIZEHEMK“Iinfo make”

autoconf V:29, 1:206 2197 | B autoconf-doc BIZEK“info autoconf”
automake V:28, 1:205 1932 | B automakel.10-doc BIEHEM“info automake”
libtool V:24,1:189 1245 | B libtool-doc BiEH"info libtool”

cmake V19, 1120 | 44267 | cmake(l) BV =. BHRMARE A%

ninja-build V:8, I:53 456 ninja(l) F5L Make ¥5EaH1/MRZ 248,

meson V:7,1:29 4186 | meson(l) £ ninja 7 FRISEENRNEEZ RS
xutils-dev V:0.6, I:17.4 1495 | imake(l) , xmkmf(1) Z.

Table 12.16: 4 L H#IS B3R

12.6.1 make
Make B —{BEsFEFEAAM TR . —BEH4T make(l) , make EFEPUARIER Makefile , B LIXBAZIEREBR
% , R BISHERKENARIERSA TR |, BEMEENEIZER , AEFBISHERENEE , PBEEEEREHNT

REE RT3,
RARERREIEI T AR,

target: [ prerequisites ... ]
[TAB] commandil
[TAB] -command2 # ignore errors
[TAB] @command3 # suppress echoing

BN [TAB]” £—18 TAB FEstiB, S —TIEEATRMSRE R shell 1-1E, FETHREM\" SAULIH S,
5SS NS A shell T54REP TR,
EHERARRI R AT LB BISUR AlA: | it , ATFATR.

%.0: %.c header.h

HEE , BT Fu (REEMTRIINE—E). "% FriefallicERmM B EERPIE—BIETHF &,
TR R R A% AR T PR BN B AR .

EEEE =l

$@ s

$< HEMEREER

$? AR FHIAERE R

$A RCEIEDAE T ES

$* BiZEF |, $* FeRILECR %" ILECHIBR o

Table 12.17: EEMEHKT IR

SEURRE AR
fool := bar — X MEER
foo2 = bar EIEERE
foo3 += bar Sy

Table 12.18: Z##IERRFIFR

#iT'make -p -f/dev/null” #54FKIRIEATEEMLAIR AL,



http://packages.debian.org/sid/make
http://qa.debian.org/popcon-graph.php?packages=make
https://tracker.debian.org/pkg/make
http://packages.debian.org/sid/autoconf
http://qa.debian.org/popcon-graph.php?packages=autoconf
https://tracker.debian.org/pkg/autoconf
http://packages.debian.org/sid/automake
http://qa.debian.org/popcon-graph.php?packages=automake
https://tracker.debian.org/pkg/automake
http://packages.debian.org/sid/libtool
http://qa.debian.org/popcon-graph.php?packages=libtool
https://tracker.debian.org/pkg/libtool
http://packages.debian.org/sid/cmake
http://qa.debian.org/popcon-graph.php?packages=cmake
https://tracker.debian.org/pkg/cmake
http://packages.debian.org/sid/ninja-build
http://qa.debian.org/popcon-graph.php?packages=ninja-build
https://tracker.debian.org/pkg/ninja-build
http://packages.debian.org/sid/meson
http://qa.debian.org/popcon-graph.php?packages=meson
https://tracker.debian.org/pkg/meson
http://packages.debian.org/sid/xutils-dev
http://qa.debian.org/popcon-graph.php?packages=xutils-dev
https://tracker.debian.org/pkg/xutils-dev
https://zh.wikipedia.org/wiki/Make_(software)
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12.6.2 Autotools T E

Autotools B —ERARET LR , EEBREMERIASEABIEZIFTS % Unix R4,
« Autoconf 2—{E{# configure.ac” £ shell ¥5415 configure”’ WL A,
- "configure” fEZAR " Makefile. in” #iR A "Makefile”,
« Automake E—{E#t"Makefile.am” £ a"Makefile.in" WA,
* Libtool ;2—1& shell JilA , FARRIE RAaSAR-EENAELL Z BRI AER S P AS A MERTE

12.6.2.1 Azl THEFEN

Debian & 1£”/usr/local” 3"/opt” B4k FIEMAER ., MNRMFAEE FIANSR-21e\ , IBBERER|"/usr/local/”
BHEx T , RAEBEIAEREE Debian,

$ cd src

$ ./configure --prefix=/usr/local

$ make # this compiles program

$ sudo make install # this installs the files in the system

"R
= O
Y=l
E1R

REMmEFORENEHR , TEREBERATIER.

12.6.2.2 fi#fRREREN

WRRE RS B EFE A autoconf(l)/automake(l) , ANRAREESCIFAREFRFECE MGE , BT FHTELS K fiE
MRE TR,

$ ./configure all-of-the-options-you-gave-it
$ sudo make uninstall

T, MRFTDREREFREFICIERERAE T /usr/local/” TUHHEERMTEEENERT , /RATLUEBEITH
TESKIBREMBERNE.

# find /usr/local -type f -print® | xargs -0 rm -f

MR ECHERBTREE) THE | RATAIEEFER checkinstall ##& a7+ checkinstall(8) , EA§ &gt
—EEWTRIARIR SRR IR, IRAE bi%ﬁL_L%ﬁ -D"#IH) Debian #XEEH.

12.6.3 Meson #i2

BRSE B ARG ENE

* Autotools B 1990 AR , —HEWEREBERERIENEEIZHE | BEVAE Make 2 k., EERAEIEFIE.
. C§Make XA 2000 34 , BEIRE TRE , BRVIEEMEARE LK Make 2 £, (IR7E Ninja AfAEAE
%is., )
. Bl\inja BHIREATA 2012 BRERK Make , UE— SR SEREE |, WHRETANBE SR RINERE R84 liH
Xt
» Meson B R361 2013 KISMEZER% , ©F A Ninja {EA1&iR

£ R : "The Meson Build system” £d"Ninja 2 & & %"



https://zh.wikipedia.org/wiki/GNU构建系统
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Autoconf
https://zh.wikipedia.org/wiki/Automake
https://zh.wikipedia.org/wiki/GNU_Libtool
https://zh.wikipedia.org/wiki/GNU构建系统
https://zh.wikipedia.org/wiki/Make_(software)
https://zh.wikipedia.org/wiki/Cmake
https://zh.wikipedia.org/wiki/Make_(software)
https://zh.wikipedia.org/wiki/Ninja_(build_system)
https://zh.wikipedia.org/wiki/Ninja_(build_system)
https://zh.wikipedia.org/wiki/Meson_(software)
https://zh.wikipedia.org/wiki/Ninja_(build_system)
https://mesonbuild.com/
https://ninja-build.org/manual.html
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12.7 Web

EAENREE B4R B AT ERan T A iAHIE,

« SHGRIEMERENRE HTML FER,
< AR BERKREH B GRBERME web [@RFJEEXFHMSSHN T URL FHz—.

- "https://www.foo.dom/cgi-bin/program.pl?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”
- "https://www.foo.dom/cgi-bin/program.py?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3"
- "https://www.foo.dom/program.php?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3"

1€ URL #2E"%nn" 24 A —18 16 EAHIFITH nn ERE.

IRISSAEERE A "QUERY_STRING="VAR1=VAL1 VAR2=VAL2 VAR3=VAL3"".

Web @25 ERICGIFEI ((E—fE"program. *") FEHTHY , HF& LA SQUERY_STRING” IRITAAH.
« CGI #2354 stdout {FXFRIE , EAELINMNENRE web HEETR.

ERELERE , RIFAEBCRIEMRBHENT CGl 28T E. 7£ Perl M Python RAIFAHEAR AT UER. PHP 4
BEYWINEE. BEEER P SR, T[{ERHTTP cookies . B EEEIFR Pt Sk, 8% & HJavascript.

FZEN , 2R ERRERNTE, Apache #E8E &€, F JavaScript.

BB ZS bt E A\ https://www.google.com/search?hl=en&ie=UTF-8&q=CGl+tutorial 5 7] PAZE Google _EiE &
“CGl tutorial’, iEZ7E Google {AfRzs L1817 CGl F5SMEHITHIIF ATA.

12.8 JRIQHSEER

Fiatsiiafet,
HESE TR AN | BEsERA) At
perl ?_/52713' 841 | AWK - PERL BEJAREM AWK 82 PERL: a2p(l)
f2c V:0.1,1:2.0 | 443 | FORTRANS CIBEIAREE FORTRAN 77 85K C/IC++ T2c(1)
. V:0.02, . & NASM (Intel 1= Bk GNU ZARFEIN
intel2gas 1'0.20 178 intel - gas (GAS)

Table 12.19: RiArEiEHRT A%k

12.9 H4E Debian E4

MRAFAERIE—(E Debian £F , BRETEREA.

- B 2 IHMERNEMHEIEAR

« B 2.7.13 IRREAKISIEIBIE

* B 9.11.4 IRfREA chroot FHT
« debuild(1) 1 sbuild(1)



https://zh.wikipedia.org/wiki/HTML
https://zh.wikipedia.org/wiki/Uniform_Resource_Locator
https://zh.wikipedia.org/wiki/Common_Gateway_Interface
https://zh.wikipedia.org/wiki/PHP
https://zh.wikipedia.org/wiki/HTTP_cookie
https://zh.wikipedia.org/wiki/JavaScript
https://zh.wikipedia.org/wiki/Common_Gateway_Interface
https://zh.wikipedia.org/wiki/Apache軟體基金會
https://zh.wikipedia.org/wiki/JavaScript
https://www.google.com/search?hl=en&ie=UTF-8&q=CGI+tutorial
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon-graph.php?packages=perl
http://qa.debian.org/popcon-graph.php?packages=perl
https://tracker.debian.org/pkg/perl
http://packages.debian.org/sid/f2c
http://qa.debian.org/popcon-graph.php?packages=f2c
https://tracker.debian.org/pkg/f2c
http://packages.debian.org/sid/intel2gas
http://qa.debian.org/popcon-graph.php?packages=intel2gas
http://qa.debian.org/popcon-graph.php?packages=intel2gas
https://tracker.debian.org/pkg/intel2gas
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B 12.5.2 AmsEANfREHR

Debian 4#:€&FE5| (debmake -doc f)

Debian f#&E 22 F 1 (developers-reference 4)
Debian $ki&Fft (debian-policy 4)

debmake, dh-make, dh-make-per 1 F&igH , HigEITEAFE , WEER.



https://www.debian.org/doc/manuals/debmake-doc/
https://www.debian.org/doc/manuals/developers-reference/
https://www.debian.org/doc/debian-policy/
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Appendix A
BE=:

FNEFR.

A.1 Debian ¥=

Linux fESE ARG —EH I BEIGAHIR AR S 8 Kt E 2, Am , BREREHLINEEL SRS, PLink
{£ FI3F PostScript KFTF AR LPR ITFMTIIREEFHITF. (BREMF CUPS RRNFTN TR AGKHIEL , M
ITHEERAREHRE.)

B—RTEEMEZRANME Y “SOURCE CODE”, B IFH BErE(EIBEEIRfE, BH —LZZEN HOWTO F1 mini-
HOWTO , B SR IE#E , BALE T KZMBRMEASRT KAR. BETHEAEREES  BEFEERRN
HOWTO Ak E¥X,

KA BIE (B Debian 2EFM (M4 2.139)” (2026-04-22 04:01:24 UTC) BER BAE Debian X EHEEAMEAIANLT , %
PR —EAFAI L T

A2 fREEFESE

Debian 2% F MBI (Osamu Aoki<osamu at debian dot org>) it , IS HAMER—EE ARG ESIREL. HPREF
ZNBEE KM Debian {F AEEHFS RN Debian MBI E IRERHNTEE.

TERR4R T K & Josip Rodin (&% % (Josip Rodin ZEDebian X518 (DDP) thiEEEE) ,“Debian 2F M (%
—hR , 2001-2007) "A R T DDP X#EM—H.

6 1% , HEHBERKK Debian 2EF (F—iR) "NBRE , FEHKEHRLANS. HN'Debian 2EFE (5=
hR) "FE 2008 £F & 1.

KO AEH 7 "Debian 2 FM (R4 2)” KEIEHEEE (Systemd, Wayland, IMAP, PipeWire, Linux #%(» 5.10) , %
FRIBHAERR (SysV init, CVS, Subversion, SSH 1 %, 2.5 R4 Z BT Linux #%:(»). Jessie 8 (2015-2020) fRASHITE
N, BEFZERRNB KDL,

KZEBIE{E Debian 2% F M (E_FR) "B7E Debian X EEEMA , IR E—EIFH¥L45R.
HEBHFIFME R , TJRURIA T EMARERIEN.

« "Linux {# & FM" Larry Greenfield (1996 ££ 12 B)
- BB (Debian #&2) B
+ "Debian ZF8” Havoc Pennington (1998 £ 12 A 11 H)



https://lists.debian.org/debian-user/
https://www.debian.org/doc/ddp
https://tldp.org/pub/Linux/docs/ldp-archived/users-guide/
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- EB4>E8 Oliver Elphick, Ole Tetlie, James Treacy, Craig Sawyer 1 Ivan E. Moore | &%
- ECHERA (Debian GNU/Linux: REFEAFM) B

« "Debian GNU/Linux: Z##1{# FAFM” John Goerzen F1 Ossama Othman (1999)
- Z0Ed; (Debian 22FW (B—HR)) B4

RIS AMHFHR N — LRI R , AEIER THMRNERIEHN.
+ "Debian FAQ” (March 2002 £ 3 AhR7A , EfFZH Josip Rodin 4%)
HERSK—LEIRNER , e5E8 THNNEFIEN.

+ "Debian 2ZFf (5—hR)” Osamu Aoki (2001-2007)
- 74 2008 G 4E EHT Debian 2% F (5 hR)" ERA.,

SERIK) Debian 2 F Mt (B—hR) BT L AMEAIE.

* Thomas Hood B4FHECE T RN ERRNTERME

« Brian Nelson ZEH HEA T BIR X 1 VCS AT &
Jens Seidel B AN L WA M EIEIR Bt T EE)
« David Sewell 177 KEHRE

- KEBRRES. ERE bug EBRNTFSER

Debian Z# % HFM BEM info EFREMR , F_LisEE EmE , Wikipedia AR BRI , SBRIEAEEIAHH
FRBE, £ EHEN , FAME (Osamu Acki) hEET AFEM , EMFREFLHT , THEGLSHNESR , 4
ORAEE DUE B SAA S BARR | /ER T A3AHNAEERR S .

gdb [REELFHIRIR(E R T I T Debian AEENFIEIM AL, 524 Ari Pollak, Loic Minier, 1 Dafydd Harries i,
HERA).

7 LEIREIK ‘Debian 2EF (B TMHR) "WABAIRNFEKECHEL . BLOHRMEMBEERME,

£ Osamu Aoki TELLBS TAEXERERTET B4 TR EIKA.

A3 FESPIHERE

2 FER P CERE , I8 Debian X ERHSI R BEF W, REMEL/ETAEIB salsa git 3k weblate # 1T,
B KR 44518 1B weblate 2 N#05%: https://hosted.weblate.org/projects/debian-reference/ -
translations/zh_Hans/

ZIA BB ERE A B, Bl KZK7E salsa git 3k weblate 25, BERESRNFHIT, TTABEEBR.

Debian B A 484t A IR 4 7 RPN R HEEMRSE: https://www.debian.org/doc/manuals/debian-reference
index.zh-cn.html https://www.debian.org/doc/manuals/debian-reference/index.zh-tw.html

2 F ek E 4 F 4  debian-reference-zh-tw

BAMEA : https://packages.debian.org/testing/doc/debian-reference-zh-cn https://package
testing/doc/debian-reference-zh-tw



https://www.gutenberg.org/files/6527/6527-h/6527-h.htm
https://www.debian.org/doc/manuals/debian-faq/
https://www.wikipedia.org/
https://zh.wikipedia.org/wiki/Fair_use
https://wiki.debian.org/HowToGetABacktrace
https://hosted.weblate.org/projects/debian-reference/translations/zh_Hans/
https://hosted.weblate.org/projects/debian-reference/translations/zh_Hans/
https://www.debian.org/doc/manuals/debian-reference/index.zh-cn.html
https://www.debian.org/doc/manuals/debian-reference/index.zh-cn.html
https://www.debian.org/doc/manuals/debian-reference/index.zh-tw.html
https://packages.debian.org/testing/doc/debian-reference-zh-cn
https://packages.debian.org/testing/doc/debian-reference-zh-tw
https://packages.debian.org/testing/doc/debian-reference-zh-tw
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R

1f testing WR#EME, RHBEMLE RE , KRNRE apt KIRHEERE T testing KIF, BRI AE#H A
apt-get install debian-reference-zh-tw ép4LEZEHiEM, TREPEME , BT UEERHEE pdf &=
(/usr/share/debian-reference/debian-reference.zh-tw.pdf ) KIS,

HZTF MR ER AR B, BURAZRFE Debian H LR3I R

* debian-chinese-gb dot lists.debian.org

* debian-110n-chinese dot lists.debian.org

(Debian 2 Ff) (FhR) #REERINT:

(—) SHER

#t weblate 1 git Had#tat , 4B F L uBREERE.
BERENETFE :

Chih-Hsuan Yang (t#5&3%)

A4 AR

BHaT , TXFIAAEE A DocBook XML R E/E, BULIRIATERT iR HTML, 45X, PostScript #1 PDF, (R
Br e BRI 8. )
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